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Abstract: Cyber physical system (CPS) provides more powerful service by cyber and physical features through the
wireless communication. As a kind of social organized network system, a fundamental question of CPS is to
achieve service self-organization with its nodes autonomously working in both physical and cyber environments. To
solve the problem, the social nature of nodes in CPS is firstly addressed, and then a formal social semantic descrip-
tions is presented for physical environment, node service and task in order to make the nodes communicate auto-
matically and physical environment sensibly. Further, the Horn clause is introduced to represent the reasoning
rules of service organizing. Based on the match function, which is defined for measurement between semantics, the
semantic aware measurement is presented to evaluate whether environment around a node can satisfy the task re-
quirement or not. Moreover, the service capacity evaluation method for nodes is addressed to find out the compe-
tent service from both cyber and physical features of nodes. According to aforementioned two measurements, the
task semantic decomposition algorithm and the organizing matrix are defined and the service self-organizing mecha-
nism for CPS is proposed. Finally, examinations are given to further verify the efficiency and feasibility of the pro-
posed mechanism.
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1 Introduction

Cyber physical system (CPS) is a kind of
mobile sensor network system which combines
the virtual computational world and physical
world into united system in order to provide more
powerful service capacities and qualities to human
beingst'. As a kind of environment-sensitive and
dynamically organized system, CPS should be not
only adaptive to physical and cyber environments,
but with self-organizing capacity according to ap-
plication needs'®. Therefore, a unique challenge
of CPS is how to organize services best matched

the collaborative applications from the nodes in
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the CPS's mobile sensor network.

One important difference between CPS net-
work and the existing internet technology is that
the communication transmitted via CPS network
is usually the measurement on the physical world
and therefore subject to certain constraints due to
physical environments®!. Many examples of
CPS, such as intelligent traffic control, smart
buildings, and sensor devices, show that the per-
formance of CPS is closely bound up with the or-
ganizing of the node devices which provide various
services for the whole system.

Existing researches in CPS mainly focused on

]

architecture™, middleware designing™, system
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control®, system security!”, QoS or real-time

L) However, as service provid-

data management
er, it is critical to organize a competent service
group for CPS autonomously, which receives lim-
ited attention in study. Efforts on node organi-
zing are usually based on criteria of cost minimi-

(011 Tn our view,

zation or utility maximization
such an environment sensitive self-organizing
mechanism of CPS should be based on cognizable
service capacity, qualified service measurement,
and self-communication between sensor nodes of
CPS.

In addition, there is another significant fea-
ture, social relation, which is easy to be ignored.
Social online service, such as social networks and
applications for us-

microblog, is popular

ersj’]z'”].

In real world, people also tend to co-
operate with familiar persons because of the cred-
itable relationship. Likewise, social relations,
such as relationships or communities, are also
important for nodes cooperation organizing in
CPS. We can organize nodes in CPS through their
past relationships and evaluate whether they can
complete the task collaboratively or not.

We address an environment aware service
self-organizing mechanism for CPS. Our main
contributions here are: (1) Formal semantic de-
scriptions for CPS node, physical environment,
task and social relation are presented so that CPS
can be understandable and communicatable based
on the formal semantics; (2) The reasoning rule
of service organizing for CPS are represented
based on Horn clause; (3) Self-organization algo-
rithms of CPS service, including environment a-
ware measurement and service capacity evaluation
selection, are proposed based on semantic decom-
position, and organizing matrix are defined for
CPS. Finally, we propose the service self-organi-

zing mechanism for CPS based on aforementioned

method.

2 Semantic Descriptions of CPS

Formal semantic description should be em-
ployed to enable nodes of CPS to recognize the

meanings of both physical and cyber aspects and

make self-communication between nodes possi-
ble. In our views, formal semantic for CPS serv-
ice organizing must be defined from the following
aspects: capacity of node, physical environment,
requirement of task and social relationship.

In the section, we define the formal semantic
descriptions for our mechanism: CPS node, phys-

ical environment, and application task.
2.1 Capacity of node

CPS node is a service provider through its
physical device and cyber software. Thus, we de-
scribe capacity of CPS node in terms of physical
and cyber features.

Semantic of physical capacity can be defined
as follows:

Definition 1 Physical capacity semantic can
be described as Ps= (id, 1|0,  real, J mo-
bile, p_value. Here, id denotes the identity code
of device in CPS, I|O the input port parameters
and output port parameters of devices, J_ real the
real-time environment around the node, J- mo-
bile a set of environment as (¥, 3, +++), which
denotes the potential environments that device
can move, p_ value the physical capacity perform-
ance value of node.

In definition 1, physical capacity perform-
ance value is evaluated from three aspects: fault
tolerance, adaptability and stability.

Let a node d; which has totally success rate
of work in the past be suc(d,) . and the fault rate
in the past be fault(d,;). At the same time, let
the rate of node’s recovering from the faults be
recover(d;). The node's capacity of fault toler-
ance can be calculated as

cp t(d;) =sucl(d,) ™ X recover(d,;) ™4
QD)

In Eq. (1), we can see that the lower value
of fault (d;) is, the higher value of capacity of
fault tolerance cp_t(d;) is.

Suppose there are a node d; with an environ-
ment list E=(e,, e,, *++) which indicates the de-
tail environments d; working around and ratio(e,)
which denotes the successful ratios of each envi-

ronment e, (3 ratio (e,) = 1). Assume that d;
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works n times in environment list E= (e, , e,
-=+) in the past. Then, for a task environment list
E_task=(w,, w,, w;, ***) physical capacity val-

ue of adaptability of d; can be calculated as

ratio(ey)
malch(ek LE_task)

| E_ task |
In Eq. (2), function match (e,, E task) is a

cpald) = X BT (2)

match expression and it indicates that there be an
environment w, € E_task which satisfies the con-
dition ( Je, € E)—>(e, =w,). Function |E_ task]
indicates the total number of list E task. g&
[0,1] is a regulation parameter for calculation
and is an empirical value which is given in advance
based on the experiences of examinations. We can
see that the higher value of in Eq. (2) implies the
value of cp_a(d;) will be higher.

Let node d; has stability performances as fol-
lows: \Timeeml(d’) | denotes the total length of d,
existing time and |Timeml,1e<di) | indicates the total
stable working time length of d;,. Assume that
node d; failures n times from CPS in the past.
Then, physical capacity value of stability can be
calculated as

‘ Times!al)lc(dl) ‘

cpos(d)= x g (3)

‘Timeexlsl(a’i) |
where € [0,1] is the parameter which is given
the same as in Eq. (2).

Therefore, physical capacity value can be cal-

culated as
» value(d,) :% X [ep 1(d,) —

cpald;) —cp s(d)] 4)
Semantic of physical device describes the
physical information about nodes in CPS, inclu-
ding interface, mobility and capacity measure-
ment, so that nodes in CPS can recognize each
other and communicate autonomously. All ele-
ments of Ps are some of the parts which influence
the service quality in physical degree directly.
Semantic of cyber capacity of service aims to
provide the all software descriptions of the CPS
nodes. CPS depends on cyber components to pro-
vide the service solutions to meet user’s needs. In
order to achieve the self-organizing requirement,

CPS should know the cyber capacities of nodes

and integrate them into a whole for solving com-
plex tasks. Thus, we need to make the cyber
components apprehensible and readable for CPS.

Definition 2 Cyber capacity semantic of
service can be denoted as Cs = (class, in| out,
timeliness, price, ¢ value). Here, class is the
class name of the cyber service, parameter pair in
| out denotes the input and the output data for-
mats and values of the service, timeliness indi-
cates a period which service must spend for com-
pleting a task, price denotes the average price of
the service respectively, ¢ value is cyber capacity
index which demonstrates the performance of
service software aspects based on the past work-
ing.

In definition 2, cyber capacity index value is
evaluated from two aspects: timeliness and past
judgment.

For each node d;, it has a time list Time=
(t-dis t-dis e dls ) (t di<<t di<<t d}<<
-++) which indicates time costs in the past for the
same task and ratio (t —d*) denotes the occur-
rence ratio of time cost t—d* (Sratio(t—d*)=1).
Assume that d; participates the task n times in
the past. Then, for an anticipant working time,
dt, capacity value of timeliness can be calculated
as

cct(d)= > ratiolt—d) X g (5)
—dt<ar
where € [0, 1] is the parameter which is given
the same as in Eq. (2).

Let node d; provide service n times in the
past. Each time of service generates a judgment
value jud (d;) (jud(d;) € [0,1]. Assume that
there are m times of malicious judgments to d,.
Then, the capacity value of past judgment can be

calculated as

cc jld;) =

jud(d;) — =T
2 ) T
n n
Therefore, cyber capacity value, ¢ value, can be
calculated as
1

5 X Lee t(d;) +ec j(d)]

¢ value(d;) =

(7
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Based on definitions 1,2, each node in CPS

can be described as node=(Ps, Cs).
2.2 Physical environment

Physical environment is an objective concept
which describes the elements around the CPS
node, including location, time or status, etc. We
define semantic of physical environment as fol-
lows:

Definition 3
described as 3=(L, P, S, C), where L, P, S

and C represent the physical information sets of loca-

Physical environment can be

tion, time, status and constraint, respectively.
Here, L=_(_loc,, loc,, ***) is space set to de-
scribe the physical location information of the ob-
jects in CPS. P=(p,, p,, *=+) is set to describe
the planning time information. S=(s,, s,, ***) is
the set of status descriptions for nodes in CPS. C
={c,(x;)|x;€ELV PV S} is constraint which can
identify the physical environment semantic ele-

ments.
2.3 Task semantic

Task denotes application needs from users.
It gives all pre-conditions as a criterion for CPS
nodes to measure whether they can achieve the
task’s goals or not. Therefore, in definition 3,
we describe the task semantic from both cyber
and the physical aspects as follows:

Definition 4 Task semantic is a set as T=
(T,, T,, *==) , where sub-task T can be defined
as T,= (TClass;, Status;s, Goal;, Cost;, Envir;,
Cons;). Here, TClass; denotes the class of task,
Status; the set of original facts which are input
data given in advance, Goal; the set of task's an-
ticipative goals, Cost;, Envir; and Cons; denote
the requirements of cost, physical environment
and constraints for the task, respectively.

As for environment requirements, Envir; is
described as semantic format in definition 3. And
semantic of constraints, Cons;, indicates the limi-
tations for nodes which tends to accept the task
except environment constraints. For example,
there is a sub-task semantic as
T;= (send_data, {node; } , {node; } , {10},

{Ccommunity, ), (13: 00 — 14: 00 AM),

(free) , (beforel4:00)}, (node & community,; ))
We can see send _data denotes the type of
task is sending data, node, and node; point out
that the task is to send data from original node
node, to goal node node;. At the same time, loca-
tion of node, is community, , anticipant working
period is 13:00—14:00 AM, node, is in free sta-
tus and the work must be completed before 14:00
AM. In addition, the task assigns that it must be

executed by node which belongs to community,.
2.4 Social semantic

According to the organization method of so-
cial network, each node has the information
which records the node's communities and its re-
lationships or friends. These social items of node
can be acquired from node personal information or
profiles. In this paper, social semantic of node in
CPS describes the detail relationships among
nodes and communities where nodes locate in.
We define social semantic of node as follows:

Definition 5 Social semantic of node is a set
as S= (Community, Relationship). Here, Com-
munity= (¢;, ¢,, **+) denotes the communities
which nodes locate in and Relationship=(r, (d,) ,
r»(d;), ) denotes the relationships between
nodes.

Social semantic indicates node's identification
in CPS. Service organizer can obtain the informa-
tion of working community and relationship
through social semantic and then takes appropri-

ate measures for organizing.

3 Rule Based Semantic Reasoning
for Service Organizing
3.1 Horn clause

Horn clause is a clause (a disjunction of liter-
als) with at most one positive literalt*). It plays
a basic role in logic programming and is important
for constructive logic. Due to Horn clause con-
tains at most one positive literal, it is widely used
in knowledge reasoning and rule representa-
tion™™, In this paper, we introduce Horn clause
in order to realize the logical condition reasoning

for service self-organizing.
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Definition 6 Horn clause is a clause which
has one positive literal at most. Horn clause can
be written in form as follows
Pr AP, A NP, —>Q 8)

where P, and Q are propositions, and A, — are
logic connectors. Eq. (8) means that the literal Q
can be realized while all the propositions P, can be
satisfied.

For reasoning, Horn clause can be expressed
three formats as follows:

(1> A Horn clause with both positive literals
P, and Q is called a rule clause, which is in form
of PLAP, N+ NP,—>Q.

(2) A Horn clause with no positive literals Q
is called a goal clause, which is in form of P, A P,
AN+ ANP,—.

(3) A Horn clause with no precondition liter-
als P; is called a fact, which is in form of —Q.

Based on definition 6, we can achieve self-or-
ganizing for service selection in formal represen-
ting and reasoning through Horn clause. For ex-
ample, goal solving by node can be represented as
in; A in, A *=+ A in,—~out, and the status of task

semantic can be represented as —>status;.
3.2 Rule based environment measurement

We propose several constraints for environ-
ment semantic in order to make environment
measurement feasible.

Constraint 1 Each environment can be de-
scribed as a fact in form of Horn clause —3.

Constraint 1 shows that all elements of envi-
ronment semantic, including L, P, S and C, are
positive literals.

Constraint 2 For task semantic, require-
ment of environment can be described as a rule in
form of Horn clause as 3—T;. Envir;.

Nodes of CPS work with physical limitations
which we define as environment in the paper. En-
vironment aware measurement aims to evaluate
whether the real-time environment around a node
can satisfy the task environment requirement or
not. Firstly, we propose a match function for our
measurement.,

Definition 7 ILet X be a set of facts and y be

a requirement. We define a match function X|—y
while there is a the set of fact X which can meet
the requirement y in form of Horn clause as fol-
lows
X|l>y=x1 Nz A AN x,—>3 9
where, x, € X, ,x, € X.
Then, we propose the semantics of match
function in physical environment as
L |—loc, = Floc, € L N\ loc, =loc,
Pl—>p = 3p, € PN\ pr.st< ps.
st \ po.et < pi. et (10)
S|l—>s, =35, €S A 5, =53
Clma=73da€eCAa="c
where p,. st denotes the starting time and p,. et
the ending time of parameter p,.
Based on definition 7, we can define environ-
ment measurement as a group of rule Horn clause
as

S.L.locy N 3. L. loc, N\ +++— T,. Envir. L

S.P.pr ANS.P.p; A -+ — T.. Envir. P
J.S.si AS.Sos; A eee— T, Envir. S
J.Coey ANS3.Cocy A oo — T, Envir. C

an
Let an environment requirement of task be
T,. Envir. For each J, environment measurement
can be defined as following algorithms.
Algorithm 1
Stepl
N, <| T,.Envir. L |+| T,. Envir. P |+
| T,.Envir. S |[+| T,. Envir. C |
Step2 For each requirement x;, which has
relationship with x; € T,. Envir. L U T,. Envir.
PUT,;. Envir. SU T,;. Envir. C, J utilizes match

function to find out whether there is a set of loca-

Environment measurement

tion facts J. L with J|—>x;.
Step3
tion J|—>x;, then N,<-N, —1.

If there is x; which can meets func-

Step4 Repeat steps 2 and 3 until all require-
ments x; have been measured by match function.
Step5S
is satisfied by J and J— T:. Envir. And else,

If N,=0, the requirement T;. Envir

there is z; which can not be satisfied by match
function.
For example, suppose there are environment

semantic §; = (locy» [ 20: 00—22: 007, (s15 s55
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s3) s @), and environment requirement , then en-
vironment aware measurement can output the

rule J—T;. Envir.
3.3 Rule based capacity evaluation

For feasible service selection, we also pro-
pose several constraints for semantic in order to
make the descriptions more clearly understanda-
ble for CPS node.

Constraint 3 For each task semantic, there
1s a constraint as

T:.Goal 2 & A T,. Status %«

This constraint means task semantic will be
invalid while it does not specify its goals and pre-
conditions.

Constraint 4  Goal constraint denotes that
for a set of task T=(T,, T,, -
straint as
VT,.€TAYT,€T—>T,. GoalNT;. Goal,=

That means all sub-tasks of T cannot have

), there is a con-

same goals.

Constraint 5 For a node, it has an I|O con-

straint of cyber service and physical device as
node. Ps. i A node. Cs. in A (node. Ps. i|—
J node. Cs. in)—

12)
node. Ps. O A node. Cs. out A (node. Ps. O] —
l node. Cs. out) —

Constraint 5 points out that all node services
should have a concordant input or output ports
for service providing. Here, node. Ps. i | —node.
Cs. in means that the physical device input port
can match the cyber service input port. Likewise,
node. Ps. O|—node. Cs. out denotes similar mean-
ings.

We suppose that all nodes of CPS are the
candidate service providers to solve complicated
task, and nodes of CPS have various capacities
with own prices. The net result of the above con-
sideration is that CPS needs to find a feasible so-
lution to evaluate competent services from nodes
and reach a self-organized, temporary, and effi-
cient service composition according to the task.

Capacity evaluation is an effective solution
for CPS service selection. CPS can decide whether

a node’s service should be selected or not depen-

ding on its performance. To evaluate the per-
formance of a candidate service, CPS should
match the capacities of node service with tasks.

For a sub-task T;, node in CPS node; can
perform the task T; while the following group of
rule Horn clause can be satisfied

T;. Status; — node;. Ps. I

T;. Status; = node;. Cs. in

node;. Ps. O A node;. Cs. out = T;. Goal,

node;. Cs. price = T;. Cost;

(13)

We propose the semantics of match function
in service evaluation as

T;. Status|—~>node;. Ps. i=node;. Ps. i; € T,. Status

node;. Ps. O|—>T;. goal=T;. goal € node; . Ps. O

T;. Status, | >node; . Cs. in=node; . Cs. in€ T;. Status;

node;. Cs. out| —T;. goal=T,. goal € node; . Cs. out

node;. Cs. price| =T;. cost=node;. Cs. price€ T;. cost
(14)

Suppose there is a sub-task T,;. For all nodes
of CPS, service capacity evaluation consists of 6
steps as follows:

Algorithm 2 Service capacity evaluation

Step 1  N,<T,. goal.

Step 2 For each goal € T,. Goal, match the
goal with function as node;. Ps. O A node;. Cs. out
| >T,. goal. If the function can be satisfied, N,<
N, —1.

Step 3 Repeat steps 2 and 3 until all goals
are evaluated by match function.

Step4 If N, =0, go to step 5. Otherwise,
algorithm finishes. Quit the service evaluation
and evaluate(node;) =0.

Step 5 For each node;. Ps. 7 and node;. Cs.
in, measure whether the input ports can be satis-
fied by the facts of T,. Status. If input ports can-
not be satisfied by facts, quit this algorithm and
evaluate(node; ) = 0. Otherwise, go to the next
step.

Step 6 Evaluate the cost requirement of T.
If match function node;. Cs. price | = T. cost is
satisfied, the Horn clause node; T, is valid and

evaluate(node;) =c_ value(d;). Otherwise, eval-

uate(node;) :%ch value(d;).
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Here, we propose an example to illustrate
our algorithm. For T,. Status, = (s;. sy, $3).
T,.Goal,=1t | g,,» T,. Cost,=[0,10], there be
node, =[I=(s) |O=(t,), in=C(s;) |out=1C(g,),
price=13,0. 9], node,=[I=(s,) |O=(¢,), in=
(s3) lout=1C(g,), price=5,1.0] and node, =[ 1=
(51.5)10=(t;,), in=C(sy) |out=C(g,), price=
14, 1. 0]. Evaluation value of the above three
nodes can be evaluated as 0. 45, 1 and O respec-

tively by algorithm 2.

4 Service Self-Organizing for CPS
4.1 Task semantic decomposition

Through capacity evaluation, we can evalu-
ate whether a task can be solved by CPS nodes.
However, it is impossible to find single node
which can provide scenario for every task. In
some case, a node can just solve a part of goals of
a complicated task. In this paper, we address a
task semantic decomposition method in order to
decompose task into two sub-tasks according to
their goals and make the task solving feasible.

For a task T;, there is a set of goals T;. Goal’
CT;. Goal which cannot be solved by a node. We
can decompose it into two task semantics, T¢' and
T, as in definition 8.

Definition 8 Task semantic decomposition
can be defined as
T =[T,. TClass, (T,. Status — T;. Status’) ,

(T,. Goal — T,. Goal’ ), (T,. Cost — T;. Cost’) ,

(T;. Envir — T,. Envir’ )]

T =[T,. TClass,T,. Status’ . T,. Goal',T,. Cost’,

T,. Envir’]

(15)
where T;. Status' CT;. Status, T;. Cost' < T. Cost
and T,. Envir' C T,. Envir are corresponding re-
quirements of status, cost and environment of T;.
Goal’. Eq. (15) means that complex task can be
decomposed into two sub-tasks, T¢' and T%,
which satisfy the condition T¢' U T¢*=T..

In our consideration, a task, which can not
be solved by any single node, should be decom-
posed into sub-tasks with the minimum number

for reducing computing complexity. Therefore,

we propose the algorithm of task decomposition
for CPS.
Algorithm 3 Task semantic decomposition
Step 1
nodes Node. For each node; € node, CPS builds

up schema R; to record the goals which can be

There are a task T, and a set of

solved by node;.

Step 2 For each node; € node, CPS meas-
ures T;. goal, with matching function in Eq. (14).

Step 3 If the rule of node;. D. O A node;. N.
out—T,. goal, is true, R;<=T,. goal,.

Step 4 Repeat steps 2 and 3 until all nodes
get R;.

Step 5
with constraint as (U R; =T,. Goal) A (R, =
D).

Step 6 CPS gets the R; composition with the

CPS calculates the set compositions

minimum sub-task number. The task T, is de-
composed as in definition 8.

For example, there is a task T; can not be
solved by any single node in CPS. The decompo-

sition is shown in Table 1.

Table 1 Example of task semantic decomposition
T, . Goal I g2 83 g1
node, X X N X
node; J X X N
node; J J X J

Symbol " X" means that the goal can not be achieved
by corresponding node while "~/” means that the goal can
be achieved.

From Table 1, we can decompose T, into
two sub-tasks as
T¢' = (T,. TClass, T,. Status® , (g, ),
T,. Cost®s ,Ty. Envir®: )
T4 = (Ty. TClass, Ts. Status® %% , (g @5 524 ) »
T,. Cost®1°8241 , T, Envir# %241 )
Here, corresponding status, cost and environ-
ment requirements of task are also decomposed

with goal.
4.2 Organizing matrix

Based on environment-aware measurement
and service capacity evaluation, we can establish

three kinds of matrix for service organizing: Ca-
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pacity matrix, environment matrix and social ma-
trix. Suppose a task vector K=[T,, Tss T, |
and node vector Z=1[d,s d,s ***s d,,]*, and the
three kinds of KX Z matrix can be defined as fol-

where value of evaluate; comes from algorithm 2.
Likewise, we define the schema of environ-
ment measurement as environment matrix.

Definition 10 Environment matrix can be

lows. defined as
Definition 9 Capacity matrix can be defined environmenty; environmenty,,
as Y= : : an
evaluate, evaluate,,, environment,, environment,,,
r= : : (16> where value of environment; can be calculated as
evaluate,, evaluate,,, follows
p_value(d;) node;. I A node;. Ps. J_real>T,. Envir
. 1 . .
environment,;; = > X p_value(d;) node;. I A node;. Ps. J_mobile—T,. Envir (18
0

Definition 11  Social constraint matrix can

be defined as
social;; social,,
Q= : : (19
social,, social,,,

where value of social; can be calculated as

) 1 node;. S— T,.Cons
social; = 0 el 20>
else

4.3 Self-organizing mechanism for CPS service

As aforementioned, self-organizing aims to
find out competent nodes to form a temporary or-
ganization in CPS and solve special tasks. We
consider that CPS service organizing mechanism is
established based on approaches of capacity opti-
mal estimation and task goal solving. Our ap-
proach in this paper combines features of CPS
from both cyber service and physical environment
aspects.

Notice that our proposed capacity matrix,
environment matrix and social constraint matrix
show the capacity, environment and social con-
straint matching schema between task and nodes.
Therefore, we propose the service self-organizing
mechanism of CPS based on the above matrices,
which consists of 12 steps as in algorithm 4.

Algorithm 4
CPS

Step 1

Step 2

Self-organizing mechanism of

Task<T,; Candidate< & ; Selected

CPS delivers the task set Task to

nodes which locate in its community.
Step 3

task semantic, transmits the task semantic to its

Each node d;, which receives the

neighbors, d,, which have relationship semantic
d;.S.r(d,) with d; and satisfy the constrains of
d;. S—T;. Cons. Then, d; sends information to
CPS sponsor for replying whether it would enter
the service organizing and be a candidate node.

Step 4 For task T; &€ Task and ultimate can-
didate nodes of CPS Z=1[d,,ds,*-d, |*s CPS
calculates the matrices of I'» ¥ and .

Step 5 For T, &€ Task, if there is a node d,
(d, € Z) with (capacity; >0) A (environment; >
0) A (social; =1), it denotes that task T, can be
solved by CPS. CPS selects the node d, with val-
ue of max[ capacity; +environment; | A (social, =
1), and Candidate<T;|d,, Task<—Task—T..

Step 6 For each T, | d, € Candidate, CPS

calculates the value of competence parameter as

_d,.Cs.price | d,.Cs.J. P
competence(d) ==n = Tt N Envir, P
D)

Step 7 For T, € Candidate, d, with the
min[ competence(d,) ] is selected, and Select <
T.|d,, Candidate<—Candidate— T, | d,.

Step 8 Repeat steps 6, 7 until Candidate=
.

Step 9 If Task#= &, CPS decomposes tasks
through algorithm 3 for each T, & Task into a new
task set dec_T;.

Step 10 Task<; Task<—dec_T..
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Step 11 Repeat steps 2 to 10 until Task=
.

Step 12 Return selected.

For complicated task, our self-organizing
mechanism aims to algorithm 4 to find out a node
composition of CPS which meets not only both
physical and cyber requirement but with the mini-

mum costs and the maximum service capacities.

5 Examination

In this section, we employ a set of examina-
tions for performance comparison to testify the
feasibility of our proposed method. We utilize our
peer-to-peer network simulator which is written
in Java language. In our examination, there are
300 nodes in 5 working communities and the aver-
age out-degree of node is 5. Each our-degree of
node means a social relationship between two
nodes. As initial setting, physical and cyber ca-
pacity values of all nodes follow a normal distri-
bution with mean 0. 6 and variance 0. 1. The ca-
pacity semantics of nodes, including physical and
cyber aspects, are generated at random in ad-

vanced. Parameter, (8, is set as 0. 8.
5.1 Unqualified service detection

In our proposed method, environment meas-
urement and service capacity evaluation can detect
unqualified services according to past data. Here,
we conduct a set of examinations to testify the
effects of unqualified service detection. We intro-
duce with 20% and 40% unqualified services in
our examination. In this examination, services
are regarded as unqualified ones while their scores
given by different methods are lower than 0. 3.
We adopt three groups of tests as follows: Group
1 utilizes the average judgments of service for sco-
ring service, Group 2 utilizes the Bayesian rating
method and Group 3 adopts our proposed method
as scores of p_value and ¢_value (any one score
lower than 0. 3 is regarded as unqualified serv-
ice). We record the average accuracies of unquali-
fied service detections in different three groups.
We can see the effects of unqualified service de-

tection in following Figs. 1(a,b) and the average

accuracies of our method are about 97 % and 93 %
in two cases of examination. Our method is obvi-
ously better than other two ones. However, we
notice that the effect of our method is worse than
other method at the beginning of examinations.
In our consideration, the reason is that our meth-
od is proposed based on past data of service and
the accuracy will be much better with the detec-
tion times growing up. In addition, Fig. 1 (c)
shows the accuracies of unqualified service detec-
tion in two different detection criteria; Environ-

ment and cyber. Our proposed method can find
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—p— Group 2
—— Group 3

Average accuracy of
unqualified service detection

40 60 80 100

Times of detection

» unqualified services

—a— Group 1
—p— Group 2
—&— Group 3

e
©
>
Q
ISt
b
=)
Q
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e —
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(c) Unqualified service detection

Fig. 1 Effects on unqualified service detection
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out the unqualified service from both physical en-
vironment and cyber capacities aspects.

5.2 Successful ratio of service organization

In this examination, we set four groups of
service organization method for effect compari-
son. In groups 4 and 5, services are organized
based on services which satisfies the task with
highest values of physical environment and cyber
capacities respectively. In group 6, services
which have the highest selecting probabilities for
the corresponding tasks in the past are selected
for the new arriving complicated task. In group
7, we utilize our method to organize services for
complicated task. We repeat the organization 100
times. Figs. 2(a,b) show the average total suc-
cessful ratios with 10% and 30% unqualified
services respectively. We can see that our method
is obviously better than other methods. The aver-
age total successful ratios in group 7 are about
94.5% and 90.1% respectively.

In addition, we test the effect of task decom-
position. We repeat service organization 100
times in two groups and the results are shown in
Fig.2(c). Group 8 adopts our proposed mecha-
nism without task decomposition method while
Group 9 includs the method. We can see that the
successful ratio is raised about 9. 5% in group 9.
The task semantic decomposition algorithm can
decompose the complicated task into sub-task se-
mantics for finding out services to solve them.
From this point, task in group 9 has more proba-
bilities to find corresponding services. Such result
manifests that our proposed task semantic decom-
position method is efficient for service organiza-

tion.

6 Conclusions

Different from service composition in inter-
net environment, CPS faces the physical world
limitations for its self-organizing service provi-
ding. To solve the problem, we address a physi-
cal environment sensitive and cyber capacity esti-

mable mechanism for CPS service organizing.

100

Average total successful ratio / %

70
—a— Group4 —p— Group 5
—&— Group 6 —k— Group 7
60 1 1 1 1
20 40 60 80 100
Times of organization
(a) 10% unqualified services
100

90 S

80

709

—a— Group 4 —p— Group 5

60 —&— Group 6 —k— Group 7

Average total successful ratio / %

20 40 60 80 100

Times of organization

(b) 30% unqualified services

< 100

2

&

g 90r

3

3

7

§> —a— Group 8
§ —&— Group 9
< 70 L L L L

20 40 60 80 100
Times of organization

(c) Effect of task decomposition ratio

Fig. 2 Effects on successful ratio of service organization

Our mechanism is based on formal semantic de-
scriptions and theory of Horn clause, which are
introduced for providing system readable informa-
tion and reasoning rules. By presenting the meth-
ods of environment aware measurement and serv-
ice capacity evaluation, we define task semantic
decomposition for complicated task solving feasi-
ble and organizing matrix for identifying the
matching degrees between CPS nodes and tasks.
Finally, we propose the self-organizing mecha-
nism for CPS to find out the most competent

service composition. We plan to examine our
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methodology in simulation to verify feasibility and

efficiency in future. Furthermore, we are utili-

zing our methodology and framework into smart

connected cars application.
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