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Abstract: For wired local area networks (ILANs), their effectiveness and invulnerability are very critical. It is ex-
traordinarily significant to evaluate the network performance effectively in the design of a reasonable network topol-
ogy and the performance improvement of the networks. However, there are many factors affecting the perform-
ance of the networks, and the relation among them is also complicated. How to evaluate the performance of the
wired LANs more accurately has been a heavy challenge in the network research. In order to solve the problem,
this paper presents a performance evaluation method that evaluates the effectiveness and invulnerability of the wired
LANs. Compared to traditional statistical methods, it has the distinct advantage of being able to handle several de-
pendent variables simultaneously and tolerates the measurement errors among these independent variables and de-
pendent variables. Finally, the rationality and validity of this method are verified by the extensive experimental
simulation.
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0 Introduction

Wired local area networks (LANs) can
achieve the information transmission functions
among the computers connected by the physical
lines in reachable range. Wired LANs have many
advantages in transmission rate, reliability and
security over wireless LANs (WLANs)™, which
make it have wide application prospect in the fu-
ture. Wired LANs can be applied in many fields,
such as bank, military and company. How to ef-
fectively and reasonably evaluate the performance
of wired LANs has been one of the important is-
sues in this field. Network performance evalua-
tion achieves three purposes™ ; The first one is to
choose the most suitable and satisfactory one
from the numerous schemes; the second one is to
improve its defects and bottlenecks of the existing
scheme; the third one is to predict the perform-

ance of the candidate system upon the reasonable
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configuration. So it is necessary to choose the ap-
propriate indexes and establish the appropriate
evaluation model for network performance evalua-
tion. Zhang et al. ! proposed an approach, which
uses multiple indicators to evaluate the perform-
ance of the whole network. The method can com-
pare the performance of different networks at dif-
ferent time, but the method for determining the
weight of index was not mentioned in this paper.
Mao et al. ™ proposed a method for determining
the weight of index by employing fuzzy analytic
hierarchy process, but the method is subjective
and the evaluation process is complicated. Meth-
od based on historical data was proposed to deter-
mine the weight of index by Nan et al. !, Net-
work performance can be evaluated according to
the health value of the network equipment. The

above methods are all to evaluate the overall net-

work performance. We need to focus more on
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some aspect of the network performance in some
cases. Structural equation model (SEM) is a new
type of multivariate statistical analysis method,
which can analyze the relationship among depend-
ent variables based on the large sample data. All
kinds of network performances can be analyzed,
such as invulnerability, effectiveness, survivabili-
ty, safety and so on, as long as we get observable
indicators.

There are three main topologies of wired
LANs: ring network, star network and tree net-
work. They are the basis of other complex topol-
ogies. So this paper uses SEM to evaluate effec-
tiveness and invulnerability of the three net-
works. Effectiveness measures network perform-
ance in terms of dynamic network transmission
ability, and invulnerability measures network
performance in terms of static network topology.
Firstly, it is necessary to calculate effectiveness
and invulnerability of the entire network, and
then, the contribution of the forwarding nodes to
the entire network is calculated by deleting nodes
or attacking links randomly. Next, according to
the contribution of these nodes to the entire net-
work in the effectiveness and invulnerability, the
importance of these nodes can be judged compre-
hensively. Finally, the different monitoring and
protection measures can be taken according to the
importance of nodes. It can reduce the probability
of network failure on the basis of the realization
of network functions, and then reduce the cost of
the entire network.

The research of this paper can be applied in
many fields. The contribution of each type of
weapon can be calculated in the military system
network'. We can choose proper kind and the
number of weapons according to the combat envi-
ronment, and the probability of winning a combat
increases. When failure occurs in a network,
nodes can be inspected according to the contribu-
tion of each node, and the bottleneck of the whole
network can be predicted. We can employ an im-
proved routing algorithm to reduce congestion
when the network bottlenecks emerge. In addi-

tion, this method can be used in the traffic safety

evaluation'™ and power network.

1 Basic Principle of SEM

SEM is a statistical method that can analyze
the relationship among variables based on the co-
variance matrix or correlation matrix of the varia-
bles. This method is originated from the path
analysis, which was proposed by the geneticist
Eswall Wright in the 1920s. It was originally
used in psychology and sociology in the 1970s. It
has become a new development direction in statis-
tical analysis methods and been widely used in
psychology, economics, sociology, military sci-

L) and other research fields. The basic idea is

ence
to find the correlation matrix (covariance matrix)
of the model that has the smallest distance with
the correlation matrix (covariance matrix) of the
samples in all reasonable hypothesis models.
First of all, we need to determine whether the
model is identifiable after constructing SEM.
Maximum likelihood function is the most com-
monly used fitting function in the model fitting.
In the model assessment, we first need to exam-
ine whether the estimated parameters are appro-
priate. Secondly, the commonly used fitting inde-
xes have to be examined to judge whether the
model fitting degree can meet the requirements.
The model modification will be necessary if there
is an inappropriate value. In addition, choosing
the proper samples also have an impact on the
model evaluation to some extent.

There are four types of variables in SEM, in-
cluding endogenous observable variables, endoge-
nous latent variables, exogenous observable vari-

ables and exogenous latent variables™-.

Endoge-
nous variables are affected by other variables and
exogenous variables can affect other variables. In
other words, exogenous variables affect endoge-
nous variables. Observable variables can be di-
rectly measured, such as the score of a subject,
latent variables cannot be accurately and directly
measured, such as intelligence, learning ability,
family background and so on. There can be mul-
tiple latent variables in SEM. If there is no causal

relationship among latent variables, endogenous
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latent variables are not included in the model.

Full model of SEM is divided into measure-
ment model and structural model. The measure-
ment model is used to study the relationship be-
tween observable variables and latent variables.
The measurement equation is given as follows'"

x=A&+éd (D)

y=Amn+te (2
where x is the vector of the exogenous observable
variables; y is the vector of the endogenous ob-
servable variables; A, is the factor loading matrix
of exogenous observable variables on exogenous
latent variables; A, is the factor loading matrix of
endogenous observable variables on endogenous
latent variables; n is the vector of the endogenous
latent variables; € is the vector of the exogenous
latent variables; & is the error term of the exoge-
nous observable variable x; & is the error term of
the endogenous observable variable y.

Structural model is used to study the rela-
tionship among latent variables. The endogenous
latent variables can be affected by the endogenous
latent variables and the exogenous latent varia-
bles. So the structural equation can be shown
aSDO]

n=Bn+It+{ (3
where B represents the relationship among endog-
enous latent variables; I' represents the effect of
the exogenous latent variables on the endogenous
latent variables; ¢ is the residual term of the e-
quation. It represents the part of g that is not ex-
plained by the equation.

In order to get unbiased estimators of the pa-
rameter, Eqgs. (1)—(3) satis{y the following con-
ditionst* ;

(1) E()=0,E(e)=0,E({)=0;

(2) There is no relationship between the er-
ror terms g,8 and the latent variables 7,&;

(3) There is no relationship between g and §;

(4) There is no relationship between the re-
sidual term § and terms &,6,¢.

At present, SEM can be analyzed by soft-
ware. LISREL is one of the earliest and popular
softwares. Currently, many other software prod-
ucts like EQS, AMOS and Mplus are also com-

monly used.

2 Selection of Evaluation Index

The most important principle of the index se-

11 The evaluation indexes

lection is testability
need to be measured by simulation software.
Next, the selected indexes can reflect the meas-
ured performance as much as possible. Finally,
the selected indexes need to be tested by SEM.
This paper evaluates the network performance in
term of effectiveness and invulnerability. The

corresponding evaluation indexes are described

below.
2.1 Effectiveness evaluation index

Effectiveness indicates that how well the net-
work meets business performance requirements

DI It is an important

under certain conditions
measure of network utilization efficiency. The re-
search of the network aims to study the ultimate
availability of the network. That is called effec-
tiveness. At last, total delay, throughput., and
packet loss rate are selected as the evaluation in-
dexes of effectiveness in this paper according to
the fitting indexes of the model.

Total delay is divided into transmission de-
lay, propagation delay and queuing delay. The
total delay T Delay is given by Eq. (4).

T Delay =Delay_1 4 Delay 2 4+ Delay_3 (4)
where Delay 1 is the transmission delay, which
deals with the time of data packets reaching the
link from the sending node. It is given by
Eq. (5).

Delay 1 =Packet Length/Send Rate (5)
where Packet Length is the total length of the da-
ta packets that are sent, and Send Rate is the
transmission rate. Delay 2 is the propagation de-
lay, which is the time required to receive from the
first packet to the last. It depends on the length
of the link and the transmission medium; Delay 3
is the queuing delay, which is the time between
the receipt of packets and the transmission of
packets. It depends on the queue length and
scheduling policy.

Throughput is the number of packets re-



406 Transactions of Nanjing University of Aeronautics and Astronautics

Vol. 35

ceived and transmitted by two nodes in the net-
work per unit time. The throughput T_put is im-
plemented by Eq. (6).

T _put =Send + Receive (6)
where Send is the number of packets transmitted
per unit time; Receive is the number of packets
received per unit time.

Packet loss rate is the probability of data
packet losses when packets are sent between the
sending node and the receiving node. The packet
loss rate I._R is implemented by Eq. (7).

L. R=1 — Receive/Send 7

2.2 Invulnerability evaluation index

Invulnerability describes the reliability of the
network under a certain strategy of attack™*. We
select nodes attacking and links attacking as the
attack strategy. The nodes attacking is to remove
some nodes in the network randomly and the
links attacking is to attack some links in the net-

[13]

work randomly. At last, average degree and

t1 are selected as the

average clustering coefficien
evaluation indexes of invulnerability in this paper ac-
cording to the fitting indexes of the model.

Complex networks can be represented by un-
weighted diagram G=(V,E), where V represents
the node set; E represents the edge set. Let M=
| V|, the average degree DG is implemented by

Eq. (8).

M
_1 ~
DG =4 >7d ) (®

i=1
where d (i) is the degree of node 1.
The average clustering coefficient CC is im-

plemented by Eq. (9).

M
S 1 2F,
-1 et 9
CC= 02 T =D )
where node ¢ and its neighboring nodes form a
cluster; E; represents the number of edges in the

cluster.

3 Modeling and Evaluation of Wired
LANs Performance
According to the evaluation indexes of net-

work performance and the principle of SEM, the

evaluation model is established as shown in

Fig. 1, and Table 1 is the corresponding variable
table. There are five exogenous observable varia-
bles, two exogenous latent variables and eleven
variables that need to be estimated. According to
t-rule, we have t=11<p * (p+1)/2 =15, so the
SEM can be identified.

Fig. 1 SEM of network performance evaluation

Table 1 Variable table of SEM
Variable Latent variable Observable variable
Throughput x,
Effectiveness & Total delay x»
Exogenous Packet loss rate x;
variable

Average degree x,
Invulnerability & Average clustering

coefficient x;

In this paper, the effectiveness and invulner-
ability are selected as two exogenous latent varia-
bles because there is no obvious causal relation-
ship between them. The relevant contribution in-
dexes are served as the exogenous observable var-
iables. The mathematical model between exoge-
nous latent variables and exogenous observable
variables is constructed by the contribution coeffi-
cient A and the deviation of contribution §. Such
as effectiveness & is represented by the through-
put x; . the contribution coefficient A,, and the de-
viation of the contribution §,. It also can be ex-
pressed by the total delay x; . the contribution co-
efficient A,, and the deviation of the contribution
0. It can still be expressed by the packet loss
rate x;, the contribution coefficient A;; and the
deviation of the contribution §;. Similarly, invul-
nerability & is represented by the average degree
x4, s the contribution coefficient A,, and the devia-
tion of the contribution §,. It also can be ex-
pressed by the average clustering coefficient x5,

the contribution coefficient A;, and the deviation
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of the contribution §;. In addition, the relation-
ship between the exogenous latent variables in
Fig. 1 is rather complicated, so this paper does
We need maximum likelihood
tr(ZX () + log|XZ@ | —

log|X|— p to estimate these key parameters.,

not focus on it.

function Fy

where X (@) is the covariance matrix of the model;
X is the covariance matrix of the samples; p is the
order of the covariance matrix. The estimated
value 0 can minimize Fy , which is necessary for
parameter estimation.

Measurement equation of the model is given
by Eq. (10).

_1'1_ ’—All O_ _61_
X A2 0 0>
zi|= Ay O ﬂ+ & (10
x4 0 an| ¥ S
s | L0 A5 | 105 |

Based on equivalent transformation of the
equations, the quantitative relationship model be-
tween effectiveness, invulnerability and contribu-

tion indicators is shown by Eqs. (11), (12).

_ (1 1 Loy
&= (gt )
1 1 1
(3 T o T o) ab

52:<1 4+1

fwr Kr>>*( 1 S 1+ 1 8;)

2A42 225,
az
In this way, if observable variables x,—x;
can be obtained easily, the values of & and &, can
be calculated. The effectiveness and invulnerabili-
ty of the network are divided into “very good”

994

“better”“medium”“worse”, and “very bad”. The
corresponding evaluation intervals are (0. 85, 1],
(0.6, 0.85], (0.40, 0.60], (0.15, 0.40] and
(0, 0.15].

The contribution of all the forwarding nodes
to the network in terms of effectiveness and in-
vulnerability can be calculated by deleting nodes.

Meanwhile, the contribution of effectiveness and

invulnerability can be sequenced.

4 Simulation

In order to make the evaluation data close to

the real network, the network simulation soft-
ware OPNET14. 5 is used to build network topol-

[15-17]

ogy and get simulation data The topology
diagram of the networks is shown in Fig. 2. This
experiment selects a generalized network with 100

nodes. Other networks consist of 50 nodes.

(a) Topology diagram of the generalized network

(b) Topology diagram of the
star network

(c) Topology diagram of the
ring network

(d) Topology diagram of the tree network

Fig. 2 Topology diagram of the networks

The generalized network is used to obtain pa-
rameters in the model and other networks are
used to verify the rationality of the model by com-
paring the simulation data. The nodes in the net-
work can be divided into leaf nodes and forward-
ing nodes. The leaf nodes have the function of
sending and receiving data packets and the for-
warding nodes have the function of forwarding
packets. The thick solid lines of connected nodes
in Fig. 2 represent the links among the nodes.
The address of the next hop is determined by set-
ting a routing table in the forwarding node. This
article sets up 14 leaf nodes and every two leaf

nodes compose one link. The matching table is
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shown in Table 2.

Table 2 Communication relationship of leaf nodes

Node Node Node Node Node Node Node
0 1 2 3 8 9 10
7 6 4 5 13 12 11

Input the example of performance evaluation
of SEM into LISRELS. 70, in which the maxi-
mum likelihood estimation method is used to esti-
mate the parameters. The estimated values and

significance testing (z-test) values of 11 parame-

NNFI and CFI are all greater than

it means that the model is acceptable.

of NFI,
0. 9t
Therefore, the SEM in this paper is a suitable
model. According to the estimated values of pa-
rameters, the quantitative relationship between
effectiveness, invulnerability and the contribution
index can be shown as
& =0.355x, +0.333x,+0.333x;—0.039
& =0.575x,+0.617x; —0. 354

Table 3 Estimated values and ¢-test values of SEM

ters are shown in Table 3. The values of the main Parameter Estimated - t-test Parameter Estimated  t-test
; L bl value value value value
itting i < in Ta 4,
itting index are shown in Table A 0.94  10.51) 2u 1,00 11.80
From Tables 3, 4, we can see that parameter ' 1. 00 11. 70 A 0.87 451
estimation based on SEM is reasonable. The val- Ass 0.81 41.39 & 0.11 5.92
ues of the main fitting index must be verified in 3z 0. 00 —4.94 & 0. 00 5. 04
SEM. The fitting of the model is good when RM- O 0.25 0.84 % 0.34 1.31
. 2 0. 26 2.24
SEA is less than 0. 05"%, When the values i
Table 4 Values of the main fitting index
- Root mean square error
Degree of Chi-square ) ] .
Index ) of approximation NFI NNFI CFI
freedom ()
(RMSEA)
Value 4 4. 25 0.023 0.98 1 1

After the model is constructed, it is necessa-
ry to analyze the relationship between the sending
rate and effectiveness. The relationship between
the sending rate and effectiveness is shown in
Fig. 3. From it, we can know that the effective-
ness increases with the increasing of sending rate
at first. While, the effectiveness of all networks
suffers a drop through to various degree when the
sending rate is more than 100. And the effective-
ness of star network decreases most greatly with

Generalized network
Star network

Ring network
Tree network

wa
wa
Q
o
14
=
=
d=]
|57
5]
=
=
(sal

50 100 150 200 250 300
Sending rate

Fig. 3 Relationship between the sending rate and effective-

ness (normalized values)

the increase of the sending rate. Besides, effec-
tiveness can be predicted according to the sending
rate with in proper range.

In order to analyze the main affecting factors
of the effectiveness, the relationship between the
affecting factors and effectiveness will be dis-
cussed in Figs. 4—6.

From Fig. 4, we can see that the effective-
ness increases with the throughput. The through-
put of the ring network is the largest if the effec-

Generalized network
Star network

Ring network

Tree network

Eftectiveness

4000 6 000 8 00
Throughput

2000

Fig. 4 Relationship between the throughput and effective-

ness (normalized values)
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Generalized network
Star network

Ring network

Tree network
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Total delay

Fig. 5 Relationship between the total delay and effective-

ness (normalized values)

Generalized network
Star network

Ring network

Tree network

Eftectiveness

04 05 06 O

Fig. 6 Relationship between the packet loss rate and effec-

tiveness (normalized values)

tiveness is the same, while the throughput of the
star network is the smallest.

From Fig. 5, we can see that the effective-
ness decreases with the total delay. The total de-
lay of the star network is the largest if the effec-
tiveness is the same, while total delay of the ring
network is the smallest.

From Fig. 6, we can know that the effective-
ness decreases with the packet loss rate. The
packet loss rate of the star network is the largest
if the effectiveness is the same, while the packet
loss rate of the ring network is the smallest.

Overall, the result of evaluation is similar to
actual circumstance. The star network only has
one forwarding node, so it is easy to congest es-
pecially when the sending rate becomes large. For
ring network, a forwarding node only affects a
link, so packets can be transmitted normally in
general.

To detect the invulnerability of the different
networks, we remove some nodes or attack some

links randomly. The relationship between the

number of the deleted nodes and invulnerability is
shown in Fig. 7 and the relationship between the
number of the failure links and invulnerability is

shown in Fig. 8.

Generalized
network

Star network
Ring network
Tree network

.
N

e
=

2
=
=
]
S
Q
|
2
>
g

&

|
=
&}

Fig. 7 Relationship between the number of deleted nodes

and invulnerability (normalized values)

Generalized
network

Star network
Ring network
Tree network

Fig. 8 Relationship between the number of failure links

and invulnerability (normalized values)

From Figs. 7, 8, we can conclude that the in-
vulnerability of the general network is higher than
other networks mainly because the average cluste-
ring coefficient of other networks equals to 0. In
the general network, there are some points whose
invulnerability change is acute, that is mainly be-
cause deleting these nodes has large impact on the
average degree and the average clustering coeffi-
cient. In other networks, however, the invulner-
ability decreases with the increase of the number
of the deleted nodes. The reason is that the invul-
nerability of those networks all depends on the
average degree. And the more nodes are deleted,
the faster the average degree decreases. From
Fig. 8, we can know that the invulnerability of
star network, ring network and tree network is

the same mainly because the degree of those net-
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works decreases by 2 when a link gets some
faults.

We calculate the contribution of all the for-
warding nodes to the entire network in terms of
effectiveness and invulnerability when the sending
rate is set as 5. For star network, unique for-
warding node has an important role in transmit-
ting data packets. The whole network will break

down if the forwarding node malfunctions. For

ring network, the contribution of all the forward-
ing nodes in invulnerability is the same. The re-
moval of any forwarding node only affects the re-
ception of data packets of one link, so the differ-
ence of the contribution in effectiveness among all
the forwarding nodes is very small. For tree net-
work, the contribution of the top six nodes to the
entire network in terms of effectiveness and invul-

nerability is shown in Tables 5, 6.

Table 5 Node contribution of tree network in effectiveness

Node 15 16

14 17 22 24

Contribution in effectiveness 0.574 21

0.487 108

0.408 99 0.404 04 0.217 908 0.210 939

Table 6 Node contribution of tree network in invulnerability

Node 14 15

16 17 18 19

Contribution in invulnerability 0. 036 172

0.036 172

0.036 172 0.036 172 0.036 172 0.036 172

From Table 5, we can know that Node 15
has the greatest contribution in effectiveness.
The deletion of the Node 15 will affect the recep-
tion of data packets of six links. The deletion of
the Node 16 will affect the reception of data pack-
ets of five links. The deletion of the Node 14 and
Node 17 will affect the reception of data packets
of four links. The reception of data packets of
two links will be affected when Node 22 and Node

24 are deleted. From Table 6, we can see that the
contribution of all the forwarding nodes in invul-
nerability is the same.

For generalized network, this paper lists the
contribution of some nodes to the entire network
in terms of effectiveness and invulnerability. Due
to limited space, contribution of the top six nodes

in effectiveness and invulnerability is shown in
Tables 7, 8.

Table 7 Node contribution of generalized network in effectiveness

Node 19 73

70 43 86 87

Contribution in effectiveness 0.565 81

0.309 56

0.301 35 0.207 59 0.200 44 0. 200 44

Table 8 Node contribution of generalized network in invulnerability

Node 5 22

l

92 93 39 40

Contribution in invulnerability 0. 150 739

0.138 225

0.111 824 0.111 824 0.088 218 0.088 218

From Table 7, we can know that Node 19
has the greatest contribution in effectiveness.
The deletion of the Node 19 will affect the recep-
tion of data packets of six links. Therefore, the
Node 19 plays a crucial role in the entire network.
The deletion of the Node 73 will affect the recep-
tion of data packets of three links. The reception
of data packets of two links will be affected when
Node 86, Node 43 and Node 87 are deleted. All
these show that the more links affected by the de-
leted node are, the greater the contribution of the

node becomes.

It can be seen from Table 8 that the contri-
bution of the forwarding nodes to the network is
not particularly large in terms of invulnerability
because the structural change of the entire net-
work is not particularly large with removing a
node.

Some nodes do not play the role of forward-
ing data packets in the generalized network, so
the contribution of effectiveness is zero. But
whether these nodes can be removed depends on
whether the invulnerability of the network will

increase by deleting the corresponding node. The
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relationship between the contribution of nodes in
invulnerability and the number of nodes are
shown in Fig. 9 when the contribution of these

nodes in effectiveness is zero.

22
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9
S
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=}
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g
g
Q
= 1 1 1 2 1
- - - | -
—-0.002 058(-0.005 298| —0.013 15 -0.016 372| —0.033 07 (-0.040 939
|Series 1 22 1 1 1 2 1
(a) Contribution of nodes in invulnerability being negative
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(b) Contribution of nodes in invulnerability being positive

Fig. 9 Relationship between the contribution of nodes in

invulnerability and the number of nodes

It is known from the experiment and analysis
that there are 51 nodes which have no contribu-
tion to the network in effectiveness. But there are
23 nodes (Fig. 9(b)) which reduce the invulnera-
bility of the network after the deletion of those
nodes. These results show that there are 28 nodes
(Fig. 9 (a)) which can be deleted in the general

network designed in this paper.

5 Conclusions

The key of the

evaluation is to establish a quantitative relation-

network performance

ship model between latent variables and observa-
ble variables, and the research on this issue relies
heavily on the quality of the evaluation data. The
latent variables selected in this paper have effec-
tiveness and invulnerability. And then we need to
determine observable variables according to latent
variables. Due to the complexity of the network
and the impact among contribution indexes, the
existing methods of the network performance

evaluation still lag behind the practical applica-

tion. The work in this paper can only be regarded
as a useful attempt to apply the SEM. It is also
necessary to select the appropriate latent variable
according to the actual network situation. Other
latent variables can be added to evaluate the net-
work performance. By this way, the network
performance evaluation will be more realistic and

reliable.
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