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Abstract: This paper studies the physical layer security performance of non-orthogonal-multiple-access (NOMA)
communication system. When the base station incorporates the down-link NOMA scheme to send information, due to
the openness of the channel, the information is easy to be eavesdropped, and when there are multiple randomly
distributed eavesdroppers, the security performance will be further reduced. In order to enhance physical layer security
performance of the system with hardware impairments, we take the method named Protected Zone into account.
Based on the characteristics of the direct link between ground users and base station, we apply the Rician fading to
model small-scale fading. We also assume the locations of multiple eavesdroppers follow homogeneous Poisson point
process (HPPP). The closed-form expressions of average secrecy capacity are derived with the help of Gaussian-
Chebyshev quadrature, and the asymptotic expressions are also provided for obtaining the insight under high signal-to-
noise-ratio cases. The simulation results verify the effectiveness of the protected zone method for enhancing the
security performance, and also illustrate the impact of different parameters on the secrecy performance of the system.
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0 Introduction

With the advancement of wireless communica-
tion technology, a large number of communication
devices have been employed, resulting in increasing-
ly scarce frequency resources''’. As a novel multiple
access technology, the non-orthogonal-multiple-ac-
cess (NOMA) can improved spectral efficiency by
increasing the complexity of digital signal processing
technology, and has been widely studied in next-

]

generation communication systems'*®. However,

owing to the broadcast nature of wireless communi-
cation, the security of NOMA communication sys-

tems is also confronted with grave threats .

*Corresponding author, E-mail address: yxbxwy@nuaa.edu.cn.

Article ID: 1005-1120(2024)02-0244-09

There have been many studies on the physical
layer security (PLS) of wireless NOMA communi-
cation systems. The “Protected Zone” concept was
introduced to enhance the security performance of
the system by excluding malicious recipients from
specific areas''’. Another technology to improve the
PLS performance is the use of friendly jammers"".
Ref.[ 6] took hardware impairments into account to
investigate the PLS performance of the system with
single legitimate user. Ref.[ 7] studied the security
performance of NOMA systems based on full du-
plex relay in the Internet of Things (IoTs) under in-
stantaneous channel state information (CSI) and an

analytical expression for average secrecy capacity
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(ASC) was given. Refs.[8-9] studied the security
performance of one eavesdropper and multiple
eavesdroppers in the NOMA system, respectively.
Ref.[10] firstly addressed the PLS issue of commu-
nication systems with multiple antennas at both the
sending and receiving ends, and proved that the cor-
rect use of space-time diversity at the sending end
can enhance information security. Ref.[11] investi-
gated the ergodic secrecy sum rate of a two-ray re-
lay NOMA system under Rayleigh system with sin-
gle eavesdropper and derived a tight closed-form er-
godic secrecy sum rate. Ref.[12] investigated the
secrecy outage probability for a full-duplex NOMA
system aided by artificial noise, where legitimate us-
ers are randomly distributed according to homoge-
neous Poisson point processes (HPPP) whereas a
passive eavesdropper is certainly located. Ref.[13]
investigated multiple NOMA users and single eaves-
dropper with imperfect successive interference can-
cellation at both legitimate users and eavesdropper
and derived the closed-form expressions for secrecy
outage probability and effective secrecy throughput.
However, the following problems in the cur-
rent research on the security performance of wire-
less NOMA communication systems still exist: In
the research on the PLS of communication net-
works, ideal transceiver hardware is assumed. In
practical, hardware impairments cannot be avoided
due to IQ imbalance, nonlinear amplification, phase
noise, and other effects. When analyzing the PLS
performance of NOMA communication systems, it
is of practical significance to consider hardware im-
pairments. Secondly, most studies assume that the
channel is subject to Rayleigh fading. While it is
more reasonable to set the channel as a Rician chan-
nel, because the base station is often set above a
building, which will increase the direct component
of the propagation channel. Most recent literature
dealing with a physical layer security characteriza-
tion of NOMA is focused on single eavesdropper

W31 Hence, its use on multi-

with certain location'
ple randomly distributed eavesdroppers’ setup is

one of the novel contributions of this paper. The

work dealing with this scenario does not research on
the ASC and does not considered the transceivers’
hardware impairments'*'.

The main technical differences and challenges
on analyzing the ASC in NOMA system with multi-
ple eavesdroppers under hardware impairments from
the existing studies with single certain distributed
eavesdropper are the following :

(1) We consider both large-scale fading and Ri-
cian fading to model the channels between base sta-
tion and the receivers, which is more suitable than
using Rayleigh fading to model the channels when
line-of-sight exists in the real communication.

(2) Most researches on the physical layer secu-
rity in NOMA system only consider single eaves-
dropper with certain location, while we consider
multiple randomly distributed eavesdroppers exist-
ing in NOMA system, which makes the analysis of
the system performance more complicated.

The main contributions of this paper can be
concluded as follows.

(1) We investigate the PLS performance of
wireless NOMA communication networks, where
the eavesdroppers obey HPPP and transceivers ex-
ist hardware impairments. To enhance security per-
formance, we use the Protected Zone scheme.

(2) We consider both large-scale fading and Ri-
cian fading, and derive the cumulative distribution
function (CDF) and probability distribution func-
tion (PDF) of channel gain with random distribu-
tion. Further, we analyze the ASC of system, and
derive the exact closed-form expressions of ASC by
using Gaussian-Chebyshev quadrature. We also ana-
lyze the asymptotic performance of ASC to gain
deeper insights of ASC.

(3) Through Monte Carlo simulations, we ver-
ify the correctness of the derived analytical expres-
sions and indicate the impact of hardware impair-
ments and power allocation coefficient on the sys-

tem’s PLS performance.

1 System Model

We consider a downlink NOMA communica-
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tion system, where the base station sends signals to
the near user D; and the far user D,. There are sev-
eral illegal eavesdroppers E on the ground. As
shown in Fig.1, legal users, eavesdroppers and
base station are assumed to be on the same horizon-
tal plane, and the base station is set at the origin O.
In order to enhance the security of signal transmis-
sion, a protected zone approach is adopted, where
only legal users are allowed to exist in a circular area
P with the origin as the center and a radius r,, while
eavesdroppers can only be outside this area. D, fol-
lows a uniform distribution in a circular area S; with
an outer radius R,, and D, follows a uniform distri-
bution in a circular area with an inner radius R, and
an outer radius R. The number of eavesdroppers fol-
lows an exponential distribution with a parameter of
A., and the positions of these eavesdroppers follow
independent and uniform distributions within a circle

(S/P) with an inner radius 7, and an outer radius R.

Fig.1 Model diagram of wireless NOMA communication

system using Protected Zone

Path loss L, and small-scale fading %, are both

considered to model the channel between the base

station and ground users, where
te{l,2,e;},e,€ P, The path loss is denoted as
L=d " (D

where «, denotes the path loss exponent and d, the
distance from O. Here we define a,=a,=ay.
We use Rician fading channel to model the
small-scale fading. Thus, the channel is denoted as
G,= L,h, (2)
The CDF of Rician channel gain is

F,(0)=1-Q(V2K, Jouz) ()

where p,=(K,+ 1)/.(2,, 2, denotes the average

power gain of 4,, K, is the Rician factor defined as
the ratio of the power of the Los component to the
power of the multipath component, and we define
Qi(a,b) is the Marcum-Q func-

0L 2
" ta

2 I(ax)dx and

My — Mo — My

tion'™* , here Ql(a,b)ZJNxe

5
I,( +) is the first type of zero-order modified Bessel
function.

Due to the difficulty of writing out the closed-
form integral expression of Marcum Q-function, the

finite series representation for Bessel function can be

adopted to express the CDF of| A, | as

M /
Fyla)=1—e" 3> B’ (4)
K,[/l;’
e/l n!

summation terms in the finite series representation

where B, = , M is the number of the finite

19150 and / and 7 are integers be-

for Bessel function
tween 0 and M. Besides we define B,=B,=B8,,.

The CDF of channel gain considering both ran-
dom distribution and small-scale fading can be de-
rived as follows

F (x)ZPr{\G,|2<x}:Pr{‘h[|2<d[za,x}:

|G,

J ”sz(y“‘x)f;,f(y)dy (5)

where Pr( *) denotes the probability, and Y, and
Y, denote the upper bound and lower bound of the
integral of f,.(y), respectively. For D,, Y,=0,
Y,=R,; for D,, Y,=R,, Y,=R. The random
distribution of the position between legal users and
eavesdroppers are different.

D, is uniformly distributed in the disk S,
around O with the radius R,. The CDF and PDF of

di is derived as

)=~ 0<i<R 6)

1 - R%
Substituting Eqs.(4) and (6) into Eq.(5), the
CDF of the power gain of channel (G, can be ob-

tained as
Fgilx)=
1 A d B . a
1=—>> —a “ylnt—. px(RY)
Ry == nt— d
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where y(s,x) is a lower incomplete Gamma func-
tion'"”’, defined as y (s, ) :J‘ e 't 'dz(Res>0).
0

Similar to D,, D, is uniformly distributed in a
circular area with an inner radius R, and an outer ra-
dius R. The PDF of &7 is derived as follows

1

Substituting Eqgs.(4) and (8) into Eq.(5), the

CDF of the power gain of channel G, can be ob-

fula)= Ri<<x <R (8)

tained as
Ml
F\r;_,ﬁ(‘T):l - RziRizz

1

T ay 1 2\ % 2\ %
x “gpln+—,p,2(R) " p,x(RY) 9)

Ay

where ¢<x,y, z)z y(x,y) —y(x,2).

Because multiple eavesdroppers exist, it is nec-
essary to consider the ASC in the worst case: The
capacity of the eavesdropper with the best channel

gain represents the overall wiretapping capacity, so

2 .
we can obtain |G, \2 = max {| G, }, where | G, |Z is
€D,

the eavesdropper with the best channel gain.

The CDF of| G,
(1‘)=Pr<\ G, \2<1'>=

2}<I):

2<1‘>:&€D!;F6r’z(f,) (10)

2

can be expressed as

F

L2
1G.|

Pr(max{|Gk,

¢€P,

e le.

€D,
Applying the probability generating function
lemma, the CDF of| G,

F,(x )E{H Fo(x, y)}

eed,

eXp( JS’/P‘:IFGH’( xT ,y>:| A[dy )
R

— A ML
eXp( ZEBJJ )GXp<—/xkxy““)y““”'ldy):

ae =0

“is given by

n——

M L xBou, 1
exp */LEELI o
=0 =0 a,
1 2. 2.
¢\ nt—, p xR par,™ (11)
a,

where E [+] denotes the expectation.

In the considered system, we take the hard-

ware impairments in the transceivers into ac-

"', The distortion noises 7, and 7,, generated

coun
by hardware impairments at transceivers, are char-
acterized by the transmitted and received aggregate
levels of impairments 4, and k,. These have zero
mean and variance of 4ZP, and /e,z\G,|2P“, which
can be measured in practice based on the error vec-
tor magnitude'*’.

Thus, the received signal at the user can be

given as
y,—G,(( IBPu 1‘1+ <1_ﬂ>Pu I2)+7],()+77,+7’1,

(12)
where P, denotes the transmit power of the base sta-
tion, ( the power allocation coefficient, and n, the
noise at the receiver.

For convenience, the levels of eavesdroppers’
impairments are assumed to be equal, so k, =4,
Ve, & @,. So are the legal users’, and &, = &, = #,.
n, is the received noise, subject to CN (0, g5 ), and
o the power of noise.

As in NOMA system, the user with better
channel gain can decode the signal sent to the user
with worse channel gain. According to Eq.(12) ,
signal to interference noise ratios (SINRs) of legal

users are given as

G 2
= | 21|/870 (13)
|G| ay,+ 1
G, (1—
| 2|< ﬂ)}’o (14)

V2 2
|Gl 7o B+ a)+1
where y,= P,/s; is the average signal to noise ratio
(SNR). We set a=4k >+ k3 and b=~FrZ+ kZ for
simplicity.

The SINRs of e, wiretapping D, and D, are ex-

pressed as
2
Gk‘
Yo =— G| by, (15)
G| y(1—=p+b)+1
2
G,|(1— ¢
= ’ 7‘( ﬂ)% (16)
G y(ptb)+1

The channel capacity of the legal users is ex-
pressed as

C.=log,(1+7y,) r€{1,2) (17)
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Considering the worst condition, the channel
idering the wor ” (1) When <P 1 p<ay,
capacity of the eavesdropper is a 1—=p+0b

C.= max{CP,} (18)

max
€D,

2 ASC Analysis

Secrecy capacity is the difference between the
capacity of legal links and that of wiretapping links
and secrecy capacity in non-negative. The instanta-
neous secrecy capacity is expressed as

C,=max{C,— C,,0} (19)
where C, is the channel capacity of the legal user.
2.1 Close-form expressions of ASC of NOMA

users

The ASC can be expressed as

C,= JOL( Co—C.) f{va) f(7.)dydy. =

L F,(r.)

In2J0 1+ Ya
where y, is the signal to interference plus noise ratio

(SINR) of the legal user and y, the SINR of eaves-

(1‘*P>K7d))dyd (20)

dropper with the largest channel capacity; f,, and f,,
are the PDF of y, and y,, and F,, and F, the CDF
of y, and y,. For legal user D,, the CDF of y, is de-

rived as
~ 2
G
F,(x)=Pr \21|7}/oﬂ<x =
|G| yoa—+1
1
(21)
1 x>£
a

Similarity, the CDF of the SINR for the eaves-

droppers wiretapping the signal sent to D, is derived

F, (z)=
x g
F, . S—
Nylp—ac(i—pta)] 1At
g
! YTy
(22)

Because it involves piecewise functions, we

need to discuss the two situations:

Eq.(20) can be written as

(23)
where X, (x)= 24 , X(x)=
B—ax(l1—p+b)
1’}’01
g—xa

Substituting Eqs.(7) and (11) into Eq.(23)

and using the Gaussian-Chebyshev quadrature®”’,

the exact closed form of C! can be written as

Cla 1 ﬁﬁj B o (24)
" Rlln2 L

[=0n=0 e

(43
Ayt

U
where EIZ%; z91u<'§z91,1) g1(91,), here Uis the
summation item, whichreflects accuracy vs. complexi-
1 2a
y n—f—af,/zde X,(x) F‘G"‘Z(Xl(1)>
tys gl( 1): . 1 ’
(1+a)x

2u—1
01,‘:%( 1+7,), and z'u:cos%.

(2) When 1—p>a—6b, Eq.(20) can be

written as

CAI:E 0 1+7¢ <17Fh<}/d))dy‘[+
1 % (17Fh<7(/)>
EJ P 71 + Ya d}/d (25)
1—8+b

Similar to the derivation of Eq.(24) , Eq.(25)

can be presented as

Clm oSS58, E) @
\ Rf 1nZ/:On:O nT - =
Autta
T U

where :Z_U,,M/lgz“(l ﬁer_ng") g1(92,),

/g(lJVTM) (2u*1)n _
Joy = , T, — COS ; H,=—

201l —pB+0b) 2U
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7("+1,#d( R*+ H)"X,(x)
ay
gx)= T , Pa=
x4 (1+2x)
Y
&a 2uﬂ+bJ“H1)

Similar to the derivations above, the ASC ex-
pression of D, can be expressed as:

(1) When a= b, we have

s 1
gi(x)=x “(1+2x) ly<n+,mR?“"X3(I))'

Ay
1—5
F, (Xi(2)), S it gy LT Xio)=
z
7<)<1_ﬂ_$<ﬁ+5>>
(2) When a << b, we have
_ 1 Ml B
i~ ‘T (E.+E,) (28)
(R*—R))In27== ot
ety
here g o= 2 9 1—8 9 (9.,)
wher Hy=—— sl —— o o),
U & B+ b &s
1— _
F5u= s (1+7), = cos(zu 1)7[,
208+ 0) 2U
x[1—p 1—p\&
Be= o, 1=, g(9%).
6 ﬁ(a+ﬂ /8+b),421 12(54(6)

1 1
glx)=x “(1+x) ly(nJr,/de“"Xs(I)),
a

d

0‘HﬁﬂV1—ﬁl—ﬂ)
. 2 \atp p+o)
When a = 6, the total ASC of the system can
be expressed as
C,=C'+C! (29)
Substituting Eqs.(26) and (27) into Eq.(29),
the total ASC of the system can be obtained.

2.2 Asymptotic expressions of ASC of NOMA

users

Through simulation, we find that when the av-

erage SNR tends to infinity, the ASC of D, tends to

a fixed value. For y,—co, the average capacity of
D, tend to be: C{V“Nlogz(lJrﬂ/a ) As to the

eavesdroppers, of which the positions are subject to
HPPP, the probability that no eavesdropper exists
is not zero. When the number of eavesdroppers is
not zero, the average wiretapping capacity at high

¥o 1s closed to

B
(1=p)+0
As to the definition of HPPP model, the proba-

1+ (30)

C.. == log,

bility that no eavesdropper exists is p,=e >,

where Sy, =n(R*— r;) denotes the area of the
eavesdroppers’ presence. In this scenario, the aver-
age wiretapping capacity is equal to zero.

We also need to discuss the size relation of 1 —
/S and a — 6, when analyzing the asymptotic ASC at
high ..

(1) When 1 —pg>a— b, the average capac-
ity of D, and the average wiretapping capacity at
high 7, tends to logz(l + B/a ) and (1 —

A )
1—p+0b
(2) When 1 — < a— b, considering the non-

p0> log2<1 -+

negativity of ASC, ASC is 0. Only when the num-
ber of eavesdroppers is zero, the average wiretap-
ping capacity is zero. In this condition, the ASC of

the system is equal to the average capacity of D,,

that is p, log2<1 + ﬂ/a )
To sum up, the asymptotic expression of ASC

of D, at high SNR can be expressed as

lim C!=
Yoo
logz(l + If:) — D1 lng(l + 1§<H)) H,
Do log2<1 +'8) H,
a
(31)
where H:a—b6<<1—p; Hira—b=1—p; and
p] — 1 7P0.
Remark 1 The asymptotic expression of
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ASC of D, is related to power allocation coefficient
of NOMA and hardware impairments.

The asymptotic ASC expression of D, can be
expressed as
lim C?=

Yoo

1—5 1—
log,{ 1 +——]—p,log,| 1 +—— <
ogz( Jrﬂ—O—a) b og_( +,8—|—b) a<b

1—
Po 1og2<1 +,@Jr) a=b
a

(32)

Remark 2  The asymptotic expression of

ASC of D, is related to power allocation coefficient

of NOMA and hardware impairments. And when

the power allocation coefficient 8 increases, the as-
ymptotic expression of ASC of D, increases.

Besides, the asymptotic expression of C, is giv-

en by
lim C,= lim C'+ lim C? (33)
o s

. Yo
By substituting Eqs.(31) and (32) into Eq.(33),

we can get the total asymptotic ASC of the system.

3 Numerical Results and Discussion

This section verifies the correctness of the for-
mulas derived above through computer simulation,
and discusses the impact of power allocation coeffi-
cient, transmit power and hardware impairments on
PLS performance. The main parameters are set as
a,=a,=2, A,=1X10*'m?*, R,=100m, R=
500m, r,=200m,f=0.3,k, =k, =k, = 0.1.

Fig.2 shows the analytical and simulation val-
ues of ASC for D, and D, at different power alloca-
tion coefficients. It can be seen that simulation and
theory are very consistent, indicating that the formu-
la derived above is accurate. The dotted line repre-
sents the progressive value of ASC, indicating that
the ASC of legitimate users does tend to a fixed val-
ue under high average SNRs. In addition, it demon-
strates that as the power allocation coefficient de-
creases, the gap between the ASCs of D, and D,

gradually decreases, reflecting the fairness of NO-

Vol. 41
43515 £ =0.1, simulation
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— - Asymptotic

!.»)
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T
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9
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—
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05F
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Fig.2 ASC of D, and D, versus average SNR for varying

100 120

power allocation coefficients

MA technology. That is, by allocating lower power
to users with better channels, the gap between the
capacity of the two is minimized.

Fig.3 shows the analytical and simulation val-
ues of ASC for the system at different power coeffi-
cients. It demonstrates that, as the power allocation
coefficient £ decreases, the total secrecy capacity of
the system also decreases. Referring to Fig.2, it can
be seen that, as B decreases, the secrecy capacity of
user with poor channels increases, and the secrecy
capacity of user with better channels decreases,
which increases fairness, but loses the total secrecy
capacity of the system. Therefore, a compromise
between secrecy capacity and user fairness can be

considered.

4.0

35

e »
wn =
* T T

ASC/(bit*s” * Hz")
N
)

—_
W
T

—— SNR=55dB
o SNR=60dB
¢ SNR=65dB

oy
=

[

0.5

0.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
B

Fig.3 ASC versus average SNR for varying power alloca-

tion coefficients
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Fig.4 compares the curves of ASC of the sys-
tem under different hardware impairment levels. It
demonstrates that, as the average SNR increases,
the ASC of the system approaches a fixed value,
which is only related to the hardware impairments.
Obviously, the higher the level of hardware impair-
ments, the lower the ASC of the system.

6
————————— >
5 -
Y S |
y B
3 — Analytical.
5 — - Asymptotic
2 2f o k,=0.05; k,=0.05,
simulation
o k,=0.1;k=0.1,
1F simulation
* k,=0.15;k,=0.15,
simulation

0 1 1 1
20 40 60 80 100 120
SNR / dB

Fig.4 ASR versus transmission power under different hard-

ware impairments levels

4 Conclusions

The paper investigated the PLS issue and the
Protected Zone technology in NOMA system. We
derived the CDF and PDF of the power gain for the
legitimate and eavesdropping channels, and gave an
approximate closed-form expression of ASC of the
system. The simulation results proved the accuracy
of the theory and the effectiveness of Protected
Zone technology in improving the physical layer se-
curity of communication systems. Besides, we indi-
cated the impact of hardware impairments and pow -
er allocation coefficient on the system’s PLS perfor-

mance.
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BHERGTEZHGNHENOMA REEFHREBETENST

freesn’, Kame", &J A’
(LS A HL 745 B TR 2 211106,
2. o B 52 JE L A TR ) 4450 £ T 4 S0 58 L L 200050, o )

WE SR T 3k E X % ik (Non-orthogonal-multiple-access, NOMA)#EN#E1E A AW R E R oMk, AR
ATATNOMA ZF RLEAZ &, i TAREGIFAM 8T LRSI, S HESANENS T 5 THEH, ZE
Hreait—F Ik, ATHBEERGERG AAOYEE T AR AL ERPREA T E 450 @0F 5
A Z A AELERROEL, RAENRERERPIRERE, AXLEBE ST T H LB EMEF KRB
&3t 42 (Homogeneous Poisson point process, HPPP) , % 81 Z Mk & XK R 5 AKX, EF T IFHHREETWAX
AAX,FLBTESERUEATHOHLERAEIXNRKAFE—FT LM, GTALERBRIETRYP R ZANEL L
AR E R A RO, R L T R R A MO R AR B Fm

KEW: FHREST;FEL S 0 BRAHG REHG; R RE T ELL



