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Abstract: Software systems play increasing important roles in modern society， and the ability against attacks is of 
great practical importance to crucial software systems， resulting in that the structure and robustness of software 
systems have attracted a tremendous amount of interest in recent years. In this paper， based on the source code of Tar 
and MySQL， we propose an approach to generate coupled software networks and construct three kinds of directed 
software networks： The function call network， the weakly coupled network and the strongly coupled network. The 
structural properties of these complex networks are extensively investigated. It is found that the average influence and 
the average dependence for all functions are the same. Moreover， eight attacking strategies and two robustness 
indicators （the weakly connected indicator and the strongly connected indicator） are introduced to analyze the 
robustness of software networks. This shows that the strongly coupled network is just a weakly connected network 
rather than a strongly connected one. For MySQL， high in-degree strategy outperforms other attacking strategies 
when the weakly connected indicator is used. On the other hand， high out-degree strategy is a good choice when the 
strongly connected indicator is adopted. This work will highlight a better understanding of the structure and robustness 
of software networks.
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0 Introduction 

As the centerpiece of information technology， 
software systems play important roles in the modern 
world. How to develop a high-quality software sys⁃
tem is always the major concern of software indus⁃
try， especially for large-scale software systems. It is 
known that software systems are typical artificial 
complex systems which can be denoted as complex 
networks［1-5］.

In the past decades， numerous achievements 
have been made in the application of complex net⁃
work theory for the analysis of complex software 

systems［6-9］. Valverde et al.［10］ constructed an undi⁃
rected network to represent software systems. The 
result showed that the software network is of obvi⁃
ous small-world［11-12］ and scale-free characteristics. 
Han et al.［13］ analyzed the software network structure 
with different granularity levels. Results indicated 
that the network exhibited self-similar feature at dif⁃
ferent granularity levels. Shan et al.［3］ constructed a 
directed weighted software network which can quan⁃
tify the complexity of software systems. Peng et 
al.［14］ constructed a software network from the multi-
granularity perspective and analyzed the evolution of 
the software network. It is found that there are note⁃
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worthy differences in the evolution process under 
different granularity levels. Ma et al.［15］ proposed an 
evolution model based on local events to simulate 
the evolution process of software networks. Zhang et 
al.［16］ proposed a model based on important nodes in 
software networks to analyze the modularity feature 
under different software versions. Results implied 
that the software evolution process followed a trend 
of high-cohesion and low-coupling.

With the increasing importance of large-scale 
software systems， research on the robustness of 
software systems has become a hotspot in recent 
years［17⁃18］. The robustness of a software system re⁃
fers to its ability to maintain its function when it is 
disturbed. So far， the robustness of software sys⁃
tems has been studied from different aspects， includ⁃
ing the models for software cascading faults［17，19］， the 
cascade fault in weighted software network［18］ and 
so on. Wang et al.［17］ established a cascading fault 
model of software system by introducing the fault 
tolerance and the fault strength. The result showed 
that the weak fault strength can decelerate the fault 
propagation speed and reduce the range of faults. He 
et al.［18］ proposed a cascading failure diffusion ana⁃
lyzing algorithm with respect to software networks， 
which can evaluate the impact of dynamic faults.

However， most previous studies on software 
networks have focused on the scene of a single or an 
isolated network. Actually， there are a number of 
coupled modules in many software systems［20-21］. Es⁃
pecially， for a large-scale complex software system， 
there exists many public functions defined in one 
module but called in other modules， reflecting a cou⁃
pled relationship between different modules. 
Hence， complex software systems can be well rep⁃
resented as coupled network［22］. In recent years， the 
study of coupled networks has attracted a great of 
interest［23-30］. Buldyrev et al.［31］ proposed a coupled 
network model to characterize the dynamic behavior 
between two real interdependent networks. Tan et 
al.［32］ proposed a cascading failure model on intercon⁃
nected network and studied the cascading failure 
dynamics in the network. Cui et al.［33］ proposed a 
method to study the network robustness by reason⁃
ably allocating limited costs to some links. The re⁃

sult indicated that adding both connectivity links and 
dependence links can bring stronger robustness to 
the coupled networks. Gao et al.［34］ proposed a delib⁃
erate attacking model， and studied the robustness of 
interdependent networks with different coupling 
modes.

Note that coupled networks often exhibit differ⁃
ent features and robustness compared with isolated 
networks［35］. Meanwhile， due to the intrinsic inter⁃
connected relations between software modules， it is 
very meaningful to study software networks from 
the perspective of coupled networks. In this paper， 
based on the source code of Tar and MySQL， we 
propose a method to generate coupled software net⁃
works and establish three kinds of directed software 
networks： The function call network， the weakly 
coupled network and the strongly coupled network. 
By introducing eight attacking strategies and two ro⁃
bustness indicators， the structural properties and ro⁃
bustness of these software networks are examined 
extensively. The results show that nodes with high 
in-degree or high out-degree are of crucial influence 
on the robustness of directed software networks.

While most software network studies primarily 
focus on either single function call networks or inter-

module dependency networks， this work addresses 
a critical gap by constructing coupled software net⁃
works based on cross-module call relationships man⁃
ifested in source code. Our hierarchical construction 
method transitions from function call networks to 
weakly coupled networks， and finally to strongly 
coupled networks， effectively capturing complex de⁃
pendencies formed by shared functions between soft⁃
ware modules.

Through extensive analysis of Tar and MySQL 
systems， we reveal that all constructed networks ex⁃
hibit small-world properties and demonstrate that av⁃
erage influence and average dependence remain con⁃
sistent across directed software networks. To quanti⁃
tatively assess network resilience， we introduce 
eight distinct attack strategies alongside weak and 
strong connectivity indicators， providing a compre⁃
hensive framework for evaluating software system 
robustness under various failure scenarios.

The paper is organized as follows. In Section 1， 
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we demonstrate three kinds of directed software net⁃
works， eight attacking strategies and two network 
robustness indicators in detail. In Section 2， the sim⁃
ulation results and discussion are provided. Finally， 
the work is summarized in Section 3.

1 Models 

1. 1 Function call networks　

As a file packaging tool on Unix and Unix-like 
systems， Tar is an important open source software 
system. MySQL is a famous large-scale open source 
software system as a well-known database system. 
Therefore， in this paper， we select Tar and MySQL 
to generate software networks.

The specific generation scheme of the function 
call networks is described as follows. Firstly， we 
download the source code of Tar-1.23 （http：//ftp.
gnu. org/gnu/tar/） and MySQL-5.7.13 （https：//
downloads. mysql. com/archives/installer/） from 
website， then use Cflow （http：//www. gnu. org/
software/cflow/） to decompose the call relation⁃
ships among different functions. Afterwards， 
Tree2dotx （https：//github. com/hawkinchina/tiny⁃
club-linux-0.11-lab/blob/master/tools/tree2dotx）is 
used to convert function call relationships to dot for⁃
mat. Here， functions in source code are abstracted 
as nodes， and call relationships between functions 
are represented as directed links. Finally， we use 
Gephi （https：//gephi. github. io/users/download/） 
to parse the dependence of nodes in the dot format， 
and export the information of edges to form the func⁃
tion call network.

Tar consists of five major modules： src， gnu， 
lib， tests and rmt. There are 1 204 nodes and 3 285 
directed edges in the function call network of Tar 
（FCNT）， and the topological structure of FCNT 
is shown in Fig.1（a）. In Fig.1， different modules in 
software networks are shown in different colors. 
MySQL comprises nineteen major modules （client， 
scripts， cmd⁃line⁃utils， libevent， storage， libmysql， 
sql⁃common， sql， dbug， zlib， libmysqld， extra， 
strings， regex， unittest， testclients， mysys， plu⁃
gin， vio）. There exist 4 598 nodes and 16 018 di⁃
rected edges in the function call network of MySQL 

（FCNM）， and Fig.1（b） displays the topological 
structure of FCNM.

In what follows， we will elucidate in detail the 
scheme of generating two kinds of coupled software 
networks： The weakly coupled network and the 
strongly coupled network.

1. 2 Coupled software networks　

For complex software systems， it is known that 
many public functions are called by different mod⁃
ules. For example， in the case of Tar， function 
xmalloc is defined in module gnu and called by some 
functions in lib， src and tests modules， indicating 
that these modules are of coupled relations. To de⁃
scribe this kind of relation， we define the nodes 
which are similar to function xalloc as coupling 
node. In the case of MySQL， analogously， function 
die is defined in module client and called in scripts 
module， and thus function die is a coupling node 
too. Here， we obtain 205 coupling nodes in the func⁃
tion call network of Tar and 634 coupling nodes in 
the function call network of MySQL. Fig.2 shows 
the schematic of different kinds of software net⁃
works， where coupling nodes are marked with red 
color.

To analyze the coupled relation among differ⁃
ent modules， we first construct a simple kind of cou⁃
pled software networks： The weakly coupled net⁃
work， which is composed by all coupling nodes and 
some special non-coupling nodes. The weakly cou⁃
pled network is refined from the function call net⁃
work by removing some non-coupling nodes and 
their edges. Concretely， we remove the edges that 
do not contain any coupling node. For instance， ex⁃

Fig.1　Topological structures of function call networks
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tract_file and skip_member are all non-coupling 
nodes （Fig.2（a））， so edge 4 is removed， namely， 
node extract_file， node skip_member and the direct⁃
ed link from extract_file to skip_member are all re⁃
moved simultaneously （Fig.2（b））.

In our revised approach， we introduce the con⁃
cept of semi-coupled nodes. These are non-coupling 
nodes that， although not directly representing cross-

module interactions， play a vital role in linking two 
or more coupling nodes and thus preserving the 
overall network semantics. Formally， the function 
call network is represented as a directed graph 
G (V，E ) with C ⊂ V denoting the set of coupling 
nodes. If a non-coupling node v ∈ V\C （node v be⁃
longs to V， but not to C） satisfies that there exist 
u，w ∈ C such that ( u，v )∈ E or ( v，w )∈ E， v is de⁃
fined as a semi-coupled node. These semi-coupled 
nodes are retained in the weakly coupled network 
（WCN） to ensure that every edge in the network in⁃
volves at least one coupling node， thereby maintain⁃
ing the intrinsic connectedness and rich semantic in⁃
formation of the original network.

When the overall removing process is complet⁃
ed， the weakly coupling network is just composed by 
coupling nodes and some special non-coupling nodes 
which must be linked with a coupling node. This 
shows that at least one coupling node is included in 
each edge of the weakly coupled network. Further⁃
more， some coupling nodes are still connected via 

non-coupling nodes， for instance， the call path be⁃
tween function main and function xmalloc is still con⁃
nected via non-coupling node name_init （Fig.2（b））. 
There are 695 nodes and 1 677 edges in WCNT， 
and the topological structure of WCNT is shown in 
Fig.3（a）.

For MySQL， in the same manner， edge 4 is re⁃
moved since maybe_die and my_vsnsprintf are all 
non⁃coupling nodes （Fig. 2（c））， and the path be⁃
tween coupling node write_header and coupling 
node die is still connected via non-coupling node 
check_io （Fig.2（e））. There are 2 682 nodes and 
8 790 edges in WCNM， and the topological struc⁃
ture of WCNM is shown in Fig.3（b）.

To further study the coupled relation among 
different modules， we generate another kind of cou⁃
pled software networks： The strongly coupled net⁃
work. Suppose that the strongly coupled network is 
only comprised by coupling nodes， which is refined 
from the weakly coupled network by removing all 
non-coupling nodes and corresponding links. In the 
case of Tar， edge 1 and edge 2 are all removed since 
there exist non-coupling nodes in above two edges 
（Fig. 3（c））. There are 109 nodes and 163 edges in 
SCNT， and the topological structure of SCNT is 
shown in Fig.3（c）. Noteworthily， in this case， some 
coupling nodes such as main and xmalloc are also re⁃
moved since they are only connected with a non-cou⁃
pling node. Similarly， to construct the strongly cou⁃

Fig.2　Schematic of different kinds of software networks
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pled network of MySQL， edge 1 and edge 2 are all 
discarded （Fig.3（d））. SCNM consists of 393 nodes 
and 1 288 edges， and Fig.3（d） displays the topolog⁃
ical structure of SCNM.

In constructing the strongly coupled network， 
we only retain those coupling nodes that bear explic⁃
it identifiers in cross-module calls， thereby exclud⁃
ing all non-coupling nodes that do not directly partic⁃
ipate in cross-module calls. Although this simplifica⁃
tion， to some extent， disregards certain “connector” 
or “scheduling center” nodes that may play a bridg⁃
ing role in actual systems and will result in the loss 
of certain semantic information. However， to deep⁃
ly investigate the “strong” coupling features of real⁃
istic networks， this simplification approach is a care⁃
fully considered methodological choice. Specifical⁃
ly， the crucial goal is to identify and analyze direct 
strong coupling relationships between modules， and 
the simplification will provide a more focused and 
actionable analysis framework， making the identifi⁃
cation of strong coupling relationships more accurate 
and practical.

To deeply investigate the “strong” coupling 
features of realistic networks， this simplification ap⁃
proach is a carefully considered methodological 
choice. Specifically， the crucial goal is to identify 
and analyze direct strong coupling relationships be⁃
tween modules， rather than building a complete sys⁃
tem semantic representation.

1. 3 Attacking strategies　

To investigate the robustness of the above 
three kinds of networks， we introduce the following 
eight attacking strategies.

（1） High out-degree strategy （HODS）

The out-degree k out
i = ∑

j = 1

N

aij refers to the num ⁃

ber of directed edges pointing outward from node i 
to its direct neighbor nodes， where N is the size of 
the network. If there is an edge from node i to node 
j， aij = 1， otherwise aij = 0. For HODS， we sort 
nodes in descending order of node’s out-degree in 
the initial network， and select nodes to attack from 
the sorting list.

（2） High in-degree strategy （HIDS）
The in-degree of node i corresponds to the 

number of directed edges pointing inward from its di⁃
rect neighbors to node i， which can be represented 

as k in
i = ∑

j = 1

N

aji. In the case of HIDS， we sort nodes 

in descending order of node’s in-degree in the initial 
network.

（3） Random strategy （RS）
In the case of RS， nodes in the network are re⁃

moved randomly.
（4） High authority strategy （HAS）
Hyperlink-induced topic search （HITS）［36］ is a 

classic algorithm for identifying key nodes in the di⁃
rected complex network. In the algorithm， two nov⁃
el indices （the authoritative value and the hub value） 
are used to metric the importance of nodes in the di⁃
rected network. Under HAS， we will sort nodes in 
descending order of node’s authoritative value in 
the initial network.

（5） High hub strategy （HHS）
For HHS， nodes are sorted in descending or⁃

der of node’s hub value in the initial network. Here 
the hub value of nodes is computed according to the 
HITS algorithm［36］.

（6） High pagerank strategy （HPS）
Pagerank （PR）［37］ is a famous algorithm used 

by Google search to rank web pages in their search 
engine results. The PR value has been widely adopt⁃
ed to identify crucial nodes in the directed network. 

Fig.3　Topological structures of coupled software networks
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Under HPS， we sort nodes in descending order of 
node’s PR value in the initial network.

（7） High dependence strategy （HDS）
For a directed network， if there exists a direct⁃

ed path with arbitrary length from node i to node j， 
we designate that node i can reach node j. The de⁃
pendence value of node i is defined as the number of 
nodes in set D（i）， where D（i） is the collection of 
nodes （with the exception of node i） that node i can 
reach. Under HDS， we sort nodes in descending or⁃
der of node’s dependence value in the initial net⁃
work. Obviously， for software systems， the larger 
the dependence of a function， the more other func⁃
tions it depends on， and the more vulnerable the 
function will be.

（8） High influence strategy （HIS）
The influence value of node i is denoted as the 

number of nodes in set I（i）， where I（i） is the set of 
nodes （excluding node i） that can reach node i. For 
HIS， we sort nodes in descending order of node’s 
influence value in the initial network.

It is noteworthy that， for the above eight at⁃
tacking strategies， the edges linking the removed 
node are deleted simultaneously.

1. 4 Robustness indicators　

In order to evaluate the robustness of directed 
software networks， we use two robustness indica⁃
tors： the weakly connected indicator and the strong⁃
ly connected indicator.

Given a directed network， if each node can be 
reached when all edges in the network are regarded 
as undirected edges， the network is a weakly con⁃
nected network. The weakly connected indicator is 
defined as W=NW/N， where NW is the number of 
nodes in the largest weakly connected network after 
attack and N the number of nodes in the initial net⁃
work. In this paper， the attack rate is defined as f=
N '/N， where N ' is the total number of removed 
nodes. One can see that the larger the value of the 
weakly connected indicator is， the stronger the ro⁃
bustness of the directed network is.

For any pair of nodes u and v in a directed net⁃
work， if there is a directed path from u to v and also 
exists a directed path from v to u， the network is a 

strongly connected network. The strongly connect⁃
ed indicator is denoted as S=NS/N， where NS is 
the number of nodes in the largest strongly connect⁃
ed network after attack. We can see that the larger 
the value of the strongly connected indicator is， the 
stronger the robustness of the directed network is.

For a directed software network， obviously， 
the strongly connected indicator S is stricter than the 
weakly connected indicator W， thus S value is al⁃
ways smaller than the value of W.

2 Simulation Results and Discussion

First， we discuss the structural features of Tar. 
Table 1 shows the network properties with respect 
to three kinds of networks of Tar： FCNT， WCNT， 
and SCNT， where M is the number of directed edg⁃
es in the network， k  the average degree of the net⁃
work， L  the average path length， C  the average 
clustering coefficient， d the network diameter， I  
the average influence of the network， and D  the 
average dependence of the network. It can be seen 
that L  of three networks decreases clearly as the 
network size N decreases， indicating that the func⁃
tion call efficiency is enhanced as more nodes are re⁃
moved. One can also see that， for all three net⁃
works， the largest L  value is 4.132 and the small⁃
est C  value is clearly as the network size N de⁃
creases， indicating that the function call efficiency is 
enhanced as more nodes are removed. One can also 
see that， for all three networks， the largest L  val⁃
ue is 4.132 and the smallest C  value is 0.012， 
showing the characteristic of small average path 
lengths and high clustering coefficient. The small-
world property describes the fact that some net⁃
works are of high clustering coefficient， like regular 
lattices， yet have small average path lengths， like 
random graphs， and these networks are often called 
as “small-world” networks［11］. The small-world 
property appears to characterize most complex net⁃
works： The actors in Hollywood are on average 
within three co-stars from each other， or the chemi⁃
cals in a cell are typically separated by three reac⁃
tions［12］. Consequently， FCNT， WCNT， and SCNT 
are of small-world properties， i. e.， they are also 
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“small-world” networks. The values of C  under 
WCNT and SCNT is smaller than that of FCNT， 
meaning that there exists less triangular motifs in 
two coupled networks. Thus removing non-coupling 
nodes will decrease the aggregation of software 
network. Interestingly， for six directed software 
networks， the values of I  and D  is the same 
（Table 1 and Table 2）. For a directed network， 
there are two kinds of degrees： The out-degree and 
the in-degree. Here， the out-degree equals to the 
number of outgoing edges， and the in-degree corre⁃

sponding to the number of incoming edges. The out-
degree and the in-degree for each node are generally 
different but the average in-degree and out-degree of 
the network are the same［43］. These software net⁃
works are all directed networks， and the average in⁃
fluence， the average dependence correspond to the 
average in-degree， the average out-degree， respec⁃
tively. Therefore， it is reasonable that the average 
influence and the average dependence are the same， 
although the influence and the dependence with re⁃
spect to each node are commonly different.

Let us now consider the structural properties of 
three types of networks of MySQL （Table 2）. One 
can see that the largest value of L  for three net⁃
works is 4.294， and the smallest value of C  is 
0.026. This reflects that these networks are of a fea⁃
ture of small average path lengths and high cluster⁃
ing coefficient. Hence， according to the concept of 

“small-world” networks［11-12］， it is obvious that FC⁃
NM， WCNM， and SCNM are “small-world” net⁃
works. From Table 2， one can see that the value 
of the average dependence （influence） of FCNM is 
1 176.345， which greatly higher than that of WC⁃
NM and SCNM. Counterintuitively， the value of 
the network diameter of FCNM d is only 11， while 
d value of WCNM is prolonged to 13. Since some 
peripheral non-coupling nodes are removed from the 
function call network of MySQL， it is possible that 
the longest path in the weakly coupled network 
could be prolonged. Moreover， the value of the av⁃
erage path length of SCNM is only 1.870， implying 
that the strongly coupled network owns a very high 
function call efficiency. In particular， the value of 
C  SCNM is larger than that of WCNM， reflect⁃

ing that the coupled network owns a higher aggrega⁃
tion when non-coupling nodes are all dismissed.

Network robustness is the ability of a network 
to maintain its connectivity when a fraction of its 
nodes or edges is removed［39］. By studying the effect 
of various attack strategies， the key nodes corre⁃
sponding to network robustness can be identi⁃
fied［40-42］. In this paper， we compare the efficiency of 
eight attacking strategies to identify key nodes in 
software networks. Attacking key nodes will heavily 
damage the network， which also means that key 
nodes have weakness with respect to the network ro⁃
bustness. The next part we will use the weakly con⁃
nected indicator W  and the strongly connected indi⁃
cator S to evaluate the robustness of three kinds of 
software networks. Fig.4（a） shows the relationship 
between W  and the attack rate f=N '/N for FCNT. 
This shows that the value of W  decreases with the 
increment of f， and the whole network is collapsed 
under HODS when f=0.33. We can see that the ef⁃
ficiency of HODS is better than that of other attack⁃
ing strategies， implying that high out-degree nodes 
are important for the robustness of FCNT. Fig.5（a） 

Table 2　Network properties of three kinds of networks of MySQL

Network
FCNM
WCNM
SCNM

N
4 598
2 682
393

M
16 018
8 790
1 288

k
6.514
6.016
5.715

L
4.294
3.667
1.870

C
0.119
0.026
0.048

d
11
13
5

I
1 176.345

15.761
6.440

D
1 176.345

15.761
6.440

Table 1　Network properties of three kinds of networks of Tar

Network
FCNT
WCNT
SCNT

N
1 204
695
109

M
3 285
1 677
163

k
5.384
4.722
2.840

L
4.132
2.445
1.330

C
0.087
0.021
0.012

d
11
9
3

I
35.322
7.256
1.917

D
35.322
7.256
1.917
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plots the relation between the strongly connected in⁃
dicator S and f for FCNT under eight attack strate⁃
gies. When the value of f is small， the effectiveness 
of HODS is better than that of other attacking strate⁃
gies. However， HIDS outperforms other attacking 
strategies when the value of f is large. These results 
indicate that nodes with high out-degree or high in-

degree are of important influence on the robustness 
of the function call network of Tar.

For WCNT， we plot the relationship between 
W  and f in Fig.4（b）. One can see that the value of 
W  decreases as f increases. HIDS outperforms other 
attacking strategies， and the network is completely 
destroyed under HIDS when f=0.27. Fig.5（b） dis⁃
plays the relationship between S and f for WCNT. 
This shows that the performance of HHS is better 
than that of other attacking strategies， and WCNT 

could be completely disintegrated under HHS when 
5 percent nodes are removed， reflecting that nodes 
with high-hub value play an important role on the ro⁃
bustness of WCNT when the strongly connected in⁃
dicator is adopted. In the case of SCNT， we show 
the relationship between W  and f in Fig.4（c）. This 
indicates that HODS outperforms other attacking 
strategies， and the network is entirely destroyed 
when f =0.28. Fig.5（c） displays the relationship be⁃
tween S and f for SCNT. One can see that S=0 
whatever the value of f is， which indicates that 
SCNT is only a weakly connected network rather 
than a strongly connected one.

Finally， we discuss the robustness of three 
kinds of software networks with respect to MySQL. 
For FCNM， we depict the relationship between 
W  and f in Fig.6（a）. This shows that the value of W  
decreases with the increment of f， and HIDS is the 
best attacking strategy， reflecting that high in-de⁃
gree nodes play a crucial role on the robustness of 
FCNM when the weakly connected indicator is 
used. Fig.7（a） displays the relation between S and f. 
In this case， however， HODS is the best attacking 
strategy instead of HIDS. In the case of WCNM， the 
relationship between W  and f is plotted in Fig.6（b）. 
One can see that HIDS outperforms other attacking 
strategies and the network is completely disintegrat⁃
ed when f=0.36. Fig.7（b） depicts the strongly con⁃
nected indicator S as a function of f for WCNM. 
This indicates that the efficiency of HODS is better 
than that of seven other attacking strategies. For 
SCNM， we plot the relation between W  and f in 
Fig.6（c）. This shows that the performance of HIDS 
is better than that of other attacking strategies. 
Fig.7（c） displays the relationship between S and f for 
SCNM， we can see that the value of S is zero all 
the time， indicating that SCNM is only a weakly 
connected network instead of a strongly connected 
one which is in good accordance with the result of 
Fig.5（c）.

In general， when the weakly connected indica⁃
tor W  is used， we can see that HIDS is always the 
best attacking strategy for MySQL whatever the 
kind of the network is. HODS is a good choice as 
the strongly connected indicator S is adopted. The 

Fig.5　Strongly connected indicator S for three kinds soft⁃
ware networks of Tar

Fig.4　Weakly connected indicator W  for three kinds of soft⁃
ware networks of Tar
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result indicate that functions with high in-degree or 
high out-degree are of crucial influence on the ro⁃
bustness of MySQL.

To further understand the differences exhibited 
by various attack strategies in the robustness evalua⁃
tion， we carried out an in-depth analysis from the 
perspective of network structural characteristics and 
complex network theory. First， regarding the weak 
connectivity metric， the superior performance of the 
HIDS is primarily due to the fact that high in-degree 
nodes which usually serve as convergence points or 
key receiving nodes in the network， responsible for 
handling a large amount of information flow and de⁃
pendencies from other nodes. When these high in-

degree nodes are attacked and removed， a signifi⁃
cant number of nodes that depend on their inputs 

lose their primary connection source， leading the en⁃
tire network to rapidly disintegrate and connectivity 
to drop. This outcome is consistent with the theoret⁃
ical expectation of network fragility after targeted at⁃
tacks on “hub” nodes in complex networks.

When considering the strong connectivity met⁃
ric， the superiority of the HODS is evident. High 
out-degree nodes often function as information dis⁃
semination centers， responsible for transmitting da⁃
ta and function calls to multiple nodes and forming 
necessary feedback loops to maintain bidirectional 
communication within the network. When high out-
degree nodes are removed， not only a large number 
of outgoing connections are disrupted， but the bidi⁃
rectional paths formed in the network may also frac⁃
ture， thereby significantly weakening the network’s 
strong connectivity. It is apparent that the impact of 
different attack strategies on network connectivity is 
quite different， reflecting the key role of different 
types of nodes in maintaining the overall connectivi⁃
ty and functional coordination of the system.

The out-degree or in-degree of nodes has a 
more significant impact on the static robustness of 
function call networks. In other words， attack strat⁃
egies based on high out-degree or high in-degree 
are generally the most effective. Specifically， for 
the Tar network， when the attack ratio f is small， 
the high out-degree strategy clearly outperforms the 
high in-degree strategy. However， when the attack 
ratio becomes large， the difference between the 
two is no longer significant. For the MySQL net⁃
work， under the weak connectivity indicator， the 
high in-degree strategy is more likely to collapse 
the network compared to the high out-degree strate⁃
gy， while under the strong connectivity indicator， 
the situation is just the opposite. In summary， the 
high out-degree strategy has a broader range of ap⁃
plicability than the high in-degree strategy. To fur⁃
ther ensure the interpretability and generalizability 
of the above proposed strategies， we have per⁃
formed some statistical tests on all networks includ⁃
ing WCNT， WCNM， SCNT， and SCNM under 
each strategy. However， since all networks’ struc⁃
tures are fixed due to the real-world software sys⁃
tems （Tar and MySQL）， and thus the remove or⁃

Fig.7　Strongly connected indicator S for three kinds of soft⁃
ware networks of MySQL

Fig.6　Weakly connected indicator W  for three kinds of soft⁃
ware networks of MySQL
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der of nodes is identical for a fixed strategy， lead⁃
ing to the statistical results of each case are the 
same （Figs.4—6）.

3 Conclusions 

To summarize， based on the source code of two 
open source software systems （Tar and MySQL）， 
we have proposed a scheme to generate coupled 
software networks and constructed three kinds of di⁃
rected software networks： The function call net⁃
work， the weakly coupled network and the strongly 
coupled network. The structural features of these 
networks are extensively discussed. It is found that 
all of them display small-world characteristic. For di⁃
rected software networks， the average influence and 
the average dependence for all nodes are the same al⁃
though the influence value and the dependence value 
for each node are generally different. By introducing 
eight attacking strategies， we investigate the robust⁃
ness of software networks with two robustness indi⁃
cators （the weakly connected indicator and the 
strongly connected indicator）. The result show that 
the strongly coupled network of Tar and MySQL is 
just a weakly connected network rather than a 
strongly connected one. For MySQL， high in-de⁃
gree strategy is always the best attacking strategy 
whatever the kind of the network is， indicating that 
high in-degree functions act an important role on the 
robustness of MySQL when the weakly connected 
indicator is considered. And high out-degree strategy 
is a good choice when we adopt the strongly con⁃
nected indicator. In general， functions with high in-

degree or high out-degree are of important influence 
on the robustness of software systems. 
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耦合软件网络的结构特征与鲁棒性

王尔申 1，2， 佟泽奇 1， 宏 晨 3，4， 王延文 5， 梅 森 6， 徐 嵩 1， 娜 拉 1
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450052，中国； 3.北京联合大学多智能体系统研究中心，北京  100101，中国；4.北京联合大学机器人学院，北京  100101，

中国； 5.东北大学计算机科学与工程学院，沈阳  110169，中国； 6.沈阳无距科技有限公司，沈阳  110170，中国）

摘要：软件系统在现代社会中发挥着越来越重要的作用，抵御攻击的能力对关键软件系统具有重要的实际意义，

这使得软件系统的结构和鲁棒性在近年来引起了极大的关注。本文基于 Tar 和 MySQL 的源代码，提出了一种

生成耦合软件网络的方法，并构建了 3 种有向软件网络：函数调用网络、弱耦合网络和强耦合网络。对这些复杂

网络的结构特性进行了广泛的研究。研究发现，所有函数的平均影响力和平均依赖性是相同的。此外，引入了

8 种攻击策略和两个鲁棒性指标（弱连通指标和强连通指标）来分析软件网络的鲁棒性。研究表明，强耦合网络

只是一个弱连通网络，而不是强连通网络。对于 MySQL，当使用弱连通指标时，高入度策略优于其他攻击策略。

另一方面，当采用强连通指标时，高出度策略是一个很好的选择。此研究将有助于更好地理解软件网络的结构

和鲁棒性。

关键词：软件网络；软件结构；软件鲁棒性；软件系统；复杂网络
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