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Abstract: The rapid development of the industrial internet of things (IToT) has brought huge benefits to factories
equipped with IIoT technology, each of which represents an IloT domain. More and more domains are choosing to
cooperate with each other to produce better products for greater profits. Therefore, in order to protect the security and
privacy of IIoT devices in cross-domain communication, lots of cross-domain authentication schemes have been
proposed. However, most schemes expose the domain to which the IIoT device belongs, or introduce a single point
of failure in multi-domain cooperation, thus introducing unpredictable risks to each domain. We propose a more secure
and efficient domain-level anonymous cross-domain authentication (DLCA) scheme based on alliance blockchain.
The proposed scheme uses group signatures with decentralized tracing technology to provide domain-level anonymity
to each IIoT device and allow the public to trace the real identity of the malicious pseudonym. In addition, DLCA
takes into account the limited resource characteristics of IToT devices to design an efficient cross-domain
authentication protocol. Security analysis and performance evaluation show that the proposed scheme can be
effectively used in the cross-domain authentication scenario of industrial internet of things.
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0 Introduction

Today, an increasing number of countries are
encouraging factories to integrate industrial internet
of things (IIoT) into various stages of production
processes, thereby enhancing manufacturing effi-
ciency and energy utilization, and elevating tradi-
tional industries to a new level of intelligence.
IIoT, as an important part of the internet of things,
has entered a stage of rapid development. Each indi-
vidual factory equipped with IIoT technology repre-
sents an IIoT domain. As manufacturing becomes
more complex, multiple domains must collaborate
to produce higher quality products and reap greater
benefits. Therefore, a cross-domain authentication

scheme that supports collaboration between multiple
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domains and establishes secure data exchange and
information sharing has become a critical require-
ment for the development of IToT. Although exist-
ing IIoT network infrastructures can easily connect
IIoT devices across different domains, direct com-
munication and cooperation between devices from
different domains may lead to production data leak-
age or even endanger the production process due to
each domain prioritizing its own interests and mutu-
al distrust'”®. Therefore, it is imperative to propose
a scheme that enables mutual authentication and ses-
sion key establishment between IloT devices from
different domains while guaranteeing device privacy
and data security.

In order to establish a trusted platform among

domains and reduce the communication overhead as-
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sociated with credential passing, researchers have
introduced consortium blockchain technology when
designing cross-domain authentication schemes'*®'.
A consortium blockchain is a distributed ledger
maintained by several entities, where entities must
undergo validation before joining the blockchain.
The entities within the blockchain do not completely
trust each other but operate under specific con-

99 Therefore, consortium

straints and collaborate
blockchain technology is incorporated to achieve se-
cure sharing of public information in our proposed
scheme.

Existing research has taken into account the
problem of privacy leakage caused by attackers link-
ing a device’s real identity through intercepted mes-
sages, and thus has incorporated pseudonym man-
agement mechanisms to address this issue'*'""
Most pseudonym management mechanisms are
based on representative entities, referred to as the
TA, which generates pseudonyms for IIoT devices
within their respective domains and is responsible
for revealing the true identities behind malicious
pseudonyms. However, due to competitive and dis-
trustful relationships between domains, TA may de-
ceive for the benefit of their own domain when dis-
closing the real identities behind malicious pseud-
onyms. For instance, a TA might publish an unre-
lated identity for the malicious device to protect the
real identity associated with the malicious pseud-
onym. Furthermore, many existing schemes do not
provide domain-level anonymity, where domain in-

[46.131 T4 enhance

formation of pseudonyms is public
privacy protection, Gao et al.""*' proposed a domain-
level anonymity scheme that offers stronger privacy
protection compared to device-level anonymity
schemes, ensuring that the public cannot determine
the domain to which a pseudonym belongs. Howev-
er, the scheme introduces centralized devices re-
sponsible for generating pseudonyms and tracing the
real identities behind malicious pseudonyms for de-
vices across domains, which poses a risk of single-
point failure leading to privacy breaches for all devic-

1 [15]

es. Tong et a utilized zero-knowledge proof

technology to achieve domain-level anonymity for

devices, but the TA exposed the domain informa-
tion when distributing the token, causing the device
to reveal which domain it belongs to in subsequent
crosssdomain communication. At present, it is cru-
cial to propose a trusted and decentralized domain-
level pseudonym management mechanism for cross-
domain authentication scenarios. In addition, since
most [IoT devices still have low computing and stor-
age capabilities, it is also essential to design an effi-
cient crossdomain authentication scheme for IIoT
devices with limited resources to improve the univer-
sality of cross-domain authentication schemes. To
address the various issues with existing cross-do-
main authentication schemes for [IoT, we propose a
blockchain-based domain-level anonymous cross-do-
main authentication (DLCA) scheme that supports
domain-level anonymity. The main contributions of
our research are as follows:

(1) We combine group signatures with decen-
tralized tracing technology with the cross-domain au-
thentication architecture for IIoT, enabling all verifi-
cation servers to collectively track the domain where
malicious pseudonyms reside without introducing
the risk of a single point of failure, thereby imple-
menting a secure and reliable domain-level pseud-
onym management scheme.

(2) We design an efficient cross-domain au-
thentication scheme based on elliptic curve cryptog-
raphy (ECC) to for resource-constrained IloT de-
vices, which enables cross-domain authentication
and session key negotiation for IloT devices while
ensuring data confidentiality.

(3) BAN logic proves the proposed scheme
achieves the intended authentication goal, and the
automated formal verification tool Scyther proves
the scheme’s security. In terms of efficiency, simu-
lation results demonstrate that our scheme has lower
computational and communication overhead during
the cross-domain authentication and key negotiation

phases.

1 Preliminary

In this section, in order to facilitate the under-

standing of our proposed DLCA scheme, we first
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introduce ECC, along with related hard problems
and group signatures. We then present the system
model, threat model, and security requirements of
the proposed scheme. Table 1 presents the mean-

ings of the notations used in the paper.

Table 1 Notations

Notation Description
b q Two large prime numbers
E An elliptic curve
G,G,G, Cyeclic additive group
P A generator of the group G
Gr Cyclic multiplication group
e Bilinear mapping
TA" The representative entity of domain A
(vsk;, vpk;) Communication key pair of VS,
(sdky,pdk,) Communication key pair of TA"
SD# An IIoT device i of domain A
RID, Real identity of SD?
PID, A pseudonym of SD}'
(sk;, pk;) Key pair of PID,
S5) Energy density
I Exclusive-OR operation
H(+),h(+) Hash function
Enc( +),Dec(+) AES encryption and decryption algorithms
VS’ A representative node elected by blockchain
i Error response

1.1 Elliptic curve cryptosystem and related

hard problems

ECC 1s an asymmetric encryption algorithm
based on the mathematical theory of elliptic curves,
which offers the advantage of using shorter keys to
achieve security comparable to or higher than
RSA"™. The basic knowledge of ECC and several
related computational challenges are succinctly de-
scribed as follows.

Let F, be a finite field, which is determined by
a prime number p. Let a set of elliptic curve points E
over F, be defined by the equation: y*=a’+ axr +
a,beF, and (4a*+
276° )mod p 7 0. Let the point at infinity be O, then

b(mod p), where
O and other points on E make up an additive elliptic
curve group G with the order ¢ and generator P.

The scalar multiplication of E is defined as mP =

P+P+ -+ P(mtimes), where PEG, meZ,,
m>0. The following is a concise description of
ECC and several related hard problems:

(1) Elliptic curve discrete logarithm problem
(ECDLP) : x€Z,;, P,QEG on curve E. Given
Q = xP, it 1s computational hard for a probabilistic
polynomial-time (PPT) adversary to calculate x.

(2) Elliptic curve decisional Diffie-Hellman
problem (ECDDHP): x,y€ Z,, and X=aP, Y =
yP, where X,Y,Z& G on curve E. Given X and
Y, it is difficult to determine whether Z is equal to

[17]

ayP for a PPT adversary '
1.2 Group signatures with decentralized tracing

The traditional group signature'™®, in which on-
ly the group administrator can obtain the signer iden-
tity through the signature alone, has a high degree
of centralized trust. Consequently, it is unsuitable
for achieving secure domain-level anonymity in IIoT
cross~domain authentication systems, which require
decentralized trust management. Lu et al. imple-
mented a mechanism for balancing anonymity and
accountability in group signatures by decentralizing
the actions of tracking signers'”’. In this paper, we
use group signatures with decentralized tracing pro-
posed by Lu et al.""’ to assist domain-level anonymi-
ty of IIoT devices. The algorithms involved in this
scheme and their functions are described as follows:

(1) Setup(1', n, ¢): Initialization algorithm,
run by publisher VS™. The input parameters are se-
curity parameters 1%, the number of openers n (the
openers are all VS on the blockchain) , and the
threshold 7 that can successfully trace the signature.
The output parameter is the system public parame-
ter group _param.

(2) IKGen(1", Param): Key generation algo-
rithm, run by publisher VS". The input parameters
are security parameters 1°, The output parameter is
VS™'s public key ipk and VS''s private key isk, ipk is
public.

(3) OKGen(Gen, (1%, Param, n, ¢ ), -+,
Gen, (1%, Param, n, £)): The algorithm is an interac-
tive execution among all VS, at the end of the exe-

cution, every opener VS holding a tracking key
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osk;, osk; 1s secret. The tracking public key opk, is
calculated based on published information during ex-
ecution.

(4) Join(Jyy (11), Jys (1%, isk)):

lisher VS® and want to be a group of members of

By the pub-

TA, interaction to execute the algorithm. At the end
of the execution, TA, get the member private key
secrsy, and member certificate certry,, and secq,, is
secret.

(5) Sign(secry, certrs, M1y ): Group signa-
ture algorithm, run by group member TA,. The in-
put parameters are member private key secr,,, mem-
ber certificate certrs, and message M, . The output
parameter is signature oy, .

(6) Verify(ora, My ): The verification group
signature algorithm, which can be performed by any
user, in this paper is run by all VS on the block-
chain. The input parameters are the message Mr,,
and the signature o1, , and the output parameters is
a bit value. O indicates that the authentication fails,
and 1 indicates that the authentication succeeds.

(7) Oshare(osk;, o1a, M1s,): The algorithm is
executed by each opener VS. The input parameters
are tracking key osk;,, message My, and signa-
turesr,. Output parameters are share, or |, and
share, is a part of the result obtained from each VS.

(8) Open(My,, 61a,S): Input parameters are
message m, sighature op, and collection S=
{ share,, share,, ---, share, }. The output parameter is
the signer identity TA, or |, and | indicates trace
failure.

For the detailed implementation of these algo-
rithms, readers are referred to the original work!”,
This paper will reference the algorithm names when
introducing the DLCA scheme.

1.3 System model

This section outlines the entities involved in
the proposed DLLCA scheme, which comprises four
types: Representative authority of each domain
(TA) , consortium blockchain (BC) , verification
server (VS) and IIoT device (SD).

VS: Multiple domains or each domain deploys
an authentication server, known as a VS, as a node

in the consortium blockchain. The VS is responsible

for verifying group signatures, uploading informa-
tion to the blockchain, and jointly tracing the real
identities behind malicious pseudonyms. VS' de-
notes a representative node elected by all VSs on
the blockchain, which is responsible for system ini-
tialization.

TA: Each domain appoints a representative en-
tity known as TA, which can be a key generation
center, certification authority, or private key genera-
tor within the domain. TA is responsible for generat-
ing pseudonyms for devices and applying group sig-
natures to these pseudonyms. With assistance from
the VS, TA uploads relevant domain information,
pseudonyms and group signatures to the blockchain.
TA is limited to query operations on the blockchain.

SD: Each domain comprises numerous IIoT
devices known as SD with sensing, processing, and
executing capabilities. These devices are responsible
for specific manufacturing tasks or collaborating
with IIoT devices from other domains to manufac-
ture products. With assistance from TA, SD
achieves mutual authentication and key negotiation
with devices from other domains.

BC: The consortium blockchain, which is
composed of all VS nodes, collectively maintains
the distributed ledger for the alliance. This ledger
primarily records public parameter information and
pseudonym information uploaded by all VSs.

As shown in Fig.1, the DLCA framework is
divided into two layers based on the entity types:

The domain layer and the blockchain network layer.

Blockchain
network A% VS

ToT device TIoT device

Fig.1 Framework of the DLCA scheme
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1.4 Threat model

Considering the safety of the proposed

scheme, we use the well-known Dolev-Yao adver-

sary model ™

. Dolev and Yao have accurately de-
picted the attacker’s behavior:

(1) Adversary can eavesdrop and intercept all
messages passing through the IloT network.

(2) Adversary can store intercepted or self-con-
structed messages associated with authentication in
the IIoT network.

(3) Adversary can send intercepted or self-con-
structed messages associated with authentication in
the IToT network.

(4) Adversary can participate in the operation
of the authentication protocol as a legitimate subject.

In addition, in order to reflect the security of
the proposed scheme more comprehensively, on the
basis of DY model, we introduce CK model to
strengthen the attack capability of the adver-
sary'?"#/_ This allows an adversary to compromise a
session key after the session completes, or to ex-
tract the long-term private key of a compromised
IIoT device. In the proposed scheme, the default
setting for TA is to maintain its original authentica-
tion mode with IIoT devices in the same domain, 1.
e., it utilizes the original encryption and authentica-
tion method within the domain for intra-domain
communication. The proposed cross-domain authen-
tication scheme must be capable of resisting com-
mon attacks under both the DY model and CK mod-

el.
2 Proposed Scheme

2.1 System initialization phase

VS’ takes a safe large prime 7, an elliptic curve

E defined by: y*=zx"+axr+ bmodp, where
a,beF,, and selects an additive group G generated
by the generator P, with the order of the prime g¢.
Then it generates a random number vsk € Z, and
computes vpk = vsk + P. It secretly keeps commu-
nication secret key wsk™ in the local database, pub-
lishes communication public key vpk” . And select

hash functions H: {0, 1} = Z,; h:{0,1} —{0,1}".

Finally, the VS™ uploads the eccparam ={G,E,
q,p, P, H, h} to the consortium blockchain. After
the upload is successful, each VS on the blockchain
choose random wsk, € Z,, computes communication
public key wpk,= vsk;«P, and uploads wvpk, into
blockchain. Each TA chooses random sdk € Z,
based public parameters on the blockchain, and cal-
culates communication public key pdk,= sdk;+P,
then sends the domain of information and communi-
cation public key pdk; to the corresponding VS, and
with the help of VS, the message is uploaded to the
blockchain. Then VS™ executes Setup(1%, n, ) al-
gorithm and IKGen(1, Param) algorithm, each
opener VS on the blockchain runs
OKGen(Gen, (1%, Param, n, ¢ ), -+, Gen, (1%, Param,
n, 1)) interactive algorithm. The TA; who wants to
become a group member then applies to VS", and
the two perform Join(Jy, (1'), Jye (14, isk)) algo-

rithm.
2.2 Pseudonym management phase

The proposed pseudonym management mecha-
nism is mainly improved in three aspects. First of
all, in terms of privacy, not only SD’s device-level
anonymity is realized, but also the domain informa-
tion of pseudonym is hidden by using group signa-
ture technology to realize SD’ s domain-level ano-
nymity. Secondly, in terms of security, in order not
to cause a single point of failure, we use group sig-
natures with decentralized tracing technology to
avoid third-party central nodes in the scheme. Only
the number of VSs that exceed the threshold can col-
lectively get which domain the malicious pseud-
onym was obtained from. After determining the do-
main where the malicious pseudonym resides, TA
of the domain discloses the real identity of the mali-
cious pseudonym, and the public can verify the va-
lidity and authenticity of the real identity. This effec-
tively prevents the TA from spoofing for the benefit
of its own domain while tracking the true identity of
malicious devices. Finally, in terms of efficiency,
we define the length of each pseudonym to be
32 bits. Based on the hash function and its one-way
feature, TA can generate multiple pseudonyms for

a device at one time and upload them to the block-
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chain, reducing the number of interactions with the
blockchain, and the adversary cannot judge which
pseudonyms belong to the same device according to
the information in this batch of pseudonyms. This
section takes domain A as an example to introduce
the proposed pseudonym management mechanism
in detail.

TA" selects random numbers d,€ Z,, for SD?
(i=1,2,
lates PIDi= H (sdk,*H (d||RID||ts )+ P ), where
PID,=(PID, ||PID,,||--+[|PID, ), namely using the
SHA-256 hash function to one-time generated eight

-+, ) which belongs to its domain, calcu-

A

pseudonyms for SD7, #s is the validity period of the

pseudonyms. TA" chooses random numbers
z,l€Z,, computes L=1[+P,z,=z,2,=H(z,),
«,2s=H(z,). Then TA"
P,Z,=z2,P, +, Zy=23°P.
and (Z,, Z,, -+, Zy) are private key sk, and public

key pk; of (PID,,, PID,,, -

calculates Z, =z,
where(z,, 25, **, 25)
-, PID, ), respectively.
The SD{"’s pseudonyms and secret information d,
TA". TA"

where M, ,. denotes

are recorded locally by executes
Sign(sec s, certoy, Moy ),

that all authenticated pseudonyms which are generat-

ed by TA" and the corresponding information (pub-
lic key and validity period). TA" sends {g 1, My
toa VS, then the VS sends message to other nodes
using the P2P network, and each VS that has re-
ceived the message performs Verify (6,4, M, ) al-
gorithm. When the number of nodes whose output
result is 1, exceeds fifty percent, {op ., Myl will
be uploaded to the blockchain.

After receiving the upload success response,
TA" sends message M,={PID,, (2,2, *
(Zyy 2y, wee,

'728)7
Zs), ts} to SD;* through the original in-
tra-domain channel. M, will be recorded locally
by SD;".

2.3 Cross-domain authentication key negotia-

tion phase

In this section, SD# in domain A uses the
pseudonym PID, (a legitimate pseudonym selected
from PID,, PID,,, -+, PID, ) and SD/ in domain
B uses the pseudonym PID; (a legitimate pseud-
onym selected from PID;, PID,,, -+, PID;,) for
crosscdomain authentication and key negotiation.
Fig.2 shows the process of cross-domain authentica-

tion and key negotiation between SD;* and SD. Tt is

Check | T-T, |<AT

If so, compute:

Y, sk'=E

£~ H(G|| PID, | PID, || T, | U || £ || W)
Verify o, P +5, * pk,

If so, compute:

B
TA* S/’ SD;, TAZ
(PID) (PID)
req = {PID, regservice}

check the validity of

PID, and search the

blockchain for

pseudonyms that can

provide scrvices

1es = {PID,, pk,, fs,, resservice}
_—
Choose 1, vE Z,; current timestamp T;
V=v-P
U=u-P
h=u-pk {C, o, ¥, PID, PID,, T}} {PID, PID} -
S=hU|LITIV)Sm, chzckche valld;t;‘lh of PID,
1= s and PID,, search the
B=HC,| PID, | P TN U V) {PID, pk, ts;} blockehain for PID,s
G tar s
Y- sk'=U

{C, g, W, PID, T}

A= H(C,|| PID, || PID, || T, || U] ¥)
Verify o, - PLV+8, - pk,

If so, compute:
m=hU| LI TINDS,

choose e, wE Z; current timestamp Tj;
E=e+P

W=w-P

Y=e pk
S=hU|E|TITI®)Dm

m=hU||E|T| T %) DS,
—u-

sk, = HPID, | PID, | || Z,| U E || ey)
keep sk,
choose current timestamp 7,
By =H(U| E|| sk, | T)
Co=enc(B)s,
{C. T}

=&Y

B,=H(G || PID, | PID, | L| U|| E|| W)
a=wtf sk

ky=e U

sk =HED, | P, | T, || 1| Ul £ || key)

Check [T-T<AT
If so,

B=HU|W|E|sk,|T)
M, =dec(C)sk,,

verify M,=f,

If so, keep sk,

Fig.2 Process of cross-domain authentication and key negotiation between SD{ and SD}
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worth noting that at this stage, the both devices do
not know the real identity of the other and which do-
main the other belongs to.

First, SD;' sends a cross-domain request req =
{PID,, regservice} to TA". PID, indicates the
pseudonym under which SD;* will initiate cross-do-
main authentication, reqservice represents the ser-
vice SD? needs.

After receiving the req, TA" verifies whether
PID, is a legitimate pseudonym, and queries the
blockchain according to regservice, and sends
pseudonym PID; that can provide the service to SD;!
in the form of res={PID;, pk, ts;, resservice },
where resservice represents the service that PID,
can provide, and #; 1s the validity period of the

PID;. After receiving the res, SD# selects random
numbers u, v € Z,, and current timestamp T,. The
variable m, 1s description of the permissions that
SD; requests from SD/. According to the selected
parameters above, SD; performs the calculation for

Eqgs.(1—6).

V=uv-P (1)

U=u-P (2)

Y, = u+pk (3)

S, =H(U|YTIIV)Dm, (4)
B:= H (C/|[PID/|[PID,||T,|U||V') (5)
o;=v+ [ sk (6)

Denote (S;,Y,) as C,. Finally, SD; sends
M, ={C, 0. V.PID,PID, T,} to SD".

SD} after receiving M, , verifies the freshness
of timestamp T, by check whether |T'— T,|<AT is
true, where T is the timestamp of receiving the mes-
sage, and then sends {PID,, PID,} to TA"”. TA"
queries the relevant information of PID; on the
blockchain, determines that PID, and PID; are legiti-
mate pseudonyms, and sends {PID,, pk, s} to
SDJ, where s, is the validity period of the PID,. Fi-
nally, SD? computes

Y5k '=U (7)
B:= H (C/|[PID/|[PID,||T,|U||V') (8)

verifing whether Eq.(9) is established.
G oP =V + B ph, (9)

After verification, SD} selects random num-

bers e, w & Z,, current timestamp T, m; is descrip-

tion of the permissions that SD} can give SD;. Us-
ing the selected parameters, SD! computes Eq.
(10) to Eq.(18).

m,= H (U||Y[|T/|V)DBS, (10)
E=¢-P (11)

W=w-P (12)

Y, =epk; (13)

S;=H (U|E||T|\T,|W )Dm, (14)
B;= H (C/|[PID/|[PID,||T[|U|E[W)  (15)
o, =w + B,k (16)
key=re-U (17)

ski;= H (PID|[PID/(|T|IT{IUIE|key) (18)
where sk, ; is the negotiation key of SD: and SD7,
and denote (S;, Y;)as C;. Finally, SD} sends M, , =
{C,.0,, W,PID,, T,} to SD/.

After receiving the message M, ,, SD# verifies
the freshness of timestamp T, by checking whether
|T— T;|<<AT is true, where T is the timestamp of
receiving the message. SD;' derives the following
equations.

Y,esk, ' =FE (19)
g,= H(CIPID,[PID|TJUIEIW)  (20)

And SD; verifies whether Eq.(21) is estab-
lished.

o, P =W+ jph, (21)

After verification, SD# calculates
m;= H (U||E||T|T,|W DS, (22)
key=u-E (23)

sk;;= H (PID|[PID /| T[T |U[Elkey) (24)

SD; takes the sk, ; as the session key between

PID, and PID;, and saves it locally. Then SD; se-
lects current timestamp T, and computes

B:=H (U|E|s, IT!) (25)

C,.rzenc(,@,-r)k (26)

Finally, SD{ sends M, ,={C, T/} to SD!.
After receiving the message M, ., SDf verifies
the freshness of timestamp T/ by checking whether
|T — T/|<<AT is true, where T is the timestamp of
receiving the message. SD! derives the following

equations.

Be= H (UIIEl|sk || T) (27)
M;=dec(Cy) (28)

Sk;
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Then SD; verifies whether Eq. (29) is estab-
lished.
M, = g, (29)
After verification, SD/ takes the sk, ; as the ses-
sion key between PID, and PID;, and saves it local-
ly.
2.4 Illegal pseudonym tracing and identity re-
vocation phase
If PID;, is illegal, VS,(i=1, 2, -+, n) will look
for group signatures that contain PID; on the block-
chain. Then all VS working together will execute
Oshare( 05k, 0450, Mysi)
Open (M, 6701, S) algorithm to trace the TA?

algorithm and

who generated the illegal pseudonym PID,. Nota-
bly, the parameters M,,. and o, are the plaintext
on the blockchain containing the malicious pseud-
onym PID, and the group signature of that plaintext
respectively. Then TA" publishes PID,’ s real identi-
ty RID, and corresponding secret data d,, as well as
all pseudonyms generated for RID, at the same
time. VS PID,= H (H (d/[RID[|zs )+
pdk, ) based on the information published by TA to

calculates

verify that a 32-bit continuous data segment in the
output result is the malicious pseudonym, and then
queries the remaining seven pseudonyms in the
blockchain based the output result. If the result of
the query is consistent with the information pub-
lished by TA", VS" will upload the information of

the illegal device to the blacklist on the blockchain.
If too many malicious pseudonyms generated by
TA" are recorded in the blacklist, the reputation of

domain A 1s affected.

3 Security Analyses

3.1 Formal security analysis with BAN logic

BAN logic is a pioneering work in the formal
analysis of security protocols and is widely used be-

cause of its simplicity and intuition'**"

. In this pa-
per, we use BAN logic to formally analyze the pro-
posed cross-domain authentication protocol. The no-
tations in BAN logic are described in Table 2, and

the logical rules are shown in Table 3.

Table 2 Ban logic notations

Notation Description
Al=X A believes X
Al~X A once said X or A had sent message X
A<X A sees X
Al=>X A has jurisdiction over X
=#(X) X is fresh
5 A K is a public key of A
A8 B K is the key shared between A and B
ASB X is the secret shared between A and B
{X Ik X is encrypted with K
{X b X is signed with the private key K '

Table 3 Ban logic rules

R Rule Notation

Description

Message- Al=5BA <{X

R1

meaning rule Al=B|~X

Nonce-verification A|=#(X),A|=B|~X

R2
rule Al=B|=X
o A|=B|=>X,A|=B|=X
R3 Jurisdiction rule
Al=X
Al=#(X)
R4 Fresh rule I —
Al=#(X,T)
Al=X Al=T
R5 Belief rule .
Al=(X,T)

A<{X}K,A\E£A
A<=X

R6 Receiving rule

If A believes that the K is public key of B and sees a message X en-
crypted under K~', then A believes that B once said X

If A believes that X is fresh and B once said X,
then A believes that B believes X

If A believes that B has jurisdiction over X and B believes X,

then A believes X

If A believes that X is fresh,
then A believes that formulae ( X, T ) is fresh

If A believes in X and T individually,
then A believes that collective formula (X, T)

If A receives encrypted X and believes that the K is public key of A,

then A receives X
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(1) Expected goals declaration S2:SD|=SD,|~{U,T,}
To prove that our scheme is secure, we need From A6 and R4, we deduce
to prove that the following beliefs hold S3: SD|=%(U, T)), Because shy, =

sk;
G1:SD| = SD,|=SD, SD,

H (PID/[PID,| T\ T,|U|El|le«U ), so get

G2:SD|= SD, <5 SD,
G3:SD|=#(SD, <> SD,)
G4:SD| = SD,|= SD, <> SD,
G5:SD,| = SD, <3 SD,
G6:SD,|=#(SD, <> SD,)

(2) Message formalization

Message formalization is to specify the ex-
changed messages. In the proposed scheme, U and
E are secret values shared between SD, and SD,. the
formalized message is as follows

M1:SD; <s{{U },, T.{ T, U}, .}

M2:SD, <{{ E J,,, T, { T, T, U ,E },, . }

M3:SD, <{ T/ {T/ U ,E sk} sk}

(3) Initial assumptions declaration

As described in our protocol, we have the fol-

lowing assumptions

/\}/
AL1:SD,|= "> 8D,

A2:SD|= — SD,

A3:SD|= > SD

A4:SD|= — SD,

A5:SD|=#(T,),#(U ), #(T,),#(T/))

A6:SD|=#(T,),#(E ), #(T,),#(T/)

A7:SD|=SD,|=>E

A8:SD|=SD,|=>U

A9: SD|=T, U, T/

A10:SD|=T,E

(4) Logic verification

Finally, we use the BAN logic to prove that
the proposed scheme achieves the beliefs, and the
detail process is described below :

From M1, A4 and R6, we deduce

S1:SD,<{U.T,}

From M1, A3 and R1,we deduce

G6:SD, = #(SD,<> SD, )

From S3, S2 and R2, we deduce
S4:SD| =SD,|={U,T,}

From S4, A8 and R3, we deduce
S5:SD|={U,T,}

From S5, A10, R5,we deduce

G5:SD,|=SD, < SD,

From M3, G5, R1, we deduce

S6: SD,|=SD,|~ SD, < SD,

From S6, G6, R2, we deduce
i

G4:SD| =SD,|= SD, o SD,

From M2, A2 and R6, we deduce

S7:SD,<{ E,T,}

From M2, A1l and R1, we deduce
S8:SD|=SD,|~{T,T,U,E }

From A6 and R4, we deduce

S9:SD|=4#(T, T, U,E)

because sk, ;= H (PID,|[PID,||T,||T,|U|E|uE ),

so get

ki
G3:SD|=#£(SD, < SD,)

From S8, S9 and R2, we deduce
S10: SD)| =SD,|={T, T,,U,E }

Because SD;, believe SD; believe all constitute

sk, ; secret value U and E, so get

3.2

sk,

G1:SD| =SD,|=SD,« SD,
From S10, R5, we deduce
S11:SD| =SD,|={T,E}

From S11, A7, R3, we deduce
S12:SD|={T,E }

From S12, A9 and R5, we deduce

sk,
G2: SD|=SD, < SD,

Informal security analysis

The following sections explain the attack resil-
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ience of the proposed DLLCA scheme against differ-
ent attacks.

(1) Mutual authentication. Our proposed DL-
CA scheme supports two-way identity authentica-
tion between IloT devices to ensure the integrity of
authentication. In the cross-domain authentication
key negotiation phase, SD;" and SD; send the select-
ed random tokens U and E to each other through
the encryption authentication channel. After receiv-
ing the ciphertext, the receiver uses its own private
key to decrypt the token and uses the sender’s pub-
lic key to verify the signature to determine whether
the token is generated by a legitimate pseudonym.
An adversary cannot forge a legitimate token with-
out obtaining a legitimate pseudonym s private key.

(2) Resistance to replay attack. In the cross-do-
main authentication key negotiation phase, SD;' and
SD? put the timestamp T, T, and random tokens
U, E in the request and reply, respectively. If an at-
tacker inserts a new timestamp into the message,
the signature will be invalidated, so the intercepted
message is not conducive to the attacker’s replay at-
tack.

(3) Resistance to impersonation attack. In or-
der to launch a successful impersonation attack, the
adversary needs to obtain a legitimate pseudonym’ s
private key. Without the private key, forging a veri-
fiable signature is computationally infeasible due to
the hardness of the ECDLP and the one-way proper-
ty of the hash function. Consequently, an adversary
cannot successfully impersonate a legitimate 1loT
device.

(4) Adherence to anonymity. In our proposed
DILCA scheme, devices always authenticate and au-
thorize each other under pseudonyms, and since the
real identity of the device is hidden by the random
number d, generated by the TA of the domain to
which it belongs, only the TA in the cooperative do-
main can restore the real identity of the device after
obtaining d,. Due to the one-way nature of the hash
function and the difficulty of ECDLP, the adversary
cannot recover the d; to obtain the real identity of
the device. Therefore, the scheme meets the re-

quirement of anonymity.

(5) Resistance to eavesdropping attacks. If an
adversary can eavesdrop on cross-domain authentica-
tion information from an unsecured channel, he
could abuse the content to impersonate any legiti-
mate device by modifying or replaying the messag-
es. For instance, an adversary sniffs the channel be-
tween SD? and SD? in the cross-domain authentica-
tion key negotiation phase. 1, e. the adversary access-
es the communicate message {C,, o;, V, PID,, T,},
but the adversary cannot be able to get any critical
information. This is due to the communicate mes-
sage is encrypted by utilizing receiver’s public key,
and timestamps T, and sender’s signatures have
been added to prevent replay attacks and imperson-
ation attacks. As a result, DLCA successfully re-
sists eavesdropping attacks.

(6) Supports perfect forward secrecy. The pro-
posed scheme is in line with perfect forward secre-
cy, and even when any private key is exposed, the
session key negotiated by the two devices cannot be
obtained. This is because, in addition to leaking the
long-term key, short-term nonces (u, ¢ generated
and saved locally by the device during the previous
authentication process) are required to decrypt the
content of the previous session. As a result, our DL.-
CA scheme supports perfect forward security.

(7) Resistance to ephemeral secret leakage at-
tack. As mentioned above, the adversary must ob-
tain short-term nonces « and eto calculate the ses-
sion key, and if the adversary wants to successfully
obtain short-term nonces, he needs to be able to ac-
cess the long term secrets (sk;, sk;) to decrypt to get
U or E, then the ECDLP needs to be solved to ob-
tain short-term nonces « and e.

(8) Resistance to known session key threat.
The proposed scheme provides mutual authentica-
tion, and in each round of authentication, the ses-
sion key is negotiated between devices based on
long-term secrets and short-term nonces. There-
fore, even if one session key is compromised, it can-

not affect the security of past session keys.
3.3 Formal security verification using scyther

In this section, the formal analysis of DLLCA is

carried out using Scyther. Scyther is a tool for the



190 Transactions of Nanjing University of Aeronautics and Astronautics

Vol. 42

automatic (281

verification of security protocols
Scyther has been successfully used for the analysis
and design of protocols, and has also been used for
theoretical research and teaching. The cross-domain
authentication key negotiation phase of DLCA
scheme is written in Scyther using security protocol
description language (SPDL.) , validating various
authentication properties. As exhibited in Fig. 3,
through testing the secret of plain message m,, or m;
and tokens U or E generated by SD{ or SD/, the se-
cret of key negotiated by both devices, and the
Alive, Weakagree, Nisynch, and Niagree of enti-
ties, respectively. The verification results in the
fifth column indicate that the verification passed,
and the sixth column further explains that the verifi-
cation result does not find an attack path within the
bounded query, i.e., the proposed DLLCA scheme is

secure.

[ Scyther results : verify X

Fig.3 Verified results of DLCA with Scyther during the

cross-domain authentication key negotiation phase

4 Performance Evaluation

In this section, we analyze the computational
and communication costs of the proposed scheme.
To further demonstrate the advantage of DLLCA in
consideration of performance, we compare with
four related schemes'*"'*"/. For the convenience of
expression, we call the scheme BASA in Ref.[4],
the scheme BCFA in Ref.[7], the scheme CPMA
in Ref.[12], and the scheme PACA in Ref.[14],
respectively. The experimental platform is com-
posed of an Intel 15-12500H CPU with 100 MHz
frequency, 16 GB RAM, and the operation system
is Ubuntu 22.04 in WSL. In order to compare the
computational cost of cross-domain authentication
schemes, evaluation of single cryptographic opera-
tion are simulated with the Miracl Core. For bilinear
pairings based cross domain authentication schemes
for IIoT, we use the 256-bit BarretoNaehrig curve.
For ECC based cross domain authentication
schemes for IIoT, we use SM2 elliptic curve public
key cryptography algorithm recommends curve pa-
rameter. For convenience, we define some nota-
tions about execution time as follows, and the oper-

ations and their overhead are listed in Table 4.

Table 4 Computational cost of cryptographic operations

Cryptographic operation Execution time/ms

T, 1.2523
Tty 0.243 2
T 0.649 4
Ty 0.0017
. 0.004 5
T 0.979 1
Ty 1.7027
T e 0.528 1
T 0.002 0

T, 0.001 0

T.. 0.001 2

T,,: The execution time of a bilinear pairing

operation ¢ (S, T'), where SE G, and T€ G..
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Tomivp: The execution time of a scale multipli-
cation operation x » P, related to the bilinear pairing,
where v € Zy and P, € G,.

Tomovp: The execution time of a scale multipli-
cation operation y« P, related to the bilinear pairing,
where y€ Zy and P, € G.,.

T\,aw: The execution time of a point addition
operation S, + S, related to the bilinear pairing,
where S;, S, € G,.

T,21,: The execution time of a point addition
operation T, -+ T, related to the bilinear pairing,
where Ty, T, € G,.

Tyt The execution time of an exponential
operation Q° related to the bilinear pairing, where
QeGrand z € Zy.

T.,: The execution time of a hash-to-point op-
eration related to the bilinear pairing where the hash
function maps a string to a point of G,.

Tneee: The execution time of a scale multiplica-
tion operation z+P related to the ECC, where
€ Z, and P€G.

Toieeet
operation S+ T related to the ECC, where
S, TeG.

T,: The execution time of a SHA256 hash

function operation.

The execution time of a point addition

T..: The execution time of AES-ECB encryp-
tion and decryption.

The computational cost and the communication
cost for all schemes were measured and presented in
Fig.4, and the calculation cost of a cross-domain au-
thentication represents the sum of the calculation
cost of each entity in the process of an authentica-

tion. Table 5 presents statistics of the cryptographic

1200
—— BASAY
£ 1000 [ — pACAM /
N | = BCFA" "
g 8T —“brca _—
- - 2] >
,%0 600 CPMA /
B 4001 .
[
% / .
| 200F : e
== ———
0 y— 1 L L ,
10 20 30 40 50
Number of authentication
(a) The computational cost
o
70 -
"%. == BASA"
2 O L pacam .
3 50 —BCFA” — .
S 40| — DLCA //
£ 5| ~ CPMA™ v
<
>3
g 20t
g /
E o] /
(3 0 1 1 1 1 J

10 20 30 40 50
Number of authentication
(b) The communication cost

Fig.4 The computational and the communication cost

comparison

operations consumed by each scheme during the
cross~domain authentication key negotiation phase.
The reason we do not consider the pseudonym man-
agement phase is that it can be executed at any time
when the device is idle and does not require real-
time. In the cross-domain authentication key negoti-
ation phase, BASA and BCFA are considered to be
executed by two devices in different domains, and
the calculation of PACA scheme involves four enti-
ties. CPMA is mainly performed by a device in a do-
main and gateways in ¢/ domains, we define /= >5.
Our proposed DLLCA consumes less computational
time than BASA, PACA and CPMA, with BCFA
consuming the least computational time. However,
BCFA, BASA and PACA do not provide data con-
fidentiality until the session key is established, and

DLCA always maintains data confidentiality.

Table 5 Comparison of computation cost

Scheme Computation cost/ms

BASA 2(Ty+ Tamy + Tty T Tyt + 2Ty + 2T e + T1) 2 10.331 2 ms
CPMA 5Ty, + 2+ 1) Toy +(20+ 7) Taprnys ¢= 52 20.617 1 ms

BCFA 24T gy eee + Thacee T 2T, + To. A 4.235 2 ms

PACA 2011 T e T 2T e + 7T, )22 11.640 2 ms

DLCA 2(7T e T Typpeee T 6T) + T 7.412 6 ms
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We assume that the length of the timestamp in-
volved in all relevant schemes is 4 bytes, and the re-
al identity of each entity is 4 bytes. Since the sizes of
p and ¢ are 32 bytes, then the element in G is
64 bytes and the length of element in ring Z, is
32 bytes. Since the length of the element in ring Zy
is 32 bytes, and the size of p is 32 bytes, then the
element in group G, is 64 bytes. The element in
group G, is 128 bytes. The communication cost of
related cross domain authentication schemes for
IIoT is presented in Table 6. DLLCA is less costly in
communication than BASA, CPMA and CPMA.
BCFA is the least expensive to communicate, but it

does not provide device anonymity.

Table 6 Comparison of communication cost

Scheme Communication cost/byte
BASA 1152
CPMA 968
BCFA 504
PACA 688
DLCA 604

5 Conclusions

In this paper, a domain-level anonymous cross-
domain authentication scheme based on blockchain
for industrial internet of things was proposed, which
we called the scheme DILCA. The consortium
blockchain provided a trusted platform for various
IIoT domains to share domain information and pa-
rameters. DLCA not only realized domain-level ano-
nymity of SD, but also considered that in order to
avoid a single point of failure, the public can trace
the real identity of the malicious pseudonym. DLLCA
achieved the desired authentication goal in BAN log-
ical proof and verifies the security of the scheme us-
ing Scyther. Because the pseudonym management
phase can be executed in advance, it does not need
to occupy network resources during cross-domain
authentication. In the cross-domain authentication
other

key negotiation phase, compared with

schemes in terms of communication cost and calcula-

tion cost, the proposed DLLCA scheme has advan-

tages.
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