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Abstract: The broadcast nature of wireless channels exposes communication links to intentional jamming, which is a
threat that will be exacerbated in 6G networks owing to dense spectrum reuse, massive connectivity, and space-air-
ground integration. Conventional physical-layer (PHY) countermeasures rely on accurate models and approximately
stationary jammer statistics, and their effectiveness degrades under adaptive and rapidly varying jamming. Artificial
intelligence (AI) relaxes these assumptions by learning detection rules and adaptation policies directly from signal,
spectrum, and interaction data. This survey provides a comprehensive review of Al-driven PHY anti-jamming
techniques, organized through a unified dual-axis taxonomy of learning paradigms and PHY functions. We first
present a unified jamming model and formulate the associated learning problem under distribution shift,
implementation constraints, and adversarial uncertainty. Six paradigm groups are then examined: Supervised deep
learning; deep reinforcement learning; transfer, meta, and continual learning; federated and distributed learning;
generative and self-supervised learning; and end-to-end learning with deep unfolding. Existing work is subsequently
organized by five PHY functions: jamming sensing, frequency-domain adaptation, spatial-domain suppression, link
adaptation, and cross-domain joint optimization. Finally, we discuss critical deployment constraints and validation
gaps, and identify research directions toward robust and standards-compliant anti-jamming solutions.
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0 Introduction

Wireless communication systems support mo-
bile broadband, satellite communications, unmanned
platforms, vehicular networks, and the industrial in-
ternet of things (1IoT)"". However, wireless chan-
nels are inherently open and shared, exposing com-

munication links to jamming attacks'”.

Emerging
trends toward dense spectrum reuse, massive con-
nectivity, and space-air-ground integration will fur-

ther increase the dynamics and uncertainty of future
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networks?,

Physical-layer (PHY) anti-jamming
techniques exploit waveform, frequency, power,
and spatial degrees of freedom to sustain reliable
transmission under jamming, thereby improving
communication availability and resilience in complex
electromagnetic environments'*®,

As illustrated in Fig.1, PHY anti-jamming has
evolved from single-domain processing toward adap-
tive multi-domain design. Classical schemes are
rooted in model-based signal processing. Spread-

spectrum communications, established in the semi-
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Fig.1 Evolution of PHY anti-jamming

nal work in Refs.[3-4] , provide processing gain
against narrowband and partial-band jammers by
spreading signal energy over a bandwidth much larg-
er than the information rate. At the receiver, Ket-
chum et al.'" developed adaptive algorithms that es-
timated and excised narrowband interference in
pseudo-noise spread-spectrum systems, which be-
came the basis for interference-suppression filtering.
In the spatial domain, adaptive antenna arrays'’’ and
linearly constrained adaptive beamforming'” enable
null steering that preserves gain toward the desired
user while suppressing energy arriving from the jam-
mer direction. In the power domain, the uplink pow-
er-control framework in Ref.[8] shows how trans-
mit power can be adapted to maintain a target signal-
to-interference-plusnoise ratio (SINR). These con-
ventional schemes are interpretable and effective
when jammer characteristics and channel statistics
are known and approximately stationary. Their ef-
fectiveness may nevertheless degrade under model
mismatch, rapidly varying or adaptive jamming, in-
accurate state estimates, and limited spectral or spa-
tial degrees of freedom. Spread spectrum in particu-
lar costs bandwidth and tightens synchronization re-
quirements'’.

Cognitive radio and dynamic spectrum access
subsequently introduced radio-environment aware-
ness and adaptive spectrum management into wire-

1121 Mitola et al."' intro-

less anti-jamming design*
duced cognitive radio on software-defined radio
(SDR) platforms, and Haykin''"' formalized it as a

radio that sensed its electromagnetic environment

and adjusted its operating parameters accordingly.

Classical energy detection'"

[14]

and cyclostationary fea-
ture detection ™ were adopted as the sensing front
end of such architectures, supporting spectrum
awareness and opportunistic access''”’. Building on
this awareness, game-theoretic anti-jamming meth-
ods model the interaction between the legitimate us-
er and the jammer as a zero-sum, Stackelberg, or
stochastic game and solve for equilibrium strate-
gies' "' However, these formulations require a pri-
ori knowledge of utility functions, state-transition
models, and channel gains. The resulting strategies
degrade under model mismatch, and equilibrium
computation becomes intractable as the state and ac-
tion spaces grow' "',

Artificial intelligence (AT)-based methods ex-
ploit received signals, spectrum observations, and
interaction data to extract jamming features and
learn anti-jamming policies. Han et al."™ provided
an early demonstration of deep Qnetwork (DQN) -
based joint frequency- and spatial-domain anti-jam-
ming decisions. In parallel, O’Shea et al."""’ estab-
lished a broader framework for deep learning (DL)
in PHY signal processing and end-to-end transceiver
design. Liu et al.'® then learned channel-selection
policies directly from spectrum-waterfall observa-
tions, without an explicit model of the jammer dy-
namics. Erpek et al.'”' applied DL to both jamming
attacks and mitigation, incorporating learned signal
classifiers into the attack-defense process. Subse-
quent work broadened Al-driven anti-jamming be-

yond single-node DI and reinforcement learning
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(RL). Federated learning (FL) enabled collabora-
tive jamming detection without collecting raw local

observations at a central node?

. Learning-based
control of reconfigurable intelligent surfaces (RISs)
extended adaptation to the propagation environment
through joint power allocation and reflection beam-

forming

23]

. Generative Al was combined with deep
reinforcement learning (DRL) to reconstruct incom-
plete spectrum observations before channel ac-

J[24]

cess”™ , and distributed few-shot learning recog-

nized new jamming types from a small number of la-

beled samples'*”

. Al-driven PHY anti-jamming ex-
tends conventional PHY design by introducing data-
driven sensing, decision-making, and adaptive opti-
mization.

Existing surveys have addressed Al-driven
PHY anti-jamming, but with varying scope > *".
Table 1 compares these surveys with our work in
terms of their coverage of Al paradigms and PHY

functions. Pirayesh et al.'”

reviewed jamming at-
tacks and countermeasures in WILLANSs, cellular net-
works, cognitive radio networks, vehicular net
works, and other wireless systems. Their work was
organized mainly by network type, and Al was not

its primary focus. Jia et al.'™

reviewed game-theo-
retic and RLL methods for frequency selection, pow-
er control, spatial processing, and joint multi-do-
main decisions, but gave limited attention to super-

vised DL, FL, generative AI, and end-to-end

PHY learning. Luong et al.””" surveyed DRL for
communications and networking, treating anti-jam-
ming as one application rather than developing a tax-
Khalek

reviewed machine learning (ML) for cogni-

onomy for PHY antijamming. Abdel
et al.’™
tive radio, with emphasis on spectrum sensing,
spectrum management, and modulation recognition.
Lu et al.”” surveyed RL for PHY and cross-layer
security in 6G. Anti-jamming was one of several top-
ics, alongside secure communications, authentica-

tion, and privacy protection. Zhao et al.”™”

surveyed
generative Al for PHY security, including commu-
nication availability, resilience, and data augmenta-
tion, but did not systematically cover the full range
of Al-driven PHY anti-jamming techniques. L.ohan
et al.”! surveyed AI- and ML-based methods for in-
tentional jamming detection and mitigation, as well
as unintentional interference management, across di-
verse 5G-and-beyond network scenarios. Their sur-
vey covers supervised learning and DRIL., together
with selected applications of transfer learning, FL,

1.72) reviewed the

and generative models. Zhou et a
evolution from adaptive to intelligent communica-
tion anti-jamming, covering jamming sensing and
adaptation across the frequency, power, rate, and
spatial domains. Their review emphasizes RL/DRL-
based anti-jamming and also discusses transfer learn-
ing, FL, and GAN-based approaches. Overall,

these studies have established important theoretical

Table 1 Comparison with related surveys
) Pi- . Abdel .
Comparative . Jia  Luong Lu Zhao Lohan Zhou  This
. Comparative method rayesh o .. Khalek ” . ) -
item L, 2025 2019 o 2023%7 20258 202450 2024 work
2022" 2024
Supervised DL O X X Vv X X Vv O Vv
Part A DRL O Vv Vv Vv Vv X Vv v Vv
art A:
Transfer/meta/continual-learning X O X O O X O O Vv
Coverage of
' FL X X X Vv O O O O Vv
Al paradigms
GenAl X X X X X v O O v
E2E learning X X X X X O X X v
Jamming sensing Vv O O Vv O Vv 4 4 4
Part B:
’ Frequency-domain adaptation Vv 4 O O O X Vv 4 v
Coverage of ) ) )
Spatial-domain suppression Vv O X X v O O Vv Vv
PHY tech- ) ) ,
. Link adaptation Vv 4 @) O O O 4 Vv Vv
niques
Cross-domain joint optimization X O X X O O O 4 Vv

Note:  denotes yes; O denotes partial; X denotes no.
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foundations and methodological frameworks for
wireless jamming threat analysis, cognitive spec-
trum access, and learning-driven security mecha-
nisms. Nevertheless, a comprehensive framework
that jointly encompasses the dominant AT paradigms
and essential PHY anti-jamming functions has yet to
be systematically investigated.

In this survey, PHY antijamming denotes
sensing and adaptation whose main observations,
actions, or objectives concern waveforms, spec-
trum, power, spatial processing, coding, or trans-
ceiver operation. Higher-layer studies are included
only when directly coupled with these PHY deci-
sions. Attacks on the Al model are discussed when
they affect the robustness of PHY sensing, control,
or collaborative learning. The main contributions of
this survey are as follows.

(1) We propose a comprehensive dual-axis tax-
onomy based on Al paradigms and PHY functions,
which represent learning mechanisms and optimiza-
tion targets, respectively. The Al paradigms in-
clude supervised DL, DRL, transfer and meta-
learning, FL, generative Al, and end-to-end learn-
ing, among others. The PHY functions include jam-
ming sensing, frequency-domain adaptation, spatial-
domain suppression, link adaptation, and cross-do-
main joint optimization. This taxonomy provides a
unified basis for comparing existing studies and iden-
tifying well-studied areas and underexplored inter-
sections.

(2) We analyze different AT methods for typical
PHY antijamming functions, including jamming
sensing, frequency-domain adaptation, spatial-do-
main suppression, link adaptation, and cross-do-
main joint optimization. The analysis compares the
input information, output decisions, operating con-
ditions, performance metrics, and implementation
overhead of different methods, thereby clarifying
how individual Al paradigms support specific anti-
jamming functions.

(3) We examine six representative deployment
scenarios, including military and tactical links, sat-

ellite and non-terrestrial networks, 5G/6G cellular

systems, UAV and swarm networks, IoT and
IIoT, and vehicular and V2X communications. We
then compare their requirements for latency, com-
puting resources, multi-node cooperation, and stan-
dards compatibility.

The remainder of this paper is organized as fol-
lows. Section 1 introduces jamming models and the
major learning paradigms. Section 2 reviews recent
advances according to key PHY anti-jamming func-
tions. Section 3 discusses deployment consider-
ations and cross-scenario design patterns. Section 4
concludes the paper and outlines future research di-

rections.

1 Jamming Models and Learning

Paradigms

This section presents the signal model and jam-
ming taxonomy, formulates Al-driven PHY anti-
jamming as a unified learning problem, and catego-
rizes existing methods into six learning paradigms.
For each paradigm, we discuss its functional role,

mathematical formulation, and inherent limitations.
1.1 Jamming signal models and taxonomy

1.1.1 Unified jamming signal model and perfor-
mance metrics

A jammer degrades a wireless link by transmit-

ting an intentional interference waveform toward the
victim receiver. The received signal at the victim re-
ceiver under a baseband equivalent model is given by

y() =P, h () x(2)+ JP; b (1) j(1)+ w(z)

(1)

where x(7) and j(z) denote the unit-power desired
and jamming signals, respectively, and P, and P;
denote their transmit powers; w(7) represents addi-
tive white Gaussian noise (AWGN)!Z#3 . and
h.(¢)and h;(¢) are the channel impulse responses of
the desired-signal and jamming links, respectively.
Let S=P.E{|haf}, J=P,E{lhj}, and ¢.=
E {|w['} denote received desired-signal, jamming,
and noise powers, respectively, where E(+) de-
notes the expectation operator. The jamming-to-sig-

nal ratio (JSR) and jamming-to-noise ratio (JNR)
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can be expressed as
JSR =J/S,INR = J/5 (2)
The corresponding SINR is given by
SINR =S/(J+ ¢2) (3)
1.1.2 Jamming taxonomy and intelligence levels
Jamming 1s commonly characterized in the
spectral, temporal, and spatial domains, together
with the jammer’s degree of adaptivity.
(1) Spectral domain: Narrowband jamming
concentrates power within a small portion of the sig-
nal bandwidth,

band-limited noise. It can be suppressed by notch fil-

typically in the form of a tone or

tering or avoided through frequency hopping when
interference-free channels are available. Partial-band
jamming occupies part of the communication band,
requiring a balance among processing gain, spectral
efficiency, and the remaining usable spectrum.
Wideband barrage jamming covers most or all of the
communication band and leaves little scope for spec-
tral avoidance.

(2) Temporal domain: Continuous jamming
remains active during transmission and persistently
reduces the received SINR. Pulsed jamming occurs
intermittently with a certain duty cycle and can be
timed to disrupt specific symbols, time slots, or
control signaling. Sweep jamming scans a narrow-
band waveform across the operating band and is par-
ticularly disruptive to fixed-frequency and slow-fre-
quency-hopping systems. Reactive jamming is trig-
gered by detected communication activity and can

selectively target packets, pilots, or control signal-

ing, making it more difficult to predict and avoid.

(3) Spatial domain: Jammers may radiate om-
nidirectionally or directionally, track a moving re-
ceiver with a steerable beam, or operate coopera-
tively across multiple transmitters. Omnidirectional
jamming relies mainly on transmit power, whereas
directional and beam-tracking jamming concentrate
energy toward the target receiver. Coordinated jam-
mers can jointly exploit spatial, spectral, and tem-
poral resources. In multi-antenna systems, jammer
geometry and angular separation affect the effective-
ness of spatial nulling, beam selection, and jammer
localization.

(4) Jammer adaptivity: Jammers may be stat-
ic, adaptive, or learning-enabled. Static jammers
follow predefined waveforms, frequencies, power
levels, or duty cycles and are commonly addressed
by spread-spectrum, filtering, or array-processing
techniques. Adaptive jammers modify their trans-
mission parameters in response to observed commu-
nication behavior, for example by tracking a fre-
quency-hopping pattern. Learning-enabled jammers
can infer the legitimate system’ s anti-jamming re-
sponse and optimize their policies to maximize link
disruption. When both sides adapt, anti-jamming be-
comes an adversarial sequential decision problem.
1.1.3 Unified learning problem formulation

As shown in Fig.2, Al-driven PHY anti-jam-
ming can be formulated as learning a parameterized
mapping from observations to task outputs under

partial observability, distribution shift, deployment
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Fig.2 Unified learning formulation and six Al paradigms for PHY anti-jamming
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constraints, and adversarial jamming. The observa-
tion space @ may include in-phase/quadrature (1/
Q) samples, short-time Fourier transform (STFT)
spectrograms, spectrum waterfall plots, array sam-
ple covariance matrices, SINR histories, acknowl-
edgment/negative-acknowledgment (ACK/NACK)
feedback sequences, and observations from multiple
nodes. The output space is defined as Z=YU A,
where ) contains perception outputs, such as jam-
mer-presence and jammer-type labels or parameter
estimates, and A contains control actions, such as
channel selection, frequency-hopping patterns,
transmit power, beamforming weights, RIS phase
shifts, modulation and coding scheme (MCS) selec-
tion, spreading factors, and waveform selection.

Let €€ E denote the jammer strategy, distrib-
uted according to pz(&). The resulting observation
distribution during deployment is puguy (0|€). The
task utility U (-, £) may represent throughput, reli-
ability, or energy efficiency for control tasks, or the
negative loss for perception tasks. The implementa-
tion cost C(+) accounts for inference latency, model
size, communication overhead, and energy con-

sumption. A general learning objective is
0" = arg max E.,E, ., lU(f(0)&)]
s.t. C(fy)<< Cpu

(4)

where f;: O — Z is the parameterized mapping to be
learned. In practice, ¢ is estimated from finite data
or interaction trajectories drawn from a training dis-
tribution p.., which may differ from the deploy-
ment distribution pgqu,y. For a given jammer strategy
&, Daioy (0l€) s the conditional observation distribu-
tion induced by the link and measurement process.
The outer expectation averages over jammer strate-
gies, and the inner expectation over observations
conditioned on each strategy. For sensing tasks, U
is the negative classification or estimation loss, so
the same maximization applies to sensing and con-
trol.

These challenges motivate six learning para-
digms. Supervised DL extracts discriminative fea-

tures from high-dimensional observations. DRL

learns sequential control policies under unknown
system dynamics and partial observability. Transfer
learning, domain adaptation, meta-learning, and
continual learning address distribution shift and ad-
aptation to new environments. Federated and distrib-
uted learning support collaborative training with de-
centralized data and restricted data sharing. Genera-
tive AT and self-supervised learning (SSL) reduce
dependence on scarce labeled jamming data and
learn reusable RF representations. End-to-end learn-
ing and deep unfolding address joint optimization

across coupled transceiver functions.
1.2 Supervised DL for perception

Supervised DL learns a mapping from observa-
tions to target outputs using a labeled dataset D =
{(0;, y:)}I_1, where o, may contain I/Q samples,
spectrograms, or covariance matrices, and y, may
specify jamming presence or type, modulation
class, bandwidth, or duty cycle. A standard training
objective is

1w
mineNZE(fg(o,-),yf)+ AR(0) (5)
where N denotes the total number of labeled train-
ing samples, f; a parameterized neural network, £ a
classification or regression loss, and R a regulariza-
tion term.

O’ Shea et al."™ introduced an early convolu-
tional benchmark for modulation recognition from I/
Q samples using the RadioML dataset. O’ Shea et
al.'” further presented DL as a general tool for
PHY modeling and transceiver processing. Subse-
quent over-the-air (OTA) studies showed that deep
models can learn modulation- and channel-depen-
dent features directly from measured signals"*®. Er-

1 [21]

pek et a examined both learning-based jamming

attacks and defenses, highlighting the role of
learned signal representations in jammer detection
and mitigation.

With sufficient labeled data, supervised models
can learn discriminative features directly from raw

waveforms or time-frequency representations, re-

ducing reliance on hand-crafted features. However,
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most studies assume a closed set of known jamming
classes. Their performance may thus degrade when
previously unseen jamming waveforms or jammer

strategies appear during deployment.
1.3 DRL for sequential control

DRL formulates sequential anti-jamming con-
trol as a Markov decision process (MDP) or a par-
tially observable Markov decision process (POM-
DP). Typical tasks include channel selection, fre-
quency-hopping control, transmit-power adjust-
ment, and beam switching. At time 7, the agent ob-
serves the state s, in an MDP or an observation o, in
a POMDP, selects an action «,, and receives a re-
ward 7, based on link performance. The objective is

= arg max,rE,{i y’r,} (6)
=0

where y €[ 0, 1) is the discount factor that balances
immediate and long-term rewards.

DQN,
(DDPG) , soft actor-critic (SAC) , and proximal

deep deterministic policy gradient
policy optimization (PPO) provide standard algo-
rithmic foundations for anti-jamming control with
[37-40]

. Han et al.['®

discrete or continuous action spaces
formulated joint frequency and spatial anti-jamming
decisions as a DRI problem, demonstrating the fea-
sibility of model-free control under unknown jam-
ming conditions. Subsequent work adopted spec-
trum waterfall observations to learn channel-selec-
tion policies directly from spectral measurements'®”’.
Luong et al.'*" provided a broader review of DRL
applications in communication and network optimi-
zation.

DRL can learn sequential control policies with-
out an explicit model of jammer dynamics. Howev-
er, it generally requires extensive interaction and is
therefore often trained in simulation. Policies
learned in simulation often degrade under mis-
matched channel conditions, hardware impair-
ments, feedback delays, or jammer behaviors,
which remains a persistent obstacle to practical de-

ployment"*"'.

1.4 Transfer, meta, and continual learning for

adaptation across domains, tasks, and time

In PHY antijamming, models trained under
one set of channel, jammer, frequency, or hard-
ware conditions may degrade when deployed under
another. Transfer learning and domain adaptation
primarily address this cross-domain mismatch. Meta-
learning enables rapid adaptation from a small num-
ber of samples or interactions, whereas continual
learning supports sequential model updates while
preserving previously acquired knowledge > %/,

Transfer learning reuses representations or
model parameters learned in a source domain to im-
prove learning in a related target domain. Domain
adaptation further reduces the distribution discrepan-
cy between the two domains. Let D™ and D* de-
note the source- and target-domain datasets. For an
unlabeled target domain, a common feature-based
adaptation objective is

min, L, (D™;0)+ Ad (¢, (D™),$,(D*)) (7)
where ¢, is the learned feature mapping and d (s, *)
measures the discrepancy between source- and tar-
get-domain representations. Common choices in-
clude maximum mean discrepancy, adversarial do-
main loss, and distances between feature statistics.

Meta-learning aims to learn model parameters
that can be adapted rapidly to a new task. Model-ag-
nostic meta-learning (MAML), for example, learns
an initialization that requires only a small number of
gradient updates'™’. For a task T,~p(7 ), a one-
step update can be written as

0/=0—aV,L7" (0)
~ (g (8)
min T,;T)ET' (a)
where £7" and L are evaluated on the support and
query sets, respectively. Few-shot learning is a rep-
resentative application setting in which only a small
number of labeled examples are available for each
new class or task. Metric-hased and meta-learning
methods have been applied to the identification of
previously unseen jamming types under this set-

ting'

25]

. Continual-learning methods such as elastic

weight consolidation (EWC) reduce catastrophic
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forgetting by penalizing changes to parameters that
are important to previously learned tasks .

These methods explicitly account for adapta-
tion across domains or tasks. They are effective
when source and target domains share transferable
structure, and the meta-training tasks adequately
represent deployment conditions. Large domain mis-
match may still lead to negative transfer or unstable

adaptation.

1.5 Federated and distributed learning for col-

laboration

As antijamming systems move from single-
node processing to multi-node coordination, federat-
ed and distributed learning provide a basis for collab-
orative jamming sensing, spectrum modeling, and
policy learning**"'. FL trains a shared model
through local optimization and model aggregation
without collecting raw 1/Q samples or local observa-
tions at a central server.

Consider a system with K nodes. Node % holds
a local dataset with N, samples and a local objective

F.(0), and the total number of samples is N =
K
ZNk' The global objective and weighted aggrega-

=
tion rule are
mainF(ﬁ);K:lZ:;Fk(ﬁ), ezxe ©)
where 0, "' denotes the locally updated model at 4.
FedAvg alternates local stochastic-gradient up-
dates with server-side weighted averaging'*’'. Fed-
Prox adds a proximal term to improve convergence
under system heterogeneity and non-1ID data™*.
OTA FL exploits the superposition property of
wireless multiple-access channels to aggregate ana-

[49

log model updates'*”. Byzantine-robust aggregation

methods reduce the influence of abnormal or mali-
cious client updates ™.

FL can leverage complementary observations
across multiple nodes without centralizing raw data.
In practice, however, its performance is limited by
communication overhead, system heterogeneity,
and non-IID local data. In anti-jamming deploy-

ments, the wireless links used to exchange model

updates may themselves be jammed, while compro-
mised clients may submit poisoned local updates

50]

that corrupt the global model'
1.6 Generative and SSL for data efficiency

Generative Al and SSL. address data efficiency
in PHY anti-jamming. Generative Al learns the dis-
tributions of wireless signals, channel responses, or
jamming waveforms and leverages them to augment
training sets or emulate difficult operating condi-
tions. SSL instead constructs learning objectives
from unlabeled RF observations to learn representa-
tions that can be transferred to downstream tasks.

Generative adversarial networks (GANs) train
a generator G and a discriminator D through the fol-
lowing minimax objective™"’.
min max {E, ., [InD(x)]+

1N mé

E_[h(1—D(G()N]}  (10)
where pu.. denotes the training-data distribution,
and p. the prior distribution of the latent variable z.
Davaslioglu et al."™ adopted GAN-based data aug-
mentation and domain adaptation for spectrum sens-
ing, generating additional training samples from lim-
ited observations and adapting them to changing
spectrum  conditions.  Variational —autoencoders
(VAEs) learn probabilistic latent representations
and can be used for signal reconstruction and anoma-

9. Diffusion models learn complex sig-

ly detection
nal distributions through a forward noising process
and a learned reverse denoising process”. They
provide a flexible framework for wireless signal gen-
eration, data-driven channel modeling, and jam-
ming-waveform synthesis. A broader review of gen-
erative Al for PHY communications is provided in
Ref.[55].

SSL. learns transferable RF representations
through objectives such as contrastive learning'”* "
and masked reconstruction™. In anti-jamming appli-
cations, pretext tasks can be constructed using phys-
ically meaningful signal transformations, such as ad-
ditive-noise perturbation, carrier-frequency offsets,

and time-frequency masking. The pretrained model

can then be fine-tuned for downstream tasks such as
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jamming recognition and spectrum occupancy esti-
mation.

These approaches reduce dependence on la-
beled data only when the generated samples and self-
supervised transformations preserve the signal char-
acteristics relevant to the downstream task. GANs
can be difficult to train and may suffer from mode
collapse, whereas diffusion models generally incur
substantial sampling cost because of iterative denois-
ing.

1.7 End-to-end learning and deep unfolding

for joint optimization

End-to-end learning models the transmitter,
channel, and receiver as a single computational
chain and jointly optimizes the trainable transmitter
and receiver for an end-to-end objective. Let m de-
note the input message distributed according to pu,
gy, denote the transmitter mapping, and A, denote
the receiver mapping. The transmitted signal is x =
gs,(m), and the received signal follows the condi-
tional distribution p( ylr ), which accounts for chan-
nel distortion, noise, and jamming. A standard
training objective 1s

min, , E"
0.0k ymp(.g,/‘(m)

)[ﬁ(/lak(y),m)] (11)

The transmitter output is typically normalized
or constrained to satisfy a prescribed average-power
budget. Under jamming, analytical jammer models,
simulated jamming waveforms, or measured sam-
ples can be incorporated into p( ylr), allowing the
transmitter and receiver to adapt jointly to the in-
tended operating conditions. O’ Shea et al."""’ intro-
duced the autoencoder formulation for joint trans-
ceiver learning. Aoudia et al."™ subsequently devel-
oped model-free training methods for systems with
unknown or non-differentiable channels.

Deep unfolding follows a model-driven design.
It maps a fixed number of iterations of an existing al-
gorithm to network layers and replaces selected al-
gorithm parameters, such as step sizes, thresholds,
filter coefficients, or regularization weights, with

60

trainable parameters®’. If the original iterative up-

date is written as G(u'"; 9), an L-layer unfolded

network can be expressed as

W' =gGu"%0,) (=0,1,---L—1 (12)
where @, denotes the trainable parameters of layer £.
In PHY antijamming, deep unfolding can be ap-
plied to interference cancellation, sparse signal re-
covery, iterative detection and decoding, and beam-
forming. The resulting network retains the structure
of the underlying algorithm while learning parame-
ters suited to the target data and operating condi-
tions.

End-to-end learning can capture interactions
among transceiver blocks that are difficult to opti-
mize separately. Its performance may degrade when
the channel and jammer distributions used for train-
ing do not reflect deployment conditions. A fully
learned architecture may also be difficult to align
with standardized transceiver interfaces. Deep un-
folding retains the structure of the underlying itera-
tive algorithm and is therefore often easier to inter-
pret and integrate into existing implementations. Its
expressiveness, however, remains constrained by
the selected iterative algorithm and trainable parame-

terization.

1.8 Comparative summary of learning para-
digms

The six paradigms address distinct bottlenecks
in Al-driven PHY anti-jamming and can be com-
bined in hybrid designs.

As shown in Fig.3, the number of publications
increased markedly after 2020. DRL accounts for
the largest body of work, consistent with its broad

use in sequential anti-jamming control, while trans-

100 -
Supervised DL

| ™= DRL
B Transfer/meta/continual learning
| mm Federated/distributed learning
m Generative AI/SSL
mm End-to-end/deep unfolding

Number of publications
T )
=] (=) (=]

[3S]
[=]
T

(=]
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2026 : Partial-year data
Fig.3 Annual publication trends of Al paradigms for PHY

anti-jamming
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fer learning, meta-learning, and continual learning
have grown particularly rapidly in recent years. Su-
pervised DL emerged relatively early, but its annual
publication count has leveled off after a period of
rapid growth. Federated and distributed learning,
generative Al, and SSL remain less prevalent but
have also expanded in recent years, whereas end-to-
end learning and deep unfolding constitute the small-
est paradigm group.

Table 2 summarizes the typical role, main
training requirement, and principal limitation of

each paradigm. Supervised DL relies primarily on la-

beled RF data, whereas DRL shifts the training bur-
den to interaction with the environment. Adaptation
methods reduce target-domain data requirements
but depend on transferable structure across domains
or tasks. Federated and distributed learning incur
communication overhead and face non-1ID data and
security risks. Generative and self-supervised meth-
ods depend on the fidelity of the learned or generat-
ed signal representations. End-to-end learning and
deep unfolding support joint transceiver optimization
but remain constrained by model assumptions and

implementation compatibility.

Table 2 Typical roles and limitations of AI paradigms for PHY anti-jamming

Paradigm Primary role

Main training requirement

Main limitation

. Jamming sensing, classifica-
Supervised DL . ’ . .
tion, and parameter estimation

DRI Sequential channel, power,
’ frequency, and beam control

Transfer/meta/ Adaptation across domains,

continual learning tasks, and time
Federated/distributed

learning

Collaborative learning with
decentralized observations

. . Data augmentation and RF
Generative AI/SSL . .
representation pretraimning

A differentiable or simulatable link

End-to-end learning/ . . L
. Joint transceiver optimization
deep unfolding

Labeled RF observations

Interaction trajectories and reward

Source-domain data and limited
target or task data
Local training data and repeated

model or gradient exchange

Unlabeled RF data and physically
meaningful training objectives

model, or an underlying iterative

Closed-set assumptions and sensi-
tivity to distribution shift
Low sample efficiency and
feedback sim-to-real mismatch
Negative transfer, unstable
adaptation, and forgetting
Non-1ID data, communication
overhead, and poisoning attacks
Limited physical fidelity and high
generation cost
Model dependence and limited
compatibility with standardized

algorithm transceivers

2 Anti-jamming Functions: Recent

Advances

This section reviews recent advances in Al-
driven jamming sensing, frequency-domain adapta-
tion, spatial-domain suppression, link adaptation,
and cross-domain joint optimization. To clarify the
inclusion boundary, Sections 2.3—2.5 distinguish
studies that directly address intentional jamming
from related enabling studies that provide relevant
PHY techniques but do not constitute direct anti-
jamming evidence. The numerical results in Tables 3
to 7 are within-study evidence, obtained under the
operating conditions of their source references.
Across the reviewed literature, the jammer models,
action

channel conditions, observation lengths,

spaces, reward definitions, hardware assumptions,

and system parameters all differ. Different PHY
functions also use different metrics. Jamming-sens-
ing studies report detection or classification accuracy
and related recognition metrics as functions of JSR
or JNR. Frequency-domain adaptation emphasizes
throughput, successful access, and convergence
speed. Spatial-domain suppression is evaluated by
SINR, spectral efficiency, and outage probability.
Link adaptation focuses on throughput, reliability,
power consumption, and convergence. Cross-do-
main optimization adopts task-specific measures
such as sum rate, transmission success rate, or joint
utility. The quantitative values in Tables 3 to 7
therefore show how representative methods perform
against their own baselines within the original set-
tings, not how they rank against each other across

studies.
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Table 3 Representative work on AI-driven jamming sensing and recognition

Representative

Method Task Main result Validation and limitation
work
Temporal-spatial ~ GNSS jamming detec-  97.76%/95.39% accuracy; Public and self-constructed da-
TSFANet

CNN

Real-time jamming de-

Private-5G ~ Computer vision on

classifier spectrograms .
tion
Multidomain-  Time-frequency Classification of sig-
former transformer nal- jamming mixtures

WDCGAN-SA +
WDCGAN-SA .
C-ResNet classification

Masked

ACSF-TMAE  self-supervised . .
tion learning

pretraining

tion and classification

Small-sample jamming

1.007 X 10° parameters

Online classification of three

tection and classifica-

jamming types

2%—3% gain over a classical
Transformer for JISR<C10 dB
Accuracy at JNR=10dB in-

with 90 synthetic samples per
class

Generic RF representa- Improves label-efficient classifi-

cation across four RF datasets

Greater than 97.5% accuracy

Known-class classifica-

GAN-based

on known classes and greater
than 92.5% on unknown
classes for JSR>—2dB

88.1% normalized accuracy at

JSR=10dB

Faster convergence and better

post—change recognition than

FedAvg and other baselines

True-positive rate of 0.989 4

creases from 79.37 % t0 96.01 %

tasets; GNSS-specific

Private-5G testbed; limited

class and scenario coverage

Controlled measured link; limit-
ed signal and channel diversity

Simulated six-class dataset;
synthetic-to-real fidelity not
evaluated

Not jamming-specific; offline
dataset evaluation

Simulation; results depend on
constructed unknown classes

Two-ray airto-ground simula-
tion; scenario-specific
Simulation; assumes labeled lo-

cal data and a central aggregator

Simulated 3D network with
81 000 synthetic time-frequency
samples; 73.28 MB model

Table 4 Representative work on AI-driven frequency-domain adaptation

Main result

Validation and limitation

JCGAN . tion and unknown-
open-set classifier o
class rejection
ARPL-UAV I'QesNe't + adver'sar* Opeﬁ*set UA\'/'jam*
ial reciprocal points ming recognition
SPFI Self-adaptive per- Distributed recognition
’ sonalized FL. under non-1ID data
Federated . . . .
. FL+VIT-LSTM- Smart jammer detec-
VIiT-LSTM- .
VAE tion
VAE
R sentati
cpresentative Method Main task
work
Spectrum-waterfal Dynamic channel
DQN .
1 DQN selection
GAN-enhanced GAN*b.ased C.har.mel access
completion+  with incomplete
spectrum access .
DQN sensing

DQN-+spectrum DQN + auxilia-  Fast adaptive

prediction ry prediction channel access
L Fast
AFS-based Multi-action ( a%h )
requency-hoppin
MA-DRQN DRQN AUEney MOPPIng
control
Independent Distributed chan-

Hybrid-reward . .
multi-agent nel selection and

frequency reuse
DQN frequency reuse

St -gui
ackelberg-guid Joint channel and
ed channel selec-

tion + DDPG

HLASG-DDPG
power control

Rapi .
MAML-assisted apid adaptation

PPO

Meta-PPO of channel and

power decisions

Learns an anti-jamming access
policy directly from
spectrum-waterfall observations
Outperforms conventional DQN
and interpolation-assisted DRL un-
der missing spectrum observations
Up to 70% fewer training epi-
sodes and 10% higher throughput
than DRL/NE-based methods un-
der intelligent jamming
Outperforms conventional FFH
and single-action DQN under pas-
sive and active jamming
Achieves stable convergence with-
out inter-user control exchange un-
der sweep and comb jamming
Achieves the highest throughput,
outperforming HLASG-PPO by
6.7% and no-power-optimization
schemes by 17.0%
Reduces convergence time by
60% versus PPO and nearly 80%
versus DQN

Simulation; discrete channel
actions and limited deployment
evidence
Simulation; depends on the
missing-data model and offline
GAN training

Simulation with fixed-mode and
DRIL-based jammers

Simulation; requires rapid
full-band sensing and synchro-
nized AFS updates
Simulation; assumes local spec-
trum sensing and fixed scenario

models

Multi-UAV simulation; spans fre-
quency and power domains

Random-sweep-jamming simula-
tion; limited meta-training task
distribution
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Table 5 Representative work on AI-driven spatial-domain suppression
Representative . S S
P K Method Main task Key result Validation and limitation
worl
. At P;,=42 dBm, effective SE is . . .
Select MU-MIMO simulation; approxi-

LLSTM-based

. null-space-estimation
deep dueling Hep sumatl

Adaptive nulli- .
P and data durations un-

fication Q-learning in a

. der time-varying cor-
POSMDP

related jammers

Joint BS beamform-
ing and RIS phase/
codeword selection
for max-min SINR

Alternating op-
timization and
SAC-based
DRL

RIS max-min
anti-jamming

Deep-unfolded ~ Wideband receive

approximately 6.0 bit/s/Hz, ver-

sus 5.4 for a heuristic rule and 2.6
for fixed allocation; outage is ap-

proximately 0.055, versus 0.108

for fixed allocation

At aBS power of 30 dBm and a

normalized jammer-channel esti-
mation MSE of 0.1, DRL
achieves a minimum SINR of
12.5dB, versus 11.6 dB for opti-
mization

At 30 dB input SNR and 2° DoA

error, output SINR is approxi-

mate values read from the report-
ed curves; assumes a structured

frame, observable link-quality fea-
tures, and a bounded action set

Multi-user RIS simulation; ideal
reflecting elements and predefined
codebooks; assumes temporally
correlated CSI; no hardware or
OTA validation

Synthetic wideband-array simula-
tion; generic interference suppres-

RAWBB- wideband LC-  beamforming under . . . .
DUNet MV /Frost  steering and array mis- mately 25 dB, versus approxi-  sion rather than jammer-specific
) ) &1 yme mately 14 dB for Frost and CNN  communication; no link-level or
beamformer match . .
baselines OTA validation
Table 6 Representative work on AI-driven link adaptation
Representative . . S o
" Method Adapted variables Main result Validation and limitation
wor
L Throughput-and energy-oriented IEEE 802.11ac simulation with
RL rate-power Transmission rate : . .
RL agents outperform Minstrel in one or two jammers; no OTA
control and power . . S
the corresponding objectives validation
UCB-Q UCB-assisted Sub-band and Faster convergence and higher Direct- anti*j-amming simulation;
. . . average throughput than the predefined discrete sub-band and
NC-OFDM Q-learning transmission rate
compared schemes rate sets
CNN -+ parallel F d Nearly 90% higher normalized Movi v ol
. requency an oving reactive-jammer simula-
Parallel DRL decision net- dueney throughput under a 60 dBm mov- & ! "

spreading factor
works

Constrained .
o r.qme MCS and transmit
DRL with La-
power

grangian updates

CDRL-JAMCPS

Multi-agent Blocklength and

MA-DQN URLLC

DQN transmit power
Rate and power
PPO XP-HARQ PPO across XP-HARQ

rounds

ing reactive jammer
FER-compliance ratio above
85% under dynamic interference
conditions
Sum-rate gains of 37.19% over
a greedy scheme and 13.05%
over Q-learning
Reduces long-term transmit
power while satisfying latency

and reliability requirements

tion; no OTA validation

Coexistence interference from sec-
ondary transmitters, not mali-

cious jamming
General UAV-assisted URLLC

simulation; no intentional jammer

FSO-UAYV simulation; no inten-

tional jammer

Table 7 Representative work on cross-domain joint optimization and end-to-end transceiver design

Representative .
P Method Main task
work

Main result

Validation and limitation

OFDM autoencoder

E2E interfer- _
with interference

ence suppres- .
training and random -

son ized smoothing
Joint TD3 with decoupled Joint user, subchannel,
MCS-RIS
control lection ration

under jamming

Link-level simulation

Increases the maximum tolerable

Joint transceiver learning JSR by more than 36 dB relative to

conventional communication for
four channel uses at BER<C10 *

40/60/80 RIS elements provide
discrete resource se- MCS, and RIS configu- 16.50%/ 32.91% /51.86% higher lation; idealized RIS and
sum rate than the no-RIS case

with tone jamming;
preprint and
training-distribution
dependent
Multiuser OFDMA simu-

rate-feedback assumptions
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Continued

Representative .
P Method Main task

work

Main result Validation and limitation

Joint channel and power

DQN and hierarchi- .
control against smart

cal learning

Multi-domain

DQN/HL

jammers

Intent-and
situation-aware
data-link con-
trol

DRL-based
cross-layer control

Joint hopping-pattern,
power, and rate selection

HRL against
reactive jam-

DDQN-TD3 hierar- Joint channel, band-

chical RI width, power, and

ming offloading-ratio control

With one jammer, DQN and HL.
retain 80% and 63% of the
no-jamming transmitter utility; HL.
converges faster

Non—zero-sum-game sim-
ulation; discrete actions
and stylized jammer model

26.7% higher throughput and Sixnode data-link simula-
54.5% higher success rate under tion; includes network
fixed, sweep, random, and mixed and protocol functions be-

jamming yond the PHY

Lower delay and energy consump- .
. . MEC
tion and higher task success than
P-DQN, DDPG, DQN, and
random selection

simulation; compu-
tation offloading is the pri-
mary objective

2.1 Jamming sensing: Detection, classifica-

tion, and prediction
Jamming sensing provides the state information
required by frequency-domain, spatial, and link-ad-
aptation modules. For an observation sequence o,,,,

a sensing model may be expressed as
é/ :fﬁ< ()l:/)v é/ - (CZ/»E/, '/;/’ '/;z t A\f)

where d, denotes the jamming-detection result, ¢,

(13)

the estimated jamming class, y, the current parame-
ter estimates such as center frequency, occupied
bandwidth, received power, duty cycle, sweep
rate, and direction of arrival, A the prediction hori-
zon, and w, . ,, the predicted jammer parameters at
a future time. The observation may include raw 1/Q
samples, time-frequency representations, array sta-
tistics, link feedback, or measurements from multi-
ple nodes.

Most existing work addresses closed-set detec-
tion or classification with supervised neural net-
works. TSFANet combines temporal and spatial
feature aggregation for precorrelation global naviga-
tion satellite system (GNSS) jamming recognition
and reports 97.76 % accuracy on a public dataset and
95.39% on a self-constructed dataset containing
clean GNSS signals and 11 jamming types, with
1.007 X 10° trainable parameters™’. A private-5G
testbed further demonstrated real-time spectrogram-
based detection and classification of three jamming
types' ™. Multidomain-former processes measured
spectra of signal-jamming mixtures from a con-

trolled wireless link and combines time-and frequen-

cy-domain features. It improves classification accura-
cy by 2% —3% over a classical Transformer for
JSR<C10 dB and by 3%—9.3% over five bench-
mark networks at a JSR of —5 dB'*. These studies
demonstrate the value of learned time-frequency rep-
resentations, but their generalization remains tied to
the signal formats, channel conditions, observation
settings, and hardware impairments represented dur-
ing training. For Transformer-based models, the
quadratic complexity of self-attention with respect
to token length can increase the computational cost
of high-resolution wideband inference. A hybrid at-
tention-and-Transformer model has also been report-
ed for digital radio frequency memory (DRFM) -
jamming recognition'®'.

Limited labeled data have motivated generative
augmentation and self-supervised pretraining. WDC-
GAN-SA augments a six-class simulated jamming
dataset and, at a JNR of 10 dB, raises classification
accuracy from 79.37% with 98 original training sam-
ples per class to 96.01% after adding 90 generated
samples per class'™. ACSF-TMAE learns RF rep-
resentations through masked time-frequency recon-
struction and attention-based fusion of channel and

spectral features'®"’

. Although it is not designed spe-
cifically for jamming recognition, its results across
several RF tasks indicate that SSL can reduce down-
stream label requirements. RF-Diffusion likewise
demonstrates high-fidelity generation on generic Wi~
Fi and frequency-modulated continuous-wave (FM-
CW) datasets"™", but such results do not establish

that synthetic data preserve the jammer, propaga-
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tion, and hardware characteristics needed for anti-
jamming decisions. Diffusion-based sample augmen-
tation has additionally been evaluated for active-de-
ception jamming recognition'™ , while contrastive
asymmetric masked learning provides a related self-
supervised RF-identification approach'®".

Open-set recognition addresses jamming types
absent from training. Open-world methods learn sep-
arable representations for known classes and then re-
ject or cluster unknown samples'™. JCGAN gener-
ates boundary samples for an additional unknown
class; in simulation, it achieves more than 97.5%
accuracy on known classes and more than 92.5% ac-
curacy on unknown classes when the JSR exceeds
—2 dB"™. For UAV communications, adversarial
JSR-adaptive

threshold reaches 88.1% normalized accuracy at a

reciprocal-points learning with a

JSR of 10 dB in a two-ray air-to-ground channel ™.
A raw-1/Q implementation further removes the ex-
plicit time-frequency transform'™. However, the se-
lection of unknown classes, openness settings,
threshold calibration, and evaluation metrics differs
across studies, preventing direct comparison.

FL supports cooperative sensing without cen-
tralizing raw observations. Early work demonstrated
federated jamming detection in flying ad hoc net-

[22]

works *", while subsequent studies have addressed

client heterogeneity, non-I1ID data, semi-supervised
learning, and poisoning-resistant aggregation' ™",
SPFL adaptively combines local and global models
and improves convergence and post-change recogni-
tion performance over FedAvg and other baselines
under dynamic non-IID conditions in simulation'”".
The federated ViT-LSTM-VAE f{ramework reports
a true-positive rate of 0.989 4 for smart-jammer de-
tection, but its evaluation uses 81 000 synthetic
time-frequency samples in a simulated terrestrial/
non-terrestrial network rather than measured OTA

78 Dedicated prediction of jammer be-

waveforms
havior remains sparse. Most related work predicts
short-term spectrum occupancy to support channel
selection rather than forecasting jammer policies as
an independent sensing task'™".

Al-driven jamming sensing has progressed

from closed-set classification toward data-efficient,
open-set, and cooperative methods. The main gaps
are inconsistent open-set protocols, limited valida-
tion of the physical fidelity of generated samples,
limited SDR-testbed and closed-loop OTA valida-
tion, and the sensitivity of federated models to non-
IID data, compromised clients, and disrupted mod-
el exchange. Because sensing outputs feed subse-
quent control modules, evaluation should also quan-
tify how detection, classification, and parameter-es-
timation errors affect closed-loop anti-jamming per-

formance.

2.2 Frequency-domain adaptation: Dynamic

channel access and frequency hopping

Frequency-domain adaptation avoids jammed
spectrum by updating the transmission channel, the
set of usable frequencies, or the frequency-hopping
sequence based on current and historical spectrum
observations. At decision epoch 7, the observation
o, may include a spectrum waterfall, recent channel
occupancy, ACK/NACK feedback, SINR mea-
surements, previous actions, and predicted spec-
trum states. The optimization objective can be writ-
ten as

.
max, E,{Z ¥ r} (14)
t=0
where the reward r, is typically based on successful
transmission or throughput, with penalties for
jammed access, co-channel collisions, frequency
switching, or power expenditure. Performance
therefore depends not only on the learned policy but
also on sensing completeness, feedback delay, deci-
sion latency, and the cost of online exploration.

Early work showed that a DQN can learn chan-
nel-selection policies directly from spectrum-water-
fall observations without an explicit jammer mod-
el When spectrum sensing is incomplete, a
GAN-based spectrum-completion network can re-
construct missing observations before a DRL chan-

nel-selection network makes the access decision'".

1.'™" used coarse-grained

More recently, Zhang et a
spectrum prediction as an auxiliary task for DQN-

based anti-jamming channel access. As shown in
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Fig.4, their simulations compare the proposed Al-
based approach with traditional FH using a pre-

[80]

defined hopping pattern™ under six fixed-mode jam-
ming patterns. The traditional scheme reaches nor-
malized throughputs of roughly 0.50 to 0.70, while
the proposed approach reaches close to 100%. Fur-
thermore, the prediction-assisted DQN also reduces
the required training episodes by up to 70% relative
to standard DRL and achieves roughly 10% higher
throughput than Nash-equilibrium (NE) strategies

under intelligent jamming'™"’

. This comparison indi-
cates the advantage of environment-aware channel
adaptation over predefined hopping patterns. Condi-
tional diffusion models provide a complementary re-

construction mechanism for incomplete wireless ob-

servations'®’.
1.2 e [80] 179]
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Fig.4 Comparison of anti-jamming performance between
traditional FH and Al-based adaptive channel access

under different jamming modes

Fast frequency hopping introduces a mismatch

between the policy-update interval and the hop dura-

1 [82]

tion. Cheng et al. "™ address this problem by allow-

ing a multi-action deep recurrent Qnetwork

(DRQN) to

(AFS) at a slower control rate, while a chaotic se-

select an available-frequency set

quence generates individual hops within the selected
set. The resulting scheme outperforms conventional
full-band frequency hopping and a single-action
DQN baseline under simulated passive and active
jammers, while reducing the predictability of the

hopping sequence. Its implementation, however,
assumes rapid full-band sensing and synchronized
AFS updates between the transmitter and receiver.
In dense Wi-Fi 6/7 scenarios, PPO improves
throughput by approximately 38% and reduces la-

tency by approximately 48% relative to DQN , sug-

gesting a potential advantage of PPO for complex
dynamic spectrum-access tasks in this setting'®.
Multi-user systems should avoid both malicious
jamming and mutual interference. Ke et al.'"™ formu-
lated distributed channel selection with local obser-
vations as a Dec"POMDP and used an independent-
DQN framework with separate rewards for frequen-
cy reuse and anti-jamming. The scheme does not re-
quire inter-user control-message exchange and
achieves stable convergence under sweep and comb
jamming in simulation. Channel selection can also
be coupled with power control. In a multi-UAV net-

work, Chen et al.l*!

combined Stackelberg-game-
based channel selection with DDPG-based power
The proposed HLASG-DDPG scheme
achieves 10.88 Mb/s in the reported setting, com-
pared with 10.20 Mb/s for its PPO variant and

9.3 Mb/s without power optimization.

control.

Meta-learning has been used to accelerate adap-
tation when jammer parameters change. Chen et al."*”
combined MAML with PPO for channel and power
adaptation under random sweep jamming. In their
simulation,
time by 60% relative to PPO and by nearly 80% rel-
ative to DQN. The result demonstrates faster adap-
but the

task distribution is limited to a small number of

MetaPPO reduces the convergence

tation within a predefined family of tasks,

channels and discrete power settings.

Frequency-domain learning has progressed
from single-channel selection to incomplete-observa-
tion recovery, fast-frequency-hopping control, dis-
tributed frequency reuse, and joint channel-power
adaptation. Most evidence nevertheless remains sim-
ulation-based. Existing studies use different jammer
models, observation histories, reward definitions,
decision intervals, and frequency-switching assump-
tions, which limits direct comparison. Practical eval-
uation should include sensing and switching latency,
frequency-synthesizer settling time, synchronization
errors, exploration constraints, and held-out jam-
mer strategies. When the jammer also adapts on-
line, the effective transition dynamics become non-
stationary, and policies trained against a fixed set of
jammer behaviors may not remain reliable after de-

ployment.
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2.3 Spatial-domain suppression: Al-aided

beamforming and RIS control

Spatial-domain anti-jamming adopts antenna ar-
rays and reconfigurable propagation paths to attenu-
ate jammer components while preserving the desired
link. Its direct outputs include receive-combining
weights, transmit beamformers, beam or antenna
selections, and RIS coefficients.

Consider an M-element receive array exposed
to Q spatially distributed jammers. The received

baseband signal is modeled as
Q
ylnl=VP haln]t+ 2 P, h,j,nlt+nln]
=1

(15)
where x[n] and j,[ n ] are the unit-power desired
and ¢th jamming signals, respectively; P, and P,
their received powers; h, and h;, the corresponding
array channels; and n [ 2 ] is the noise. Under a nar-
rowband single-path model, an array channel can be
expressed as h = aa(d), where a(8) is the steering
vector. A linear receiver combines y[ 7] using a
weight vector u. The weights are typically designed
to maximize the output SINR or minimize the inter-
ference-plus-noise power while maintaining a distor-
tionless response toward the desired signal. Addi-
tional linear constraints may be imposed to place
nulls in known jammer directions. Effective suppres-
sion requires the desired and jamming spatial signa-
tures to be sufficiently distinguishable, and the num-
ber of independent constraints should remain within
the spatial degrees of freedom provided by the array.

Adaptive nulling under nonstationary jamming

1."%) considered a

is one such application. Hoang et a
multiuser multiple-input multiple-output (MU-MI-
MO) downlink exposed to multiple correlated jam-
mers whose signal correlations changed over time.
Conventional null-space estimates may become out-
dated when the correlation structure changes be-
tween the estimation and data phases. The authors
formulate the allocation of samples between null-
space estimation, preamble transmission, and data
transmission as a partially observable semi-Markov
decision process (POSMDP). A long short-term
memory (LSTM)-based deep dueling Qnetwork

uses post-equalization SINR, quantized jammer-cor-

relation estimates, and recent constellation errors to
select the estimation and data durations. The
learned action therefore controls the timing and dura-
tion of null-space re-estimation rather than directly
generating the beamforming weights. At a total jam-
ming power of 42 dBm, the plotted effective spec-
tral efficiency is approximately 6.0 bit/s/Hz, com-
pared with approximately 5.4 bit/s/Hz for a heuris-
tic update rule and 2.6 bit/s/Hz for a fixed alloca-
tion. The corresponding outage probability is ap-
proximately 0.055, about half that of the fixed-ac-
tion scheme. The evaluation is simulation-based and
assumes a predefined frame structure, observable
link-quality features, and a bounded action set.

Model-driven learning can also reduce online
computational cost and improve the robustness of
beamformer computation. RAWBB-DUNet unfolds
a wideband linearly constrained minimum variance
(LCMV)/Frost beamforming procedure into train-
able layers and optimizes the output SINR without
requiring supervised beam-weight labels"”. Under a
2° direction-of-arrival (DoA) error, its output
SINR at an input signal-to-noise ratio (SNR) of
30 dB is approximately 25 dB, close to the oracle re-
sult of approximately 26.5 dB and about 10—11 dB
above the simulated Frost and convolutional neural
network (CNN) baselines. Similar robustness is re-
ported for limited snapshots and sensor-position er-
rors. However, the study addresses generic wide-
band interference suppression rather than an inten-
tional-jamming communication scenario. It therefore
provides evidence for a learnable spatial-processing
module, not for a complete anti-jamming link. A re-
sidual-CNN beamformer provides a related learned
robust-beamforming baseline"* .

RIS-assisted anti-jamming extends spatial con-
trol from the transceiver to the propagation environ-
ment. For a base station (BS) with an N-element
RIS, the effective channel of user 4 can be written as

hi i ($)=hi,+ h}'diag(¢)G (16)
where h, , 1s the direct BS-user channel, G the BS-
RIS channel, and h,, the RIS-user channel. An
analogous cascaded channel applies to jammer sig-

nals. Jointly selecting the BS beamformers and ¢ al-

lows the reflected paths to strengthen desired sig-
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nals and reduce jammer power at the receivers.

Liu et al." formulated RIS-assisted multi-user
anti-jamming as a max min SINR optimization prob-
lem and compared conventional optimization "’
based on alternating optimization with SAC-based
DRL. The conventional method uses current chan-
nel state information (CSI) to jointly optimize the
BS beamforming vectors and RIS reflecting coeffi-
cients, while SAC-based DRL uses historical CSI
to select BS and RIS beam codewords directly.
As shown in Fig.5, at a BS transmit power P,—
30 dBm under perfect CSI, conventional optimiza-
tion and SAC-based DRL achieve minimum SINRs
of 13.7 and 12.9 dB, respectively. When the nor-
malized jammer-channel estimation mean-squared
error (MSE) is 0.1, SAC-based DRL achieves
12.5 dB versus 11.6 dB for conventional optimiza-
tion. At MSE 0.5, the corresponding values are
11.3 and 10.1 dB. Conventional optimization per-
forms slightly better when accurate CSI is avail-
able, whereas SAC-based DRL is more robust once

the jammer-related CSI becomes imperfect.

: 201 mem Conventional optimization™”
T | ™=SAC-based DRL™
15+ 137
g 12.9 L 125 o
¢ 10.1
g 10f
=
£
g 5r
=
0
Perfect CSI Imperfect CSI Imperfect CSI
(MSE=01)  (MSE=0.5)

Fig.5 Minimum SINR comparison of conventional optimi-
zation and SAC-based DRL under different jammer-
related CSI conditions at P,=30 dBm

Dong et al.”’ further studied joint terrestrial
beamforming and RIS phase control in an integrated
terrestrial-satellite network exposed to a multi-an-
tenna smart jammer. Their optimization-driven
DRL framework combines model-free policy learn-
ing with an optimization module based on an uncer-
tainty lower bound, second-order cone program-
ming, and semidefinite relaxation. The method di-
rectly optimizes the weighted sum rate subject to le-
gitimate-user SINR constraints, making it directly
relevant to communication availability under jam-
ming. Nevertheless, its evaluation is likewise limit-

ed to numerical simulation, and its performance de-

pends on the assumed channel, uncertainty, and
RIS models.

The directly relevant literature is concentrated
in adaptive null-space control and RIS-assisted ac-
tive-passive beamforming under explicit jammer
models. Generic DoA estimators provide useful spa-
tial information but do not constitute suppression
methods, while generic multiple-input multiple-out-
put (MIMO) interference cancellation lies outside
the beamforming function considered here. Current
evidence remains dominated by simulation. Impor-
tant deployment issues include array calibration,
channel and jammer-CSI aging, finite-resolution
phase control, beam-update latency, and the
growth of continuous or codebook-based action spac-
es with the number of antennas and RIS elements.
SDR-testbed and closed-loop OTA validation under
dynamic jammer scenarios and hardware impair-
ments remain largely unexplored. Related enabling
studies include data-driven DoA estimators based on
deep-augmented MUSIC, residual networks, and

lightweight regression networks' ¥/,

2.4 Link adaptation: Power, modulation, cod-

ing, and spreading control

Link adaptation adjusts transmission parame-
ters to maintain reliable communication under vary-
ing interference, fading, and traffic requirements. In
Al-driven anti-jamming systems, it acts as a trans-
mission-parameter adaptation stage that converts
sensing results and link feedback into decisions on
power allocation, MCS, packet configuration, and
spreading parameters.

At each decision epoch 7, a link-adaptation poli-
cy maps the available sensing and feedback informa-
tion, such as SINR or channel quality indicator
(CQI) estimates and ACK/NACK history, to a
feasible transmission-parameter action a,& Ay, , in-
cluding transmit power, MCS, blocklength, spread-
ing factor, and hybrid automatic repeat request
(HARQ) configuration. The objective is to maxi-
mize the expected link utility, such as successful
throughput or energy efficiency, subject to reliabili-
ty, latency, power, and protocol constraints.

Direct studies of Al-based link adaptation un-
der intentional remain

jamming comparatively
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scarce and often couple link parameters with other
PHY decisions. Raji and Miao employed RL to
adapt transmission rate and power in an IEEE
802.11ac network with one or two jammers.
Throughput-oriented and energy-oriented agents
outperform the Minstrel rate-control baseline in

their respective objectives'*

. For an anti-jamming
non-contiguous orthogonal frequency division multi-
plexing (NC-OFDM) system, Yuan et al.”"’ inte-
grated a finite-state Markov model of sub-band fad-
ing with upper confidence bound (UCB)-assisted Q-
learning to select the sub-band and transmission
rate. The method converges faster and achieves a
higher average throughput than the compared
schemes under time-varying fading and dynamic
jamming.

Link adaptation is also embedded in broader
multi-domain designs. Against a moving reactive
jammer, Li et al."”” used parallel neural networks to
decompose joint frequency and spreading-factor se-
lection. The resulting strategy improves normalized
throughput by approximately 90% over the com-
pared methods. A related constrained-DRL study
jointly adapts MCS and transmit power under coex-
istence interference rather than intentional jam-
ming'®'. Li et al."”" jointly allocated blocklength and
transmit power in a UA V-assisted ultra-reliable low-
latency communications (URLLC) system, im-
proving the sum rate by 37.19% over a greedy
scheme and by 13.05% over conventional Q-learn-

ing. Do et al."""

used PPO to adapt rate and power
across cross-packet hybrid automatic repeat request
(XP-HARQ) transmissions in a free-space optical
(FSO) UAV link while satisfying latency and reli-
ability requirements.

Al-based link adaptation under jamming is less
mature than jamming sensing and frequency-domain
control. Direct studies are few and commonly cou-
ple link parameters with frequency or RIS deci-
sions, while many related studies consider fading or
coexistence interference without an adversarial jam-
mer. Most evaluations remain simulation-based. De-
ployment-oriented research should restrict actions to
feasible MCS and HARQ procedures, account for
delayed or noisy CQI and ACK/NACK feedback,

enforce worst-case inference and reconfiguration
deadlines, and verily fallback policy. Coding,
HARQ, and spreading remain critically underex-
plored and warrant SDR-testbed and closed-loop

OTA evaluation.
2.5 Cross-domain joint optimization

Cross-domain anti-jamming unifies traditionally
separated optimization variables, including channel
selection, transmit power, beamforming, modula-
tion and coding, and RIS configuration. Existing
work follows two main routes. Policy-level ap-
proaches jointly select transmission parameters
based on sensing results and link feedback, whereas
transceiver-level schemes jointly optimize coupled
transceiver functions.

For policy-level cross~domain control, a joint
policy maps shared sensing and link observations to
a coupled PHY action «,, including channel or fre-
quency selection, transmit power, beamforming or
RIS configuration, and link-adaptation parameters.
The objective is to maximize the expected long-term
link utility, such as throughput or reliability, subject
to quality-of-service, power, latency, and imple-
mentation constraints. Because these variables are
coupled, optimizing them independently may be
suboptimal.

As the most basic form of policy-level control,
joint channel and power control is a common form
of cross-domain anti-jamming. Li et al."”"' modeled
the interaction between a transmitter and smart jam-
mers as a non-—zero-sum game in which both sides se-
lect channels and power levels without observing
the opponent’s instantaneous action. A DQN direct-
ly learns the joint decision, whereas a hierarchical-
learning method estimates mixed strategies. In the
single-jammer case, DQN retains 80% of the no-
jamming transmitter utility, compared with 63% for
hierarchical learning; the latter converges faster.
The evaluation, however, assumes discrete channel
and power sets and a simplified game model. Mov-
ing beyond basic PHY variables, Yuan et al.'""”
jointly optimized user selection, subchannel alloca-
tion, MCS, and RIS configuration in a jammed

multiuser orthogonal frequency-division multiple ac-
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cess (OFDMA) system. Their TD3-based method
separates continuous RIS control from discrete re-
source selection and uses achievable-rate feedback
rather than explicit CSI. Relative to the no-RIS
baseline, configurations with 40, 60, and 80 reflect-
ing elements achieve sum-rate gains of 16.50%,
32.91%, and 51.86% , respectively. The results are
based on simulated channels and ideal RIS control.
At the data-link level, Liu et al."* used DRL to se-
lect a hopping pattern, transmit power, and trans-
mission rate under fixed, sweep, random, and
mixed jamming. The reported throughput and trans-
mission-success-rate gains are 26.7% and 54.5%
over the compared methods. The framework also in-
cludes intent translation, network organization, and
protocol information, and therefore extends beyond
PHY-only control.

Hierarchical RI. can accommodate joint deci-
sions with both discrete and continuous variables. In
a mobile edge computing (MEC) network under in-

1.1 combined

telligent reactive jamming, Liu et a
upper-level channel selection with lower-level band-
width, power, and offloadingratio control. The
method reduces delay and energy consumption and
improves task success relative to P-DQN, DDPG,
DQN, and random selection in simulation. Its pri-
mary objective is computation offloading; however,
it is better viewed as a cross-layer extension of anti-
jamming control than as direct PHY -layer joint opti-

mization.

Joint transceiver learning addresses a different

type of coupling. Davaslioglu et al."”' jointly
trained orthogonal frequency division multiplexing
(OFDM) transmitter and receiver networks using
interference training and randomized smoothing. For
four channel uses and a target bit-error rate (BER)
of 1077, the learned system increases the maximum
tolerable JSR by more than 36 dB relative to the
conventional reference. This result shows that expo-
sure to jamming during training can shape both the
transmitted representation and receiver processing.
The evaluation nevertheless uses simulated tone
jamming, and performance remains dependent on
the training distribution.

Cross-domain learning can coordinate decisions
that are difficult to optimize independently, but cur-
rent evidence remains fragmented. Most studies op-
timize only two or three coupled functions and use
different jammer models, feedback assumptions,
and performance objectives. Related enabling stud-
ies illustrate tighter integration of individual trans-
ceiver functions, including deep-unfolded soft-input

106]

soft-output interference cancellation'™', learned

modulation classification"”, learned LDPC and po-
lar decoding'** "

sive-MIMO-OFDM transceiver learning'''".

! and end-to-end multiuser mas-

2.6 Research distribution across paradigms

and functions

Fig.6 aggregates the publication counts from
2015 to June 2026 across the six Al paradigms in
Section 1 and the five PHY anti-jamming functions

reviewed in Section 2.

Jamming Number of surveyed
sensing @ . 208 Q @ @ publications
200
Spectrum
access/FH o) . @ 9 L0 o
Spatial 150
suppression ® . @ @ @ @
100
Link
adaptation ° - e @ @ 1]
50
Cross-domain
control © e @ @ @ @
0
Supervised ~ DRL Transfer/meta/ Federated/ Generative E2E/deep
DL continual  distributed AI/SSL  unfolding

Fig.6 Distribution of publications across Al paradigms and PHY anti-jamming functions
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DRL has the broadest overall coverage and the
highest count in four of the five function categories:
Frequency-domain adaptation, spatial suppression,
link adaptation, and cross-domain control. This pat-
tern follows from the widespread use of DRL for se-
quential or high-dimensional decisions, as channel
selection, beamforming and RIS control, transmis-
sion-parameter adaptation, and joint resource alloca-
tion are commonly formulated as MDPs. Among
the five functions, jamming sensing has the largest
literature base and the broadest coverage across par-
adigms, spanning supervised recognition, adapta-
tion under distribution shift, federated sensing, and
generative or self-supervised representation learning.

End-to-end learning and deep unfolding consti-
tute the smallest paradigm group, with applications
concentrated in spatial processing, link adaptation,
and joint transceiver optimization. No surveyed stud-
ies were identified for frequency-domain adaptation.
This absence reflects a methodological distinction.
Spectrum access and frequency hopping are typical-
ly formulated as discrete sequential-control prob-
lems, whereas end-to-end learning and deep unfold-
ing focus on differentiable transceiver mappings.
Bridging these formulations remains an open re-
search direction.

Additionally, Fig.6 shows that supervised DL
is sparsely represented in frequency-domain and link
adaptation, while federated and distributed learn-
ing, as well as generative Al and SSI., remain rela-
tively sparse in frequency-domain adaptation. These
patterns are broadly consistent with the primary

roles of these paradigms discussed in Section 1.

3 Deployment Considerations and
Scenario Analysis

This section first examines six representative
communication scenarios, then summarizes Cross-
scenario training and deployment patterns, and final-
ly discusses computational feasibility and validation

maturity.
3.1 Scenario-specific deployment constraints

Military and tactical links operate under

strong, rapidly varying jamming and are additionally

subject to low-probability-of-intercept (LPI) and
(LPD)

!, These operating conditions place particu-

low-probability-of-detection

[33

require-
ments
lar emphasis on robust frequency-domain adapta-
tion, spatial-domain suppression, link adaptation,
and cross-domain joint optimization. Representative
studies exploit hierarchical DRL to decompose chan-
nel, bandwidth, power, and offloading decisions

1ot while multi-

under intelligent reactive jamming
domain and intent-aware DRL have been applied to
joint decisions across frequency, power, rate, and

Hor1s] - These studies indicate the

spatial resources
value of hierarchical and multi-domain policies, but
the supporting evidence remains largely simulation-
based. Publicly available field data remain scarce,
unconstrained online exploration is often operational-
ly unacceptable, and policies trained on a limited set
of jammer models may fail under previously unseen
jammer behavior. In this setting, robustness and un-
certainty-aware operation take precedence over nom-
inal throughput optimization'*"’.

Satellite and other non-terrestrial links combine
long round-trip delays, high Doppler shifts, tight
link and energy budgets, and limited onboard com-
puting resources and opportunities for model up-
dates. These constraints favor offline training, com-
pact onboard inference, and adaptation methods that
require few target-domain samples. Federated
smart-jammer detection has been studied for inte-
grated terrestrial and non-terrestrial networks'™'. Re-
lated work on FSO-UAV links has explored DRL-

11997 il ustrat-

based rate, power, and HARQ contro
ing adaptive link control under constrained airborne
platforms. Current evidence, however, does not es-
tablish sustained onboard learning or in-orbit robust-
ness. Deployment therefore requires explicit treat-
ment of channel mismatch, hardware impairments,
update reliability, and worst-case inference cost.
5G/6G cellular and dense wireless access sys-
tems accommodate dense spectrum reuse, co-chan-
nel interference, large antenna arrays, RIS-assisted
propagation, and short scheduling timescales. Rep-
resentative studies include jamming detection on pri-
vate-5G testbeds'®’, DRL-based spectrum access in

[83]

dense Wi-Fi networks'™' , and joint beamforming,
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RIS, and

89,91,102]

resource  adaptation under jam-

ming' . These studies span jamming sensing,
frequency-domain adaptation, spatial-domain sup-
pression, and link adaptation. Deployment, howev-
er, requires learned controllers to operate on feasi-
ble action sets and through standardized interfaces.
Their decisions should be consistent with CQI and
ACK/NACK feedback, HARQ timing, scheduler
behavior, MCS tables, and beam-management pro-
cedures. Accordingly, deployment readiness de-
pends on inference accuracy, protocol timing com-
pliance, and network stability.

UAYV and swarm networks exhibit rapid chan-
nel variation and topology changes while operating
under tight energy and computing budgets'"*'. Anti-
jamming decisions are often coupled with trajecto-
ry, channel, and power control. Existing work in-
cludes UAV-aided DRL against jamming'"""", open-
set jamming recognition for UAV links™ , and
game-guided joint channel and power control in
multi-UAV systems®’. These studies demonstrate
the algorithmic feasibility of jamming sensing and
distributed control in UAV settings, but most evalu-
ations rely on simplified mobility, channel, and co-
ordination models. Practical deployment should also
account for intermittent or jammed inter-UAV
links, limited onboard resources, and the effect of
inference and reconfiguration latency on both com-
munication and flight control.

IoT and IIoT systems comprise large numbers
of devices, many of which have limited computing
capacity, memory, energy, and labeled local da-
ta'"". These constraints favor compact sensing mod-
els, edge-assisted inference, and communication-ef-
ficient FL.. Federated jamming detection and recog-
nition have been studied in FANETSs and distributed
(22,7477 while hierarchical DRL

has been applied to resource management in
[115

wireless networks
jammed MEC networks'"'™. TinyML toolchains en-
able quantized inference on microcontrollers™'*, but
anti-jamming demonstrations on such platforms re-
main limited. Model-update overhead, non-1ID da-
ta, unreliable or compromised clients, and strict
control deadlines remain major obstacles, particular-

ly in industrial deployments**'""".

Vehicular and V2X links require low latency,
high reliability, and predictable operation under high
mobility. Rapid changes in channel and interference
conditions leave little time for sensing, decision-
making, and reconfiguration. Although the broader
literature identifies vehicular networks as an impor-

21 the studies

tant anti-jamming application domain
reviewed in Section 2 provide limited direct V2X
validation. Deployment assessment should therefore
emphasize worst-case latency, rare but safety-criti-
cal events, out-of-distribution detection, and veri-
fied fallback behavior.

Across these scenarios, the appropriate role of
AT depends on the dominant deployment constraint.
Military and tactical systems prioritize robustness to
adaptive jammers and fallback operation; cellular
and V2X systems prioritize bounded latency and pro-
tocol compatibility; and UAV, ToT, and non-ter-
restrial platforms prioritize operation within tight
communication

limits on computation, energy,

overhead, and model updates.

3.2 Cross-scenario training and deployment

patterns

Across the scenarios discussed above, the
training and deployment of Al-driven PHY anti-jam-
ming systems can be organized into four representa-
tive patterns shown in Fig.7.

(1) Offline training with local inference. Com-
putationally intensive training is carried out offline
on centralized infrastructure, using recorded datas-
ets, simulators, or testbeds, whereas inference is
executed locally at the radio or edge node. This pat-
tern is commonly adopted for supervised sensing
models, pretrained DRL policies, and deep-unfold-

[41.60]  When terminal

ed signal-processing modules
computing, memory, or energy resources are limit-
ed, model compression techniques such as pruning,
quantization, and knowledge distillation can be ap-
plied to enable efficient inference on resource-con-
strained platforms. Separating training from infer-
ence avoids costly online learning at the terminal,
but it does not eliminate distribution shift. Perfor-
mance may degrade when jammer strategies, propa-

gation conditions, hardware impairments, or proto-
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Fig.7 Four cross-scenario training and deployment patterns for Al-driven PHY anti-jamming

col timing differ from those represented during train-
ing. Deployment evaluation should therefore cover
held-out operating conditions, worst-case inference
latency, and resource consumption, and should veri-
fy that a fallback policy is available.

(2) Collaborative learning across distributed
nodes. Multiple nodes collaboratively train a shared
model, or refine their own local models, by exploit-
ing complementary local observations. In FL, raw
observations remain at the participating nodes,
while model parameters or gradients are exchanged

with an aggregation server'*”

. This approach has
been applied to distributed jamming detection and
recognition under heterogeneous local observa-

tions[zz.mmﬁsl

. More general distributed-learning ar-
chitectures may instead rely on decentralized optimi-
zation or peer-to-peer model exchange rather than
server-based aggregation'*’. Multi-agent RL ad-
dresses a related but distinct problem: It learns coor-
dinated policies for multiple decision-making nodes,
typically under centralized training with decentral-
ized execution, and does not inherently impose data
locality.

The main challenges include statistical hetero-

geneity of local data (non-IID) , system heterogene-

ity in computing and radio resources, stragglers and
intermittent client participation, and the communica-
tion overhead of repeated model exchange. Two
types of failure should be distinguished. First, mod-
el updates may be delayed, corrupted, or lost dur-
ing wireless transmission. OTA computation can re-
duce communication latency and bandwidth con-
sumption by aggregating updates directly over the
multiple-access channel, but it is sensitive to chan-
nel fading, noise, and synchronization errors*’.
Second, compromised nodes may upload poisoned
or Byzantine updates, which motivates robust aggre-
gation, anomaly detection, and trust-based client se-
lection ™™,

(3) Adversary-aware training. A model can be
trained against diverse jamming policies rather than
against a single fixed jamming pattern. Domain ran-
domization can be applied during training by varying
jammer power, waveform, timing, mobility, and
adaptation strategy, or by placing a learning-enabled

2421 16 reduce sensi-

jammer in the interaction loop'
tivity to jammer-model mismatch.

Strict self-play, in which the legitimate system
and jammer are repeatedly and jointly updated as

competing learning agents, remains uncommon in
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the surveyed antijamming literature. Robustness
should therefore be evaluated against jamming poli-
cies held out from training. Open-set recognition or
out-of-distribution detection may also be used to
identify operating conditions in which the learned

policy is unreliable'™,

after which the system
should revert to a verified fallback strategy.

(4) Controlled adaptation after deployment. A
deployed model may remain fixed, be periodically
retrained offline, or undergo limited online adapta-
tion using newly collected observations. Meta-learn-
ing reduces the number of samples or interactions re-
quired to adapt to new jammer conditions****,
while few-shot learning supports recognition with
limited examples of a new class™®’. Continual-learn-
ing mechanisms enable sequential model updates
while mitigating catastrophic forgetting'*’. These
methods offer plausible mechanisms for deployment-
time adaptation, but results reported in the anti-jam-
ming literature remain largely confined to simula-
tions and offline datasets rather than continuous on-
device learning.

Deployment-time adaptation introduces addi-
tional risks. Exploration may temporarily degrade
link performance, feedback or labels may be unreli-
able under jamming, and repeated updates may
cause instability or overwrite previously acquired
knowledge. An adaptive jammer may also exploit
observable changes in the transmission behavior of
the legitimate system caused by online adaptation.
Model updates should therefore be limited in scope
and frequency, validated before activation, and re-

versible if performance deteriorates.

3.3 Computational feasibility and validation

maturity

For closed-loop PHY antijamming, deploy-
ability is determined by the end-to-end sense-to-act
latency of the complete pipeline, not by neural-net-
work inference latency alone. The relevant latency
budget includes signal acquisition and preprocess-
ing, model inference, control signaling, and radio
reconfiguration, and should fit within the update in-
terval of the corresponding PHY function. Average

latency can mask occasional deadline violations;

evaluation on the target platform should therefore re-
port latency distributions, tail latency or worst-case
latency, jitter, and the deadline-miss probability.
These requirements are particularly important for

fast frequency hopping'®’, adaptive null-space up-

861 90-91]

dates'™, and RIS-assisted beam control' ™", where
delayed decisions may be based on outdated CSI or
stale jammer-state estimates.

Computational cost should be reported sepa-
rately for offline training, model updating, and on-
line inference. For deployed inference, the relevant
metrics include the number of floating-point or mul-
tiply-accumulate operations (FLLOPs/MACs) , the
memory footprint of weights and activations, the nu-
merical precision, the energy per inference, and exe-
cution frequency. Pruning, quantization, and knowl-
edge distillation can reduce these costs, but their ef-
fects on robustness and decision reliability should al-
so be evaluated. Deep unfolding does not inherently
yield a lightweight model. It unfolds a fixed number
of iterations of an established iterative algorithm into
a layer-wise network structure in which each layer
corresponds to one iteration. The resulting network
retains interpretability associated with the underly-
ing algorithm and offers more predictable latency,
but its cost still depends on the number of unfolded
layers and on the dimensions and operators used in

5047 - Similarly, the inference cost of an

each layer
end-to-end transceiver depends on its specific archi-
tecture rather than on the end-to-end formulation it-
self "', Standard diffusion models generate samples
through an iterative denoising process that requires
tens to hundreds of network evaluations, which can
make their inference latency incompatible with tight
per-slot control budgets™ . In current RF applica-
tions, they are therefore better suited to offline sig-
nal generation, data augmentation, or representa-
tion learning than to per-slot anti-jamming con-

1[67]

trol*". As noted in Section 3.1, no complete anti-

jamming implementation on TinyML platforms has
been reported in the literature reviewed herein'"'’.
We organize validation maturity into five lev-
els. The first level is numerical link-or network-lev-
el simulation, in which the signal, channel, jam-

mer, and radio operations are modeled entirely in
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software. The second level is hardware-aware wave-
form simulation or measured-signal replay, where
hardware impairments are incorporated into wave-
form simulation or recorded RF signals are pro-
cessed offline, without real-time radio execution.
The third level i1s SDR testbed execution, where
the algorithm runs in real time on an SDR or compa-
rable radio hardware under conducted or controlled
experimental conditions, but without necessarily
closing the complete OTA sensing-decision-recon-
figuration loop. The fourth level is closed-loop
OTA evaluation, in which the legitimate transmit-
ter, receiver, and jammer interact over the air and
the sensing, decision, and radio-reconfiguration
stages operate online under actual radio timing. The
fifth level is field testing in representative operation-
al environments with realistic propagation, mobili-
ty, interference, and system constraints. The avail-
able evidence remains unevenly distributed across
these levels. Among the work reviewed herein,
most learning-based control methods in Section 2,
including fast frequency-hopping control, adaptive
nulling, RIS-assisted beamforming, joint resource
allocation, and hierarchical control, have been eval-
simula-

uated  primarily numerical

[82,86,90-91,102,104]

through
tion Measured-waveform and radio-
testbed studies are less common and have focused
predominantly on jamming sensing and classifica-
tion' ™"’ These experiments demonstrate that
learned perception models can operate on real-world
RF measurements or radio hardware, but by them-
selves they do not validate the complete closed-loop
OTA

Comprehensive closed-loop OTA evidence for Al-

sensing-decision-reconfiguration  process.
driven PHY anti-jamming therefore remains limited.
RF nonlinearities, phase noise, carrier- and sam-
pling-frequency offsets, feedback delays, and radio
reconfiguration time may all shift the effective obser-
vation and transition distributions relative to simula-
tion ",

Current studies establish algorithmic feasibility
across several anti-jamming functions but stop short
of demonstrating broad deployment readiness. Com-
pared with conventional spread-spectrum, interfer-

ence-suppression, and array-processing methods,

which have mature analytical foundations and exten-
sive implementation experience™ ", Al-driven meth-
ods require substantially stronger evidence on end-
to-end timing, platform-dependent resource con-
sumption, robustness to unseen operating condi-
tions, and failure handling. Future evaluations
should combine hardware-aware waveform evalua-
tion, SDR-testbed execution, held-out measured
data, and closed-loop OTA testing, cross-platform
reproducibility, and explicit reporting of computa-

tional and timing costs.

4 Conclusions and Outlook

This survey has presented a dual-axis taxono-
my that connects six Al paradigms with five PHY
anti-jamming functions. The review shows that the
role and maturity of Al vary substantially across
these functions. Jamming sensing has the broadest
methodological coverage and, compared with the
control functions, relatively stronger measured-sig-
nal and testbed evidence, although closed-set and
offline evaluations remain dominant. DRL is widely
used for frequency-domain adaptation and cross-do-
main joint optimization because these tasks involve
sequential decision-making under partial observabili-
ty. Its practical use, however, remains constrained
by low sample efficiency, sensitivity to reward de-
sign, non-stationary jammer behavior, and the sim-
toreal gap. Learning-based spatial-domain suppres-
sion and RIS-assisted control address high-dimen-
sional spatial optimization, whereas end-to-end
learning and deep unfolding provide mechanisms for
integrating coupled transceiver processing. Their di-
rect antijamming validation, however, remains
largely simulation-based. Across all functions, re-
producible closed-loop evidence under realistic radio
conditions, hardware constraints, and adaptive jam-
mer dynamics remains limited.

We identify four priorities for future work.
First, evaluation protocols should clearly separate
training, adaptation, and testing conditions. Bench-
mark datasets and experimental platforms should in-
clude measured RF signals, representative hard-

ware impairments, diverse channel conditions, and
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jamming policies held out from training. Evaluations
should further quantify how sensing errors propa-
gate to downstream link reliability, throughput, and
sense-to-act latency, rather than evaluating percep-
tion and control modules separately. Second, de-
ployment studies should report the end-to-end sense-
to-act latency, the tail latency, the deadline-miss
probability, the memory footprint, the numerical
precision, the energy per inference, and the radio-
reconfiguration cost. Model compression and Ti-
nyML-oriented implementations may reduce deploy-
ment cost, while deep unfolding can make computa-
tional structure and latency more predictable. Their
value should be assessed on the target hardware

rather than inferred from model size alone™!*19
Third, robustness mechanisms should combine ad-
versary-aware training with open-set recognition or
out-of-distribution detection, constrained and revers-
ible adaptation, verified fallback policies, and se-

[21,42,46,50,70]

cure collaborative learning . Finally, inte-
gration with IMT-2030 capabilities such as Al-en-
abled communication and integrated sensing and
communications should use standards-compatible in-
terfaces and joint communication-sensing metrics
rather than introducing unconstrained learning mod-
ules into the PHY'"""*" This direction is also high-
lighted in the IMT-2030/6G requirements litera-
ture' .

Al methods provide new sensing, decision-
making, adaptation, and cooperation capabilities for
PHY anti-jamming, but their engineering maturity
still lags behind that of conventional spread spec-
trum, frequency hopping, array processing, and
standardized link-adaptation modules. For determin-
istic jamming suppression and highly standardized
tasks, conventional methods may remain preferable
engineering choices. Future research should build on
the reported performance gains while addressing re-
producible benchmarks, validation on real hard-
ware, real-time low-power inference, adversarial ro-
bustness, and standards compatibility. These issues
should be addressed in closed-loop PHY operation
before Al-driven anti-jamming can progress from
simulation-based demonstrations to deployable wire-

less systems.
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