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Abstract: In recent years, unmanned air vehicles (UAVs) are widely used in many military and civilian applica-
tions. With the big amount of UAVs operation in air space, the potential security and privacy problems are ari-
sing. This can lead to consequent harm for critical infrastructure in the event of these UAVs being used for crimi-
nal or terrorist purposes. Therefore, it is crucial to promptly identify the suspicious behaviors from the surround-
ing UAVs for some important regions. In this paper, a novel fuzzy logic based UAV behavior detection system has
been presented to detect the different levels of risky behaviors of the incoming UAVs. The heading velocity and re-
gion type are two input indicators proposed for the risk indicator output in the designed fuzzy logic based system.
The simulation has shown the effective and feasible of the proposed algorithm in terms of recall and precision of the

detection. Especially. the suspicious behavior detection algorithm can provide a recall of 0. 89 and a precision of 0.
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95 for the high risk scenario in the simulation.
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0 Introduction

UAVs have been increasing rapidly within
recent years in military and civil applications, es-
reconnaissance and

pecially for surveillance,

search/destroy missions. The arbitrary flying
UAVs will bring potential safe threat to some im-
portant regions, such as the airport or other mili-
tary base areas. In addition, with the great ad-
vantages over the manned aerial vehicles, the
UAVs could be used for criminal or terrorist pur-
poses. Therefore, it is crucial to detect suspicious
behaviors of incoming UAVs for preventing the
possible threats and ensuring the safety of the im-
portant regions. Designing an advanced algorithm
to extract the real-time UAV behaviors from the
measurement of UAV on-board sensors is essen-
tial for recognition of the suspicious UAV behav-
iors.

Some previous research has addressed the is-

sue related to UAV behaviour detection. Lin et
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al.'™ proposed a Mahalanobis distance based
algorithm in

UAV. Mitchell and Chen™ introduced an adap-

tive behavior rule-based UAV intrusion detection

anomalies behaviours detection

based on the comparison of the current UAV
states with the defined specified safe states.
Khalastchi et al. ®* proposed an online data driv-
en approach for the UAV anomaly data detection.
Birnbaum et al. ™ introduced a prototype of UAV
behaviour monitoring system based on the judge-
ment of the estimation for the real-time flight da-
ta, airframe and controller parameters. From the
discussion of related literatures, most of the re-
search is still on the preliminary stage. Further-
more, the assumptions for most of the current
approaches are too ideal and thus not adaptive for
practical applications. Moreover, current re-
search only focuses on the anomaly or non-anom-
aly detection, while none of the research has

mentioned different levels of suspicious behavior

classification, which is critical for the UAV be-
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havior detection.

In this paper, a novel fuzzy logic based UAV
suspicious behavior detection algorithm has been
presented. Fuzzy logic variables define a truth
value that ranges in degree between 0 and 1 in-
stead of the traditional logic theory, where only
true or false is defined for the binary sets. Fuzzy
logic is able to deal with the concept of partial
truth, where the truth value is ranging between
completely true and completely false. The three
stages of the fuzzy logic system are: Fuzzifica-
tion, fuzzy inference and defuzzification™. The
contributions of the paper can be illustrated as
follows: (1) A newly designed fuzzy logic based
UAV behavior grade classification algorithm by
fusion the on-board sensor data, location informa-
tion and expert knowledge information; (2) Sim-
ulations are presented to demonstrate the success
application of the different levels of suspicious be-
havior detection algorithm based on the designed

scenarios.

1 Fuzzy Logic Based Model Design

The flowchart of the system framework for
the fuzzy logic based UAV suspicious behavior

detection algorithm is illustrated in Fig. 1.
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(GNSS/IMU)
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Fig. 1 Structure of the behavior detection algorithm

The assumption for this paper is as follows.
The incoming commercially civilian UAV devices
are with several open ports by default and there-
fore, could be accessed remotely by a third

"], Based on this assumption, the real-time

party
data from on-board sensors of the incoming UA-
Vs could be extracted. The global positioning
system (GPS) senor and inertial measurement

unit(IMU) sensor output information, including

the UAV positioning and dynamic information, is
used for determing the UAV status. The output
information of the GPS/IMU sensors is then to
feed the fuzzy logic based decision making sys-
tem, which is supported by the expert knowledge
information and local map information. Finally,
different risk levels of the UAV behavior are out-
put based on the proposed algorithm.

The first input of fuzzy logic parameter is the
heading velocity of the UAV, which is extracted
from the GPS/IMU integrated results based on
the Kalman filter. The fuzzy values are defined to
be low (L), medium (M) and high (H). The
second input of fuzzy logic parameter is the region
of the UAV located, which is extracted from the
Kalman filter estimated positioning results. The
region type is designed by the scenario. The fuzzy
values are defined to be non-interest (NI), am-
biguous (A), high-Interest (HI). The fuzzy out-
put parameter is the risk, which is defined to be
Low (L), Medium (M) and High (H). The de-
signed membership function of fuzzy inputs and
outputs are illustrated in Fig. 2 and the corre-
sponding fuzzy rules for the fuzzy logic system are
in Table 1 and the surface view of the fuzzy rules
is in Fig. 3. It is indicated that as the increase of
the velocity and interest level of the region, the

risk level of the UAV behavior will increase. In
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the following section, the simulation scenarios are
designed based on the defined fuzzy logic parame-
ters and rules to test the effectiveness of the pro-

posed algorithm.

Table 1  Fuzzy rules for the fuzzy inference system based

UAYV dangerous behavior detection

Region type Risk
NI
A
L HI
NI
A
HI
NI
A
HI

Heading velocity

I T 22z 2

Fig.3 Surface view of the fuzzy rules

2 Numerical Simulation

This section presents the numerical simula-
tion scenario for the flying UAV. The simulated
UAV starts to approach the military base and
then leaves the place of interest based on the de-
signed route. The simulation time is about 140 s
and the simulated UAV's trajectory includes the
behaviors with different heading velocities to-
wards the different level of place of interest.
Fig. 4 shows the region of interest for the de-
signed scenario. The route of the UAV is from
the non-interest area to the less interest area and
then to the high interest area and finally flies out
to the non-interest area again. The designed fly-
ing velocity is changing from around 15 m/s to
30 m/s. which is an achievable flying velocity for
the commercial UAV. The red region is the de-

signed military base, which is not allowed for en-

tering. The region with blue color is designed for
the high interest region. The flying UAVs in this
region may results in the potential threats to the
base safety. The region with green color is con-
sidered as the less interest area. The fuzzy values
of the region type for the UAV's positions are
calculated in three steps. Firstly, the position of
the UAV’' s real time location is calculated to
match with the simulated map information for the
determination of the UAV's location in the re-
gion. Secondly, calculate the distance between
the UAV's location and nearest region border.
Finally, based on the computed distance between
the location and nearest region border, normalize
the distances for all of the positioning points in
the located region. The simulation is based on the
Matlab and Simulink. The UAV motion model is
based on the constant turn rate and velocity
(CTRV) model, as it has been proved to perform
reasonable estimations for the vehicle dynamic

statest™ .

The reference risk level in the simula-
tion is the predefined risk level for the UAV traj-
ectory from the expert knowledge. The estimated
risk level output from the designed fuzzy logic
based behavior detection is compared with the ref-
erence to evaluate the performance of the pro-

posed algorithm.

Military
Base

200 400 600 800 1000 1200
X/m

Fig. 4 Simulated UAV trajectory and region of

interest for the designed scenario

Fig. 5 shows the simulation results for the
designed fuzzy logic based UAV dangerous behav-
ior detection algorithm. The values of input ve-
locity and region type with the corresponding out-
put risk level has been presented. It is obviously
that output risk level is identified as "High" dur-
ing 10 s to 80 s, in which the UAV is flying in
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the blue region with high interest. Afterwards,
during the time interval form 80 s to 100 s, the
UAYV is heading to the less interest area, which is
corresponding to the drop risk level as indicated in
the figure. The risk level is continuously indica-
ted as medium when the UAV is flying in the
green region and dropped dramatically after it en-
tering the non-interest region.

Recall and precision are two of the parameters
proposed to quantify the performance of the proposed
algorithm. Recall is the percentage of correct detected
activities in relation to the number of total known ac-
tivities and precision is the percentage of the correct
activities in relation to the total number of detected
activities by the algorithm.

The recall and precision can be expressed as

Correct detected anomaly activities
Total known anomaly activities

Recall=

@)

Correct detected anomaly activities
Total number of detected activities

(2)

The performance evaluation for the low risk

Precision=

scenario, medium risk scenario and high risk sce-
nario are presented in Table 2. It is shown that
the proposed algorithm has performed the highest
recall and precision for the high risk scenario, fol-
lowed by the low risk scenario. The medium risk
scenario provides the least satisfactory results.

The reason for the worst performance of the me-
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Fig. 5 Simulation results of the designed fuzzy logic

based UAV dangerous behavior detection algo-

rithm

dium risk scenario is due to the insufficient accu-
racy of the positioning estimations for the UAV
during the border of the region based on the on-

board navigation sensors outputs.

Table 2 Performance evaluation for the simulated UAV
trajectory
Performance evaluation Recall Precision
Low risk 0.75 0. 84
Medium risk 0.63 0.83
High risk 0.89 0.95

3 Conclusions

A novel UAV dangerous behavior detection
algorithm has been presented in this paper. This
study exploits the fuzzy logic based algorithm to
classify the UAV behaviors in different risk lev-
els. The performance of the algorithm developed
in this paper has been demonstrated in the simu-
lation based on the designed scenarios. The simu-
lation results have shown the effectivness of the
designed dangerous behavior detection. Future
work will involve collection filed data in different
real scenarios and evaluate the designed algorithm
in different field situations. The location choice,
region level definition and the expert knowledge
extraction for the UAV behaviors are the critical

issues may be proposed in the field test™®!.
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