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Abstract: The scope of this paper is to provide an E2E perspective of health monitoring and management (HMM)
and structural health mornitoring (SHM) as an integrated system element of an integrated system health monito-
ring and management (ISHM) system. The paper will address two main topics: (1) The importance of a diagnos-
tics and prognostic requirements specification to develop an innovative health monitoring and management system
(2) The certification of a health monitoring and management system aiming at a maintenance credit as an integral
part of the maintenance strategies. The development of a maintenance program which is based on combinations of
different types of strategies (preventive, condition-based maintenance (CBM) and corrective maintenance++-) for
different subsystems or components and structures of complex systems like an aircraft to achieve the most opti-
mized solution in terms of availability, cost and safety / certification is a real challenge. The maintenance strategy
must satisfy the technical-risk and cost feasibility of the maintenance program.
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0 Introduction

With growing financial uncertainty, air vehi-
cle operators (both commercial and military) are
under tremendous pressure to reduce operational
and support costs., It is accepted across the aero-
space industry that integrated system health mo-
nitoring and management (ISHM) is a potentially
valuable strategy for the management of platform
integrity. At the same time, ISHM has not yet
fully matured as a technology in several key func-
tional areas. Research and development to ad-
dress this shortfall is occurring across both the
automobile and aerospace industries. Although
technologies related to built-in test (BIT) and di-
agnostics have advanced greatly and research into
enhanced diagnostics are progressing very fast,
prognostics technology for all types of aircraft
subsystems are still at a very nascent stage.

Maintenance Strategy, which is generally

considered during the design phase of develop-
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ment, greatly influences both the system availa-
bility and life cycle cost. Reliability-centered ma-
intenance (RCM) is a systematic methodology
used to identify the preventive maintenance tasks
that are necessary to realize the inherent reliabili-
ty of equipment at the lowest possible cost. The
conventional practice of developing a scheduled
maintenance program by means of RCM consists
of identifying those preventive tasks which are
both applicable (technically feasible) and effective
(worth doing).

Condition-based maintenance (CBM), being
a proactive maintenance philosophy, is a core ele-
ment of health monitoring and management
(HMM). RCM decision logic based on existing

guidelinest™

needs further extension to select
CBM candidates along with reactive and preven-
tive candidates in an aircraft.

The novel approach integrates CBM as part
of the maintenance strategy. Additionally it also

integrates a cost feasibility check through a study
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of "worth doing” at the individual task level, "cost
effectiveness” option of maintenance strategy
(combination of tasks for all faults) at the sub-
system level and an overall framework with
shortlisting of maintenance tasks at different lev-
els: Fault consequence check, technical feasibility
check, risk (safety) feasibility check and cost fea-
sibility check.

The validation & verification (V& V) meth-
od leading to the qualification and certification of
ISHM is a key area of development. Although
there has been considerable effort in this direc-
tion, the ISHM system is yet to be certified at the
aircraft level. Certification agencies ( EASA,
FAA, SAE, etc.) are yet to establish a compre-
hensive certification regulation for integrated sys-
tem health monitoring systems.

Deployment of HMM in an aircraft and the
resulting qualification process demands a huge in-
vestment. Verification and validation of these
HMM technologies are an important step in
building confidence, both qualitatively and quan-
titatively. Practically, the cost of correcting an
error after fielding an ISHM system is dramatic-
ally greater than that in the testing phase, thus
highlighting the need for appropriate verification
and validation techniques. Certification considera-
tions must be addressed during the very early sta-
ges of technology development in order to suc-
cessfully meet any significant qualification goals.
Appropriate guidelines and strategies should be
followed in HMM technology development to en-
sure successful certification within the desired
time frame. Additionally, trade studies in the se-
lection of V&YV platforms reduce the eventual
cost of V&V processes. This paper focuses on
the development of such guidelines for the V&.V
process while emphasizing the relevance of IS
HMM simulation frameworks, and a well devised

certification roadmap.

1 Design Elements of Condition-

Based Operations

The main elements of condition-based opera-

tions are:

(1) On-board health management functions
and data transmission.

(2) Evaluation of health management infor-
mation using prognostic functions to enable pre-
dictive decision support.

(3) Decision support including evaluation of
different options for dynamic mission and mainte-
nance scheduling.

(4) Performance-based logistics for an opti-
mized resource and supply chain management.

(5) Certification of condition-based decision-
making and configuration control to ensure con-
tinued airworthiness.

The main technological challenges occur in
the development of on-board monitoring func-
tions, regularizations for data security, integra-
tion of off-board functions for predictive mainte-
nance and mission management, and the on-de-
mand strategy for supplier and logistic supply
chain management. Apart from the technology
maturation, all design elements need to be devel-
oped under the guidelines of the respective au-
thorities to ensure certifiability for new products
and continued airworthiness for upgrades of lega-
cy systems. The field of diagnostics and prognos-
tics is one important contributor for the realiza-
tion of condition-based operations, as the infor-
mation from the health management system is
one of the main inputs to dynamically optimize
maintenance and mission planning.

As for the development of other on-board
and off-board functions, diagnostics and prognos-
tics also require the definition of verifiable design
requirements. Airbus Defence and Space has de-
veloped a virtual framework to support the valida-
tion & verification of design requirements for a

(7. The framework

health management system
described in Ref. [4] has been validated against a
certified environment and the requirements and
concepts described in this paper are now an inte-
gral part of the framework to support the devel-
opment of diagnostic and prognostic functions.
The implementation is performed as shown in
Fig. 1, where EHM means enhanced health man-

agement.
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The following chapters will focus on a status
review of condition monitoring in general and
prognostics and HMM simulation framework as
an integral part of condition-based operations.
The main requirements for the definition of diag-
nostic and prognostic functions that can be ap-
plied to any design task from this field are presen-

ted and discussed.
1.1 Condition monitoring

Today' s condition monitoring systems for
aircraft applications are based on a combination of
built-in tests (BIT) and health monitoring sys-
Therefore, dedicated

and data analysis concepts are considered during

tems, instrumentations

development

Development process for diagnostic and prognostic functions

The BIT shall ensure
that all relevant failure modes become evident
flight Different of
BITs ("Power-Up BIT” during the component or

the system design stage.

to the operator. classes
system start, " Continuous BIT” during continu-
ous operation and "Initiated BIT” during specific
operating conditions) are considered and evalua-
ted according to a predefined monitoring concept.
The results from the BIT monitors are compared
with specified thresholds to decide whether the
respective function can be supported as required.
Repeatability and reliability of the BIT is ensured
by the fixed test procedures and thresholds for
unacceptable conditions that have been defined

and verified during component and system qualifi-
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cation. The evaluation of BIT information is a
mandatory input to continuously verify the air-
worthiness of the operating system.

In addition to BITs, selected parameters and
conditions are subject to a continuous monitoring
and assessment of the remaining margin to prede-
fined damage or performance thresholds (condi-
tion monitoring function-COM). Examples are
the " Usage Monitoring” for structural parts or
"engine trend monitoring” for jet engines™®.

The main difference between these two ap-
proaches can be seen in the high reliability of the
BIT in distinguishing between two conditions
(operative or non-operative) and the capability of
the COM to continuously quantify changes in the
operating conditions before a failure or malfunc-
tion occurs. The impact of BIT and COM on ma-
intenance intervals and the useful life consump-
tion is shown in Fig. 2. The BIT would indicate
the failure when the predefined threshold is ex-
ceeded, causing an operational interruption due to
a failure event, while the COM avoids the failure
and maximizes the availability by the initiation of
a preventive maintenance action. The waste of
useful life E can be minimized with the increasing
accuracy of the diagnostic and prognostic func-

tion. For real world applications, E will always

Qualitative Quantitative

» Limit checking * Feature extraction
» Plausibility checks * Pattem recognition

Diagnostics

be greater than zero, affecting the useful life con-
sumption of the monitored equipment adversely
but avoiding unacceptable degradation levels.
Therefore, the design aim for COM functions
should be to maximize the component utilization
(which is equivalent to minimizing E), while also
ensuring a simple and robust monitoring concept
with a minimal impact on the system design and

operation.

Damage threshold

Diagnostic accuracy

Mean time between maintenance| E

Mean time between failure

Fig. 2 Condition monitoring concepts and impact on the

operating system

1.2 Classification of condition monitoring

In general, condition monitoring techniques

can be classified into data-driven and model-based

[7-8]

approaches'™ , shown as Fig. 3.

Model-based

Qualitative Quantitative

* Digraphs * Parity equations

* Fault trees * Bayesian estimation
* Observers
* Parameter estimation

Fig. 3 Classification of diagnostic approaches

The class of qualitative data-driven approa-
ches is robust and easy to implement. Limit chec-
king and plausibility checks are used for numer-
ous industrial applications. These concepts usual-
ly require no complex algorithms and the main ef-
fort can be seen in the derivation of reasonable

thresholds to decide whether the monitored func-

tion is satisfying its requirements or not.

The quantitative methods are utilizing exten-
sive datasets with and without failure signatures
to identify whether the observed process has a
nominal or faulty behavior. The health assess-
ment is performed based on pattern recognition

algorithms by analyzing selected features from the
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collected data"™. The concept for feature genera-
tion is very problem-specific and needs to ensure
that the fault signature is evident to the algo-
rithms for pattern recognition. Commonly used
classification methods include but are not limited
to Bayesian decision theory, neural networks,
and support vector machines. Model-based ap-
proaches utilize a logical or mathematical descrip-
tion of the monitored process to compare the ex-
pected behavior with actual measurements. The
results of this comparison are used to derive esti-
mates for the actual health status.

Qualitative models are an abstracted version
of the underlying process and are used if no de-
tailed physical modeling is needed or the complex-
ity of the process prohibits the model develop-
ment'™. One example is logical graphs, which in-
clude information about the cause-effect relation-
ship of failure modes that can be used for fault de-
tection and isolation™”.

Quantitative model-based methods are based
on a detailed mathematical model, which repre-
sents a virtual redundancy of the monitored
process. The models are used to derive a residu-
al, which describes, when a fault occurs, the
difference between the nominal and faulty behav-
ior. The residual is then used to isolate and quan-
tify deteriorations or malfunctions of the process.

[10]

Various examples like parity equations"'*, recur-

[ or parameter estima-

sive Bayesian estimation
tions techniques''”’ have been discussed.
Following the aforementioned definition for
BITs and COM, the BIT can usually be seen in
the context of qualitative methods, enabling de-
tection and isolation of a failure that has already
occurred. The capability to detect, isolate, and
quantify a deviation from the nominal behavior re-
quires a deeper analysis of the monitored process

and therefore COM approaches would be expected

to come from the field of quantitative methods.
1.3 Development of condition monitoring

The development of the above-mentioned ca-
pabilities requires the establishment of design re-

quirements for the V&V of the diagnostic per-

formance. To support this task, the following
qualitative requirements have been identified as
relevant for the development of diagnostic func-
tions (DF) for all COM-monitored items:

(1) The DF shall indicate the minimum de-
tectable damage size.

(2) The DF shall quantify the remaining
margin until the damage size exceeds a maximum
allowable limit.

(3) The DF shall enable root cause isolation
at component level.

(4) The DF shall provide the confidence level
of damage size quantification.

(5) Each DF shall be provided with a value
for the critical damage size of the monitored fea-
ture.

Once the requirements for DFs have been de-
fined, the particular monitoring concepts and ap-
plied algorithms combination is very problem spe-
cific, therefore the task needs a case-by-case solu-
tion. The following set of quantitative require-
ments is considered as a generic baseline to verify
the diagnostic performance of DFs:

(1) The system shall ensure a diagnostic ca-
pability rate (DCR) of more than X %.

(2) The DF shall achieve a probability of de-
tection of more than X%.

(3) The number of COM false alarms shall
be less than X% of all COM failure detections.

(4) All DFs shall ensure an error for damage
quantification of less than X %.

(5) All DFs shall ensure an uncertainty for
damage quantification of less than X %.

(6) All DFs shall ensure a probability of fail-
ure detection of more than X %.

The following definitions are used for these
requirements:

(1) The DCR is defined as (FRD = failure
rates with diagnosis; FRSYS = system failure
rate)

D FR,,

DCR =—=5—
FRsys

- 100
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(2) Probability of detection shall be defined
as the probability to detect the minimum detecta-
ble damage size.

(3) Uncertainty of damage quantification
shall be defined as the X% probability of correct
damage assessment.

(4) Probability of failure detection shall be
defined as the probability of detecting an ex-
ceedance of the maximum allowable damage size.

The capability to quantify incipient failures is
seen as a prerequisite for prognostics, as the out-
put from the DF will be used to predict the future

state of the degradation.
1.4 Prognostics

The task of prognostics is to determine the
point in time from which the specified require-
ments of a function cannot be satisfied anymore.
The criterion of failure can be defined as an unac-
ceptable deviation from any operating condition or
the loss of functionality. The different concepts
for the implementation of prognostics can be di-
vided into data-driven, model-based and hybrid

315 - g4s shown in Fig. 4.

(Data—driven}--»( Hybrid }--{Model—based]

v 1
Reliability Trend Lifetime| (Process| (Degradation) [ Expert
analysis ) (monitoring| | analysis ) (analysis| | modelling ) {systems

Fig. 4 Classification of prognostic approaches

approaches

The reliability analysis is based on a statisti-
cal evaluation of collected failure modes and cor-
relation with recorded operating conditions to de-
rive an estimate of the useful life for a given usage
profile. No information about the real status will
be used. Conservative assumptions can minimize
the risk of failure but the useful life consumption
is overestimated and a mismatch between the real
and theoretical usage profile raises the risk for a
failure during operation. The Weibull analysis is
one of the most popular methods for reliability

analysis. A qualitative overview about the fields

of application for data-driven, model-based and

hybrid concepts in general is depicted in Fig. 5.
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Fig. 5 Areas of application for prognostic concepts

All mentioned prognostic approaches can be
classified into two main categories;

(1) Lifetime calculation

(2) Failure prognosis

Only approaches that enable the prediction of
the path for a CI under consideration of future op-
erating conditions are accounted for in the catego-
ry of failure prognosis. This includes trend moni-
toring, selected data-driven process analysis con-
cepts, as well as model-based approaches, which
use damage propagation models or suitable expert
systems.

Exact determination of the CI and related un-
certainties for damage quantification through ap-
propriate DFs are a prerequisite for failure prog-
nosis. The period for which the prognosis can
satisfy certain accuracy and precision require-
ments is called the prognostic horizon and indi-
cates the potential for predictive measures like
spare parts ordering or maintenance scheduling.

Every failure prognosis accumulates and in-
tegrates all uncertainties for damage quantifica-
tion, prediction of damage trends and impact of
future operating conditions: Prognostics deals
therefore with uncertainty. In the last step of the
DF, before the prognosis is started, uncertainties
come from the imperfect data acquisition and rep-
resentation of the underlying process of damage

quantification as well as uncertain knowledge of
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future inputs. Since these sources of uncertainty
cannot be avoided, the full prognostic task deals
with variables like remaining useful life and end
of life, which are random in nature. For these
reasons, every prognostic algorithm must account
for these inherent uncertainties. Moreover, every
conceived algorithm contributes to increasing the
uncertainty of the overall framework: In fact, the
conceived algorithm only has a partial knowledge
of the state of the system at the time in which a
prediction is initialized, of the future input statis-
tics, and of the description of the underlying
process; above all, it does not know exactly
which model the system will follow during the

time interval of prediction.

2 Main Objective of Simulation

Framework

Airbus DS has developed a comprehensive in-
tegrated HMM simulation framework which con-
tributes in the following areas:

(1) Integrated demonstration of proof of en-
ablers (PoE).

(2) Training and maturity of PHM func-
tions.

(3) Maturation of ISHM
(KPIs).

(4) V&.V of ISHM functions.

This HMM simulation framework is used

requirements

primarily for demonstrating Proof of Enablers
(PoE) and System Integration Laboratory (SIL)
testing, including S/W and H/W in the loop,
which is the goal of concept refinement and tech-
nology development. For the end-to-end demon-
stration of HMM, the simulation framework
hosts a simulation of the aircraft system with
fault injection provision, an on-board health as-
sessment function, off-board analytics related to
prognostics, operational risk assessment, data-
base management, fleet planning, maintenance/
logistics planning, etc. at enterprise level. For
SHM, Airbus Defence and Space is addressing
the virtualization of structural components to be

monitored by SHM (structural component simu-

lation stress, strain +++) and facing the challenge
of modeling the sensing system (LLamb wave sim-
ulation) and the insertion of failure modes.

During the early stages of HMM develop-
ment for new aircraft platforms, there is an insuf-
ficient amount of in-service or test flight data
(both nominal and fault behavior, as well as run-
to-fail data) available. The physics-based simula-
tion of aircraft systems and fault progression
models plays an important role for modeling en-
hanced diagnostics and prognostics modules/func-
tions. Simulation models and PHM functions un-
dergo continuous evolution of maturity with data
(rig data, test flight, in-service flight data) avail-
able through progress in the development life cy-
cle. The simulation framework has the mecha-
nism to accommodate additional correction factors
related to modeling imperfection.

User objectives and metrics related to HMM
can be refined through exhaustive Monte-Carlo
simulation of off-nominal scenarios, which is not
a viable solution with real flight tests. Simulation
framework supports functional analysis related to
the selection of candidate subsystems, faults,
sensors and performance matrices of enhanced di-
agnostics and prognostics. This will enrich per-
formance requirements of key algorithms mainly
related to enhanced diagnostics, prognostics, etc.

With the increase in maturity of the simula-
tion capabilities, it plays different roles on V&V
platforms viz. engineering simulator, system-
subsystem test setup, integration test setup, etc.
Ground-based HMM systems can be deployed in
this environment. This framework, with high-fi-
delity modeling of subsystems and sensor data,
provides enough confidence for the installation of
on-board ISHM non-critical systems before a con-
trolled introduction to service for further tuning
and refinement of the algorithm. Integrated HILS
will simulate aircraft dynamics, aircraft subsys-
tem H/W and adverse environmental effects. Al-
so, there is the capability to inject system faults.
This facility can expedite the validation process of
the ISHM system and reduce the validation time

period during the controlled introduction to serv-
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ice. However, this capability demands a huge in-
vestment of time and capital. These investments
can be greatly reduced in the case of the V&V of
the aircraft’s ISHM by utilizing the simulation

framework.

3 ISHM System Certification Guide-
line
3.1 Certification basis

Certification agencies (EASA, FAA, SAE,
etc. ) are yet to establish comprehensive certifica-
tion regulation for HMM. This section summari-
zes existing efforts to establish a certification ba-
sis which will act as an overall guideline for
ISHM system development.

Wheeler et al. ' contribute to an extensive
survey of recent ISHM system programs and
mention that vast differences in user objectives
with regard to engineering development is the
major barrier for successful V& V. The paper i-
dentifies in detail the objectives and associated
metrics across operational, regulatory and engi-
neering domains for diagnosis and prognosis algo-
rithms and systems.

Dzakowic et al. '™ introduce a methodology
for verifying and validating the capabilities of de-
tection, diagnostic and prognostic algorithms
through an on-line metrics-based evaluation.

Feather et al. '® mentions in his publication
that state-of-the-practice V&V and certification
techniques will not suffice for emerging forms of
ISHM systems. However, a number of maturing
software engineering assurance technologies show
particular promise for addressing these ISHM
V&V challenges.

Gorinevsky et al. "' describe the importance
of a NASA-led effort in open system IVHM ar-
chitecture. Detailed functional decompositions of
ISHM systems with respect to criticality, on/off
board operation and development cost are presen-
ted and certification standards are mapped accord-
ingly. This paper also addresses the current
NASA IVHM test bed along with development

and deployment steps corresponding to increasing

TRL.

The FAA's advisory circular (AC), AC 29-
2C MG-15"", provides guidance in achieving air-
worthiness approval for rotorcraft health and us-
age monitoring system (HUMS) installations. It
also outlines the process of credit validation, and
Instructions for continued airworthiness (ICA)
for the full range of HUMS applications.

Larder et al. ©®" converted the text of AC 29-
2C MG-15 into a flow chart. His intention was to
define the generic end-to-end certification process
for HUMS CBM credit. Further, he sought to i-
dentify the relationships and interactions between
different elements of the certification process that
are contained in the three separate sections of the
AC (installation, credit validation, and Instruc-
tions for Continued Airworthiness). This paper
also mentions that HUMS have achieved very few
credits, and that the material in the AC is largely
untested. However, HUMS in-service experience
shows that the potential for future credits does
exist.

ADS-79E HDBK'"* describes the US Army's
condition-based maintenance (CBM) system and
defines the overall guidance necessary to achieve
CBM goals for Army aircraft systems and Un-
manned Aircraft Systems (UAS).

[23]

Menon et al. published a paper which
summarizes the work of a Vertical Lift Consorti-
um Industry Team to provide detailed guidance
for V&.V of CBM maintenance credits.

Existing ARPs (viz. ARP 5783, ARP 4761,
etc. ) published by SAE already supports some
aspects of guidance in different stages of ISHM
development.

SAE formed an Integrated Vehicle Health
Management (IVHM) Steering Group to explore
the needs for standardization to support IVHM
technology for the following objectives:

(1) The development of a single definition
and taxonomy of HMM to be used by the aero-
space and HMM communities.

(2) The identification of how and where
IVHM could be implemented.

(3) The development of a roadmap for
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IVHM standards.
(4) The identification of future IVHM tech-

nological and regulatory needs.

Fig. 6 summarizes existing ARPs and stand-
ards in the different stages of ISHM process

flow.
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Fig. 6 HMM process flow mapping with ARPs and standards

3.2 Guideline for life cycles

HMM development process steps are mapped
onto the ARP 4754 A aircraft/system development
The
HMM development process steps can be mapped
to the V-model of the ARP 4754A process with
the exception of "Concept & Technology Develop-

life cycle, which serves as the baseline.

ment”, "Controlled Introduction to Service’, "In-
structions for Continued Airworthiness (ICA)",
and "In-Service Validation” processes steps, which
are outside of the V-model, as shown in Fig. 7. It
is assumed that after the transfer from R& T the
HMM development will be part of an aircraft sys-
tem development. This concludes that the HMM
development is part of an overall aircraft and sys-
tem development process. Detailed guidelines for
all processes will be available in the respective

standards as mentioned in Fig. 6.
3.3 HMM simulation framework

The goal of the ISMM system is the prepara-
tion of an intelligent maintenance plan, intelli-

gence mission plan and automatic logistics func-

tion for enhancing availability, maintainability

and mission capabilities. These functions are

achieved through condition-based maintenance
(CBM).
built around OSA-CBM and OSA-EATI architec-
all ISHM functional

through different subsystem models

The Simulation Framework, which is

ture, simulates layers

Prognostic health management (PHM) is the
core of HMM technology. Like in any other do-
main, challenges in the introduction of PHM sys-
tems in the aerospace domain are twofold. On
one hand, there are individual challenges in devel-
oping sensor technology, state detection and
health assessment methodologies and models for
determining the future lifespan of a (possibly de-
teriorated) component. On the other hand, there
are integration challenges when turning heteroge-
neous data from disparate and distributed sources
into consolidated information and dependable de-
cision support at aircraft and fleet level. It has

therefore been recognized in the community that

standardized and open data management solutions
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Fig. 7 Mapping of HMM development process steps to aircraft development process

are crucial to the success of PHM. Such a stand-
ard should introduce a commonly accepted frame-
work for data representation, data communication
and data storage.

This simulation framework Fig. 8 supports
key features, viz. demonstration of the end-to-
end value chain of HMM, real-time simulation for
the on-board computation, almost real-time for
off-board, having features of simulating lifetime
(with time acceleration mode), provision for re-
finement of physical models with data from test
rigs, test flights with seeded faults and in-service
data.

HMM Simulation Framework simulates the
following modules:

(1) Aircraft system model

(2) On-board ISHM system

(3) On-ground ISHM system

(4) Supply chain (enterprise level)

(5) Simulation management

The simulation of the aircraft system model
and supply chain (enterprise level) create a simu-

lation environment for HMM system models and

simulation management controls the operation of
the complete HMM simulation framework.
3.3.1 Aircraft system model

The aircraft system model simulates systems
for which we intend to develop HMM capabilities
and their sensors. The aircraft system model fea-
tures high-fidelity modeling of the aircraft aero-
dynamics model, hydraulics / actuator system
model, landing gear, fuel, ECS, and aircraft
structure, etc. Each subsystem implements phys-
ics-based modeling of dynamic behavior, physics
of fault, and computation of states or parameters
for deriving sensor data for each subsystem. Sen-
sor data for each subsystem are generated from
computed states and parameters after corruption
with all possible errors that might occur in real-
life scenarios, as well as with noise specific to
these sensors. All faults are injected from the
simulation control GUI. Any system for which
HMM-specific monitoring and prediction capabili-
ties should be validated and verified needs to be
modeled with a high level of detail. This should

enable the realistic simulation of failures to sup-

port the validation of diagnostic and prognostic
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functions. The respective controller model simu-
lates built-in tests (BIT) and reactive health as-
sessment (RHA) of the subsystem.

3.3.2 On-board ISHM system

On-board ISHM function includes a central
ISHM data processor. Sensors push their data to
the HMM data processor via an OSA-CBM imple-
mentation. The underlying message protocol is
optimized for embedded systems. The HMM data
processor calculates ISHM information according
to the OSA-CBM layer specifications, up to the
health assessment layer.

As per OSA-CBM, there are seven functional
layers. The central ISHM data processor has the
following functions:

(1) First four functions of OSA-CBM

(2) Data acquisition

(3) Data manipulation

(4) State detection

(5) Health assessment

(6) High-level reasoning

* Health assessment
* Vehicle high level reasoning

(7) BIT function

(8) Storing of on-board health data

Several seeded fault tests under fixed condi-
tions are sufficient to enable the model-based de-
velopment of diagnostic functions. The develop-
ment of prognostic functions (to be part of
ground-based HMM) also needs to cover the de-
velopment of suitable failure mode-specific degra-
dation models. Once the degradation models have
been developed, it is possible to verify the diag-
nostic and prognostic functions through Monte-
Carlo simulations. These simulations should in-
clude stochastic fault insertion for "hard faults”
(stochastically occurring failures without impacts
on observable system parameters before the speci-
fied failure threshold is exceeded) and the usage
of degradation models for "soft faults” (stochasti-
cally occurring degradations with impacts on ob-
servable system parameters before the specified
failure threshold is exceeded). This concept is il-

lustrated in Fig. 9.
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Fig. 9 Fault simulation concept for simulation framework

3.3.3 On-ground HMM

Major functionalities for enhancing availabili-
ty, maintainability and mission capabilities relat-
ed to the HMM system are realized by ground-
based subsystems. The on-board ISHM system
functions only include data acquisition and an e-
quipment health diagnostic function, along with
the intermediate processing of data. The ground-
based ISHM system has a significant amount of
processing related to the following prime func-
tions Camci et al. [,

(1) On-ground health management function

The on-ground health management function
consists of advanced diagnostic and predictive a-
nalysis. Advanced diagnostics validate further on-
board diagnostic results with historical data of the
same aircraft and a fleet-wide fault database, and
refine diagnostic decisions. Advanced prognostics
compute RUL &. Confidence for the CBM candi-
date. Predictive analysis (trend analysis) identi-
fies impending failure using a trend analysis of
historically collected data, but does not predict
when failure will occur.

(2) Maintenance management

Maintenance management functions find one
of the following maintenance solutions for a sub-
system, depending on the RCM process (Fig.
10) .

« Corrective

+ Preventive

« CBM

Maintenance management executes the fol-
lowing functions:

(D Identify maintenance task corresponding
to subsystem/functional failure;

@ Compute rank of optimal maintenance
task as a function of maintenance effectiveness for
the failure mode, maintenance downtime and
cost;

@ Execute maintenance (work order genera-
tion, Track maintenance action, Receive feedback
and close work order) as per approved mainte-
nance plan.

(3) Maintenance planer

The opportunistic maintenance agent deter-
mines the opportunistic maintenance time and
tasks using the rank of maintenance tasks, mis-
sion capability of subsystem/function for future
missions, and RUL for future missions. The ma-
intenance planner schedules the intelligent main-
tenance plan, validates with feedback from re-
source management and publishes the mainte-
nance plan after getting approval from the deci-
sion support system.

(4) Resource/logistic management

This function tracks the availability along
with the configuration parameters of LRUs,
tools, parts, consumables and personnel, etc.
(configurable items). Upon receiving the mainte-

nance plan , the Resource / logistic management
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Fig. 10 Maintenance strategies including predictive, CMB

function sends feedback on the validity of the ma-
intenance plan to the Maintenance Planner on the
basis of resource availability. Finally, this func-
tion generates a plan for resources/inventory and
generates order for parts or LRUs to OEMs or
suppliers as per the present and projected status
of the inventory.

(5) Mission planner

Mission plans and flying programs are en-
tered using a digital map and editing GUIL. The
Mission Planner instructs users to reschedule the
Mission Plan if the performance of the aircraft ex-
ceeds the entered and edited mission plan. Flying
programs are asked to reschedule if the approved
maintenance plan clashes with the mission plan.
The applicability of mission segments of a parti-
cular aircraft are checked further with respect to
the operational capabilities of the aircraft for the
segment, computed by Operational Risk Assess-
ment (ORA). If the capability of the flight seg-
ment or complete mission is less than the critical
threshold, the Mission Planner instructs users to
reschedule or cancel the mission for that particu-
lar aircraft.

(6) Learning agent

As experience is accumulated, some of the

parameters within the model can be learned auto-
matically by analyzing the feedback from the
maintainer, OEM industry, mission commander,
or resource manager. The parameters to be learn-
ed are the opportunistic maintenance threshold,
the required maintenance threshold, resource lead
time, maintenance effectiveness and different co-
efficients related to diagnostics and prognostics,
etc.

(7) Simulation of enterprise system

This module simulates the supply of specific
LRUs or parts from OEMs, service/industry
support organizations, wholesale stock point,
taking into account an appropriate accumulated
delay attributed to the order process by the re-
source management function, manufacturing Cif
applicable), shipping process, etc. related to
supply chain management.

(8) Presentation layer

Decision support personnel interact through
the presentation layer, which consists of the fol-
lowing GUIs distributed across different termi-
nals;

« Health management &. monitoring

+ Interactive GUI for maintenance manage-
ment

+ Resource management & monitoring
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« Maintenance planner

« Mission planner

(9) High-level reasoning / operational risk
assessment

High-level reasoning (HLR) is the capability
that can estimate an airplane’ s (or vehicle' s)
functional availability. The purpose of the HLR
concept is to estimate the functional availability of
a vehicle based on the health assessment results
from lower-level systems and subsystems. Both
concepts are part of the HLR development and in-
tegration into the simulation framework. RUL
and confidence is recomputed for each component
failure for all future missions and used by HLR.
Finally, ORA determines and quantifies the re-
maining functional/operational availability at the
subsystem, vehicle, and mission levels.

System expert 2

System expert 1 System expert n

Text file/GUI input
Functional

logic

File/DB Display

| Merged files in a
specific format

[[]=Input []= Internal
operation

[] = Internal
operation
based on
user input

1= Output

Fig. 11

4.2 Maintenance strategy tool

Maintenance strategy **! aims to map all fault
modes at individual and LRU levels to different
RCM analysis is the

foundation to establish a framework for candidate

maintenance categories.

4 Key Tools Related to ISHM Design
4.1 Functional failure analysis tool

Fig. 11 shows the concept of functional fail-
ure analysis. The first step in HMM capability
design is to clearly define how the vehicle and its
subsystems function and how they can potentially
fail. A clear understanding and representation of
the functions to be accomplished provides the
framework for recording how a system can fail,
the manifestations of the failure, its conse-
quences, and its impact on the vehicle as a whole.
The FFA tool plays an important role in the de-
velopment of the HMM System, CBM candidate
selection, refining system performance matrices,
and the trade-off study in the design of HMM ar-

chitecture.

Display selected zone

N (€10)1
Perform

Functional tree

Concept of functional failure analysis

selection. The decision logic is based on existing
SAE JA1011, SAE JA1012, NA-
VAIR 00-25-403, and ATA MSG-3 with suitable

modification. After the fault consequence check,

guidelines:

the maintenance options for each fault type of an

LRU are shortlisted based on technical feasibility
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only. Cost-effectiveness and risk are computed
for each selected option of the fault type. The
best maintenance option or combinations of op-

tions are selected for the LRU by solving optimi-

Maintenance strategy optimization
(RCM analysis)

List of tasks* which are
technically feasible

Best task which 1s economica y

feasible (worth doing and cost
effective in sub-system level)

Maintenance planning

Logistic planning

oyment time)

.| Operational planning

O&S optimization

(depl

Configuration
management

*Tasks mean maintenance

zation problem in a manner which maximizes a-
vailability and the ROI of the selected option, and
minimizes risk at the LRU level, as shown in

Fig. 12.

pes (PMs, CBM and RTF) or other actions like re-design, etc

Fig. 12 Different categories of optimization for ISHM

5 Role of HMM Framework in Certi-

fication

Fig. 13 depicts the V&.V road map of HMM
with an increasing technology readiness level. On
the basis of an earlier discussion, the V&V
process towards the airworthiness certification of
HMM will be spread over the following phases:

 Concept refinement &. technology devel-
opment

+ Development

+ Controlled introduction to service

 Instruction for continuous airworthiness

From the V&.V roadmap', it is very much
evident that different facilities are needed for the
V&.V, certification &. qualification of ISHM
technologies. The ISHM simulation framework

plays multiple roles as a single platform.

6 Lessons Learned

Key findings from the development of the
Airbus DS HMM program and Simulation Frame-

work as a validation platform are summarized

here.

(1) Enhanced diagnostics (to compute the
health index of degrading subsystem compo-
nents), enhanced fault isolation (to isolate incipi-
ent faults), health aggregation at higher levels
(subsystem, system, operation) and prognostics
(to compute the remaining useful life) are key en-
ablers for PHM functions.

(2) During the early stages of the HMM life
cycle, in the absence of in-service/test flight da-
ta, the physics-based model plays an important
role. The physics-based model undergoes contin-
uous maturity with the help of in-service data.

(3) Once put into service, the PHM func-
tions have to be continually validated to detect po-
tential discrepancies between the initial design/
implementation and real-life behaviort'".

(4) The initial PHM design/model (techni-
cal choices: algorithms, learning database, etc.)
is subjected to potential changes in operational
(change in the operational cycles, loading of the

system ) and environmental (e. g. heat , humidi-
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Fig. 13 V&.V Roadmap of ISHM and role of simulation framework

ty) conditions'".

(5) The potential evolution of the mainte-
nance operations may have an impact on the valid-
ity of PHM functionst'™,

(6) The integration of structural health mo-
nitoring is still at a low TRL compared to that of

the system because of the complexity of modeling

the characteristics of the SHM sensing system,
the damage characteristics of composite materials
and the required processing, diagnostic and prog-
nostic capabilities.

(7) A few of the important insights related
to Simulation and ISHM certification are given in

Fig. 14.

Issues with simulation framework

1. Better the fidelity of modelling, more
effective simulation framework

2. Huge investment for high fidelity model
development

3. Difficult to model uncertain environment and
complex sub-system

4. Vendors are not ready to provide critical
data. How to model in the absence of
vendor data?

5. For new aircraft no flight data available

6. ISHM technologies (viz. prognostics, etc.) is
evolving

7. No certification standards from regulatory
bodies

8. Use as a V&V platform

Approach

* Trade-off needed between high fidelity
model development versus cost

* Mature technology with realistic flight
data during control introduction to
service (during maintenance benefit
phase)

* Hybrid approach using both model
based and data driven techniques

* Provision to integrate with test RIGs and
flight data

* Appropriate strategy during technology
maturation

» Knowledge on existing and related
guidelines, standards and innovate

» Framework has to be qualified

Mapping
1,2

3,4,5

3,4,5

Fig. 14

ISHM simulation framework challenges and approaches
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7 Conclusions

In general, it is evident that the nature of
challenges in V&V and certification of HMM is
different compared to standard stand-alone sys-
tem. One of the major challenges in the certifica-
tion of ISHM systems is the unavailability of
comprehensive regulatory standards for ISHM.
V&V also poses challenges mainly due to the fact
that HMM has to handle a large number of off-
nominal scenarios, has to ensure performance,
safety, and reliability across the entire perform-
ance envelope, and has to reliably avoid "false a-
larms”. Moreover, V&.V has to deal with multi-
disciplinary aspects of ISHM. The most promi-
nent aspect is the gathering of direct evidence for
fault effects related to the V&V of enhanced di-
agnostics and prognostics. To handle these is-
sues, the key aspects of ISHM V&V mentioned
above are summarized here:

(1) V&V maturity starts from the concept
refinement and technology development phase.

(2) 1f a specific subsystem/function of ISHM
is classified as Hazardous / Severe-major, then
direct evidence must be gathered. (FAA's adviso-
ry circular AC 29-2C MG-15).

(3) If a specific subsystem/function of ISHM
is classified as Major or lower, then indirect evi-
dence is sufficient. (FAA's advisory circular AC
29-2C MG-15).

(4) During "Controlled Introduction to Serv-
ice”, CBM maintenance credit is considered as
maintenance benefit, i. e. CBM output is com-
pared with maintenance instructions suggested by
the conventional RCM process.

(5) After the maturation of the algorithm
and certification, CBM obtains maintenance cred-
it.

(6) An appropriate sequence of the V&V
process of ISHM function layers is to be consid-
ered.

(7) It must be noted that the V&V of ISHM
functionalities in the simulation framework does

not completely address defects created by the de-

signer. It is evident from Fig. 14 (V&.V roadmap
with increasing TRL) that subsequent V&.V pha-
ses (i. e. V&V in the integration RIG, integrated
HILS, V&V during controlled introduction to
the service and ICA) are suggested in order to a-
chieve maintenance credit.

(8) Since the ISHM simulation framework
plays a vital role in the V&V process, the simu-
lation framework has to be qualified™*.

The survey of works backing ISHM system
certification, suggested customization, and expe-
riences support SHM development as well. How-
ever, a significant challenge is the certification of
SHM, which is the probability of detection re-
quirements and means of compliance. Modeling
of the structural component behavior, Lamb wave
simulation and damage progression model are

some of the key challenging areas.
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