Feb. 2018 Transactions of Nanjing University of Aeronautics and Astronautics Vol. 35 No. 1

Intelligent Silent Zone for Source-Location Privacy Based on
Context-Awareness in WSNs

Zhou Qian'*, Qin Xiaolin'* , Ding Youwei'"*

1. College of Computer Science and Technology, Nanjing University of Aeronautics and Astronautics,
Nanjing 211106, P. R. China;
2. Jiangsu Key Laboratory of Internet of Things and Control Technology, Nanjing 211106, P. R. China

(Received 18 June 2017; revised 20 November 2017; accepted 20 November 2017)

Abstract: In many wireless sensor networks (WSNs) applications, the preservation of source-location privacy plays
a critical role in concealing context information. otherwise the monitored entities or subjects may be put in danger.
Many traditional solutions have been proposed based on the creation of random routes, such as random walk and
fake sources approach, which will lead to serious packet delay and high energy consumption. Instead of applying
the routing in a blind way, this article proposes a novel solution for source location privacy in WSNs by utilizing
sensor ability of perceiving the presence a mobile attacker nearby. for patient attackers in particular to increase the
safety period and decrease the data delivery delay. The proposed strategy forms an intelligent silent zone (ISZ) by
sacrificing only a minority of sensor nodes to entice patient attackers away from real packet routing path. The anal-
ysis and simulation results show that the proposed scheme, besides providing source location privacy energy effi-
ciently, can significantly reduce real event reporting latency compared with the existing approaches.
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0 Introduction mation of the network such as the packet's send-
ing time and the location of the sending node, and
The sensors, due to their small size, and he will repeat this process until he approaches the
strong networking performance, are easy to source node, namely the location of the panda. In

[1-2]  Sensor networks are

maintain and deploy
widely used in some sensitive environments such
as the battlefield, and some wild animal reserve
areas. For instance, in a wireless sensor network
(WSN) for monitoring wild endangered animals,
an electric sensor carried by a panda can send its (a) Inital state (b) Moving to the direction of
own information to the sensors nearby, and then sending packets

the event is transmitted through the WSN to the O 0 00 O

monitor center (sink). The first sensor that re-
ceives the signals from the monitoring asset such
as the panda, is called the source node, as shown

in Fig. 1. An attacker in the vicinity of V|, carry-

) ) ] ) i oving to the direction of  (d) Panda being hunted
ing a piece of signal detection equipment to eaves- so -

drop, moves to V, according to the context infor- Fig.1 Attack based on context
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the end, the privacy of the source location is dis-
closed.

In practice, the object sensed by the source
node normally demands for key protection, so the
source location should not be revealed in the
process of data transmission, in order to avoid se-
vere loss of economy or resources. As a kind of
privacy information, the source location can only
be visited by the authorized person. The privacy
can be classified into the content-based and the
context-based™. The content-based privacy re-
fers to the integrity and confidentiality of the con-
tent, that is, the content cannot be tampered.
The privacy discussed in this paper is based on
the context, which can be obtained by attackers
to infer the source location.

The prior technologies for preserving the
source privacy are implemented mainly by chan-
ging or increasing the current routing paths, such
as phantom routing, multi-path routing, dummy
sources injection and other security routing mech-
anisms. These technologies may achieve a certain
safety at high expense of delay or energy cost, so
they are not feasible for the wireless sensor net-
works (WSNs) application which have high re-
quirements of efficient energy or real-time re-
sponse. For instance, the main idea of multi-
patht is that packets are sent firstly to the pseu-
do source, and then to the sink by single path
routing or flooding. Because the attacker is not
visible in WSNs, in order to choose the pseudo
node-”, we need to know the entire network to-
pology. Hence, the methods for choosing pseudo
sources are normally very complex, leading to
great energy cost and packet delay"™. Further-
more, the routing with topology information is
vulnerable to traffic analysis of global attack-
erst’,

In an event-driven WSN, the routing is nor-
mally on-demand. For a specific event, it will
choose the corresponding routing strategy. For
example, in a wildlife reserve, for the require-
ment of privacy, a security routing is applied to
transmit animal information through the monito-

ring WSN. In addition, the sensors will work as

soon as an emergency is detected, when a shor-
test-path routing or flooding is usually applied
due to the shortest delay. However, these
schemes are vulnerable for revealing the location
privacy™! easily. In order to deal with these prob-
lems, it is urgent to find a kind of secure mecha-
nism that not only has little impact on the original
routing, but also can resist the attacker's traffic
analysis'.

With the development of hardware technolo-
gies and reduction of the cost, some monitoring
sensors which are applied in critical applications,
such as border surveillance and endangered animal
reservation, are equipped with the sensor mod-

Lol

ules for detection of moving objects"” and electric

signals. These sensors can automatically recog-
nize one moving attacker'’”', and then broad-
cast the location of the attacker to its neighbors
by beacon signals. Rios et al. proposed a greedy
routing algorithm of context-aware location priva-
cy (CALP)™ and silent zone(SZ) scheme based
on such attacker-recognition technology. Howev-
er, according to the Kerckhoffs' principle, the at-
tacker will know the whole design of the secure
system. We assume that the attacker knows the
routing protocol and can decrypt the security pro-
tocol. Although CALP is also based on the shor-
test path, the packet would have great delay, be-
cause the privacy preserving function depends on
the beacon scheduling to update the routing table
every time, when the period of beacon increases.
The application of beacons has brought new chal-

(3] Despite

lenges to the network performance
the high privacy of SZ by isolating attackers from
the whole network, the packet fails to be deliv-
ered successfully when a patient attacker stays
near the sink.

The scheme presented in this study is inde-
pendent from beacon frequency and can subtly en-
tice adversaries far away from the real routing
path. Therefore, as our scheme causes the least
impact on the original routing, the packet can be
delivered efficiently to the sink with no more de-
lay. In this process, the location privacy is also

preserved by stopping attackers from receiving
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any information. The main contributions of this
paper are summarized as follows:

(1) We propose an intelligent silent zone
(ISZ) mechanism to preserve the source location
privacy, by enticing the attackers away from real
packet routing path in a silent zone.

(2) ISZ can preserve the source location pri-
vacy even when the attacker knows the routing
protocol. Besides, this scheme is applied in a uni-
versal scenario regardless of the routing policy.

(3) The path bias is introduced to measure
the impact of secure policies on the current rou-
ting. ISZ mechanism can maintain the original

path to the great extent.

1 Related Work

The research on the source location privacy
(SLP) "™ in WSNs has been drawing significant
attention. According to their abilities, attackers
come in two varieties, local and global. The glob-
al'”'*) one can know the whole network traffic. In
order to resist the attacker’'s global traffic analy-
sis, dummy packets are usually injected in the re-
al packet transmission interval, resulting in con-
siderable energy cost. And the multi-path rou-
ting"™™ can enhance the load balance and quality of
service (QOS), which makes the global attacker

difficult to track the packets™. The local attack-

er™ can receive the information in the vicinity of
him, while multiple local attackers can cooperate
with one each other to get a wider range of net-
work information''’?. As a local attacker, whose
location is still invisible like a ghost to the entire
network, he can analyze the network traffic to in-
fer the source location. Previous studies have
shown that there are mainly three techniques to
hide the traffic. One is the phantom routing™
proposed by kamat et al. in their panda-hunter
model for the first time, which includes the first
step of having random walk to a phantom source,
followed by the shortest path or flooding to the
sink in the end. However, as random walk in-
creases, the packet gradually approaches the
source node"**, indicating the revelation of the

source location in turn for a random walk phase.

Shortly afterwards, some improved algorithms
such as greedy random walk (GROW)™ are pro-
posed, which are associated with more energy
cost to reduce the transmission delay and improve
the security. The other two schemes are dummy

[3.20

packets mechanism™?) and pseudo source node

7211 These two methods can resist

mechanism
more powerful attackers, but because the number
and the location of pseudo nodes are randomly
distributed, some unnecessary energy cost is una-
voidable.

With the development of the hardware, the
attacker will be in visible for the wireless sensor
network. By using the characteristics of attacker

U121 nodes relatively far from the at-

perceiving
tacker are chosen as the shortest path to the sink,
which brings a new idea for solving this kind of
problem. Moving object recognition technolo-

L1 in resisting the attacker, enhances the cer-

gy
tainty of the strategy, instead of randomness.
However, the authorized moving objects can be
allowed to enter the WSN, such as scientists de-
tecting data in the field. Merely a simple authen-

L2220 can exclude the unauthor-

tication mechanism
ized migration of mobile objects. Between the ex-
ternal moving objects and sensors, the establish-
ment of session key based on elliptic curve cryptog-
raphy (ECC) is more simplified with smaller public
key, compared with non-ECC mechanisms.

To further reduce the overhead of data trans-
mission, according to the characteristics of the
IEEE 802. 15. 4 MAC layer, Shao et al. " made
use of the payload of beacons to transmit data,
which will be extracted through programs in the
application layer. In addition, the Mac layer for
maintaining a reliable communication link, can al-
so be used to broadcast information by beacons.
The MAC mentioned here is beacon-enabled, and
the influence of varied MAC protocols on the net-
work performance is different. According to Ref.
[25], a short interval between beacons will cause
too much synchronization overhead, while a long
interval will result in a longer guardian time for
the time drift. The beacon interval can be adjus-

ted adaptively according to the network traffic,
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such as changing the duty ratio to increase the
throughput for tunable media access control (T-
MAC) and syne-MAC(S-MAC)™ . The frequency
can also be changed by the software depending on the
specific application. There are two advantages of u-
sing beacons to transmit the data, the first is energy

saving, and the second is to hide the path.

2 Problem Description

2.1 Network model

In a homogeneous wireless sensor network,
there are N nodes {n; | 1<(i<N}, and each sensor
has the same computing and storage capacity,
with every node of n; known their location(x;, y;)
and the sink(x,,y,).

Assuming that the sensors are deployed in a
free plane space, the distance between sensors is
the Euclidean distance. If the location of node v,
and v, are located respectively in (x,, y,) and

(x3.3y,), the distance between v,and v, is

d(vy,v) =/ (xy — 20" + (y; —y)? (D

If there are a few neighbors in a sparse net-

work, an attacker is easier to locate the sender
near him. So the nodes of network are densely
connected.

In the view of the external attacker, the for-
mat and the size of each packet is the same, and
the node’ s identity information is encrypted to
prevent an attacker from decrypting the contents
of packets, therefore he cannot distinguish be-
tween true packets and pseudo ones.

As mentioned earilier, the attacker-recogni-
tion module can tell the location of the attacker
H(x,, v,). The authorization mechanism is in-
troduced to eliminate the interference in the
process of identifying moving objects, and the un-
authorized target (with electromagnetic signal) is
regarded as an attacker. The moving object authori-
zation is ignored, for example, the scientists carry a
personal device to examine the data collected in the

field, so such moving object is not an attacker.
2.2 Attack model

Due to the limited communication range of

each sensor node in WSNs, the packets are trans-
mitted hop by hop. The attacker locates the base
station or the data source by using the time de-
pendence of the packets and the traffic patterns.
According to the attacker’s reaction when he re-
ceives a packet, attackers come into two
typest?™; (1) The patient attacker, he will not
move until he receives a new packet , and then
moves to the direct direction of the packet send-
ing; (2) The cautious attacker, if he has been
waiting at a node for a new packet for a fixed
time, he will return back to the last location. No
standards can be used to distinguish the ability of
these two type attackers, for the perceptive at-
tacker has the path analysis ability. While in
some cases, the patient attacker can provide much
more safety, which will be elaborated in Section
4. Therefore, when designing privacy schemes,
we should take these two types of attackers into
account,

We assume that the attacker is local and pas-
sive. Local means that the attacker’'s observing
scope is only the sensors in his vicinity, and pas-
sive indicates that the attacker does not have any
functional impact on the sensor network. The at-
tacker knows the location of the sink node. As an
external attacker, he can only eavesdrop on the
packets in WSNs, but not control any internal
sensor nodes.

According to the angle and the strength of
the received transmission signal, the attacker str-
arts from the sink node and follows the direction
of the direct sender to capture him. If the attack-
er does not receive any packets within a certain
period of time T, he will have random walk to
find a node sending a packet, and continue to
eavesdrop. Here:

(1) If the time of T is short, it is a curious
attacker;

(2) If T is infinite, it is a patient attacker.

An attacker moves at a constant speed of V4,
where V, <C{ V,, and V,, represents the speed of
packets between nodes. The eavesdropping range
of an attacker is not greater than the communica-

tion range of a node, that is, D<CR, where D and
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R represent the eavesdropping range and the com-

munication radius of the sensor node, respective-

ly.
3 Method

3.1 Attack-preserving technology

Traditional intrusion detection system is una-
ble to detect the attacker since the passive attack-
er has no affection on the whole network. While
because of the inherent character of the attacker
as a moving object with electromagnetic signal,
sensor nodes equipped with special models can
monitor and track wunauthorized moving ob-
jectst?,

The sensor node applied here includes two

functional models: M-DS and control mode, as

shown in Fig. 2.

A

ode data flow
pothuniaiition

- |[Motion

Fig. 2 Functional models

The module is used to detect whether an at-
tacker is nearby, relying on the existing technolo-
gy. If an attacker approaches, an alarm is sent by
the M-DS module to the control module. The
control module then transmits beacon signals to

inform sensors nearby.
3.2 Silent zone scheme

SZ scheme is introduced by Rios in
Ref.[12]. The main idea is that as soon as the
mobile attacker is detected by the sensor nearby,
the senor will notify all other neighbours of the
attacker’s location, and the neighbours that re-
ceive the warning message will be set silent. All
silent nodes fail to forward packets any more,
even if they receive these packets and then discard
them. We call these nodes as SILENT, which can
be achieved by the software.

Definition 1 There are four possible states

defined by an enum. SLEEP and ACTIVE are
steady states and SEND is transient, and SI-
LENT is also a transient state that the nodes will
simply discard or store the packets they receive,
without forwarding it.

enum/{

INIT = 0,

SLEEP = FSM_Steady. (1),

ACTIVE = FSM_Steady. (2),

SEND = FSM_Transient. (1),

Silent = FSM_Transient. (2),

}

Once an attacker appears, all nodes within
the security boundary are notified by the afore-
mentioned beacons. If the node H node is the
first one that detects the attacker, it can deter-
mine the location of the attacker, and then send a
beacon. Taking H node as the center of a disk,
all the sensors within communication radius R
will receive the R signal and set their states to be
silent.

Each node knows the location of the sink and
its own, and can send information by beacon sig-
nals. Intuitively, the SZ mechanism significantly
decreases the number of real packets captured by
an attacker. According to the attack model in
Section 2. 2, the attacker will walk randomly un-
til he captures a packet in the network. When the
attacker is close to the real data transmission
path, the next delivery will deviate from the orig-
inal route. Such deviation will lead to an increase
in the path length and the energy consumption of
the network. With the increasing number of walk
steps, the walk area is increasing accordingly. If
the source node is close to the sink node, the at-
tacker can find the source node in a short time by
completely random walking.

In order to prevent attackers from receiving
new packets by SZ mechanism, there are two dis-
advantages when an attacker is near the sink
node: (1) It would make packets not arrive at the
destination, resulting in a very low delivery rate.
The corresponding solution is that when the at-
tacker is in the vicinity of the sink, the minimum

safety distance is set small, and when the attack-



208 Transactions of Nanjing University of Aeronautics and Astronautics

Vol. 35

er is far away, the minimum safety distance is
changed back to the communication radius. (2) It
would make the attacker easier to find the source
node nearby, because no packer is captured by the
attacker, and then he will have a random walk,
as discussed before.

The advantages of completely isolating the
attacker from real packets is obvious. The attack-
er can not receive any context information any
more, meanwhile he has random walk. Given the
current node position as CN, (x,,y,) after h step,
the coordinate can be followed as

DN . =CN, +CN, 4 CN; + +++ 4 CN pyunec
(2)

X=CN,;—CN, ;(i>0), where X is an inde-
pendent distribution of random variables, namely
{(1,00,(=1,0),(0,1),(0, —D)}.

ks hyuis distance from CN, to the location
after hy.. step, where {£]0<k<C1}, the asymp-
totic probability of & * h,y is as follows

Rl gl 2

P= J Jef'2 My o df o dr =1 — e /e
hen

0 0

3)
When the number of A, continues to in-
crease, the probability of going back to the origi-
nal location for the attacker tends to 1. The at-
tacker can only walk around for ensuring the loca-
tion privacy of the source node. When the dis-
tance between the source node and the sink is rel-
atively small, the source node is within this small
range. As the h,, increases, the source node
could be found only in a limited time. However,
it has been proved that when the source node is
far away from the attacker, the probability of
finding the sink node is very small. Therefore,
one of the design goals in this paper is to let the
attacker move away from the source node, which
can be achieved as long as the moving direction of
packets captured by the attacker is opposite to

that of the source.
When the attacker is near the original routing
path, the longer the minimum safety distance is,
the more deviation of the routing path will be. It

will lead to great energy consumption. Worst of

all, it will result in the instability of the network.
In order to make privacy protection mechanisms
to be more widely used, it is necessary to let the
attacker far from the source, and at the same
time to remain the original routing path unbiased.
The routing path bias is defined in the next sec-
tion. The smaller routing path bias, the higher

quality of network service.
3.3 The proposed mechanism

First, we need to define the routing path bi-
as. The smaller routing path bias will has the less
impact on the original routing path.

Definition 2 Given p as the mean length of
routing paths. When the security mechanism is
applied and the length of the ith routing path is

count;, the routing path bias S* is defined as fol-

lows
2 _ (count; — 55)2
S E . 4)

To minimize the routing path bias, we need
to optimize SZ scheme. This article presents a
novel solution called ISZ, whose main idea is that
the routing for real packets is complemented out-
side the silent zone, and while the packet routes
are near the silent zone, a false packet is sent to a
bait node chosen intelligently, to entice the at-
tacker away from the original routing path. The
false packets can get through the silent zone,
which will be described as shown in Table 1.
Here, the greedy shortest path routing is chosen
for the efficient purpose. The specific steps of ISZ
will be described below.

Communication between sensors, we adopt
acknowledgement mechanism to ensure the relia-
bility of data transmission. As shown in Fig. 3,
when the node A forwards a packet M to B, A
will receive an implicit confirmation when B for-
wards the packet M downstream. If A does not
hear B's acknowledgement in some abnormal sit-
uations, such as interruption of link or silent
state of nodes, the node A will notify its neigh-
bors of their current states, and then select the
next hop node prior to retransmitting the packet.

The blue shadow section indicates the zone or area
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O H node

Fig. 3 Packet transmission outside the silent zone

of an attacker's eavesdropping. Fig. 3 illustrates
an attacker walking away from the delivery path
of the real packet. The dashed arrow represents
the state that after the node A has delivered a
packet to B successfully, B is broadcasting a
packet. If B receives an acknowledgement from
C, the dashed arrow will change into the solid
line like that from A to B.

The number of the relaying nodes and selec-
tion strategies varies depending on the routing
protocols. For the greedy shortest path routing
protocol, we assume that the node O is supposed
to be the next hop of A. When O receives A's sig-
nal, the state of O is silent (in shadow warning
area). As mentioned above, O changes into a si-
lent state when it receives the warning beacon sig-
nal from H_node. Therefore, the packet will be
discarded, as shown in Fig. 4 (a). Provided that
the node A cannot receive the acknowledgement
from the node O, it will reselect a new relay for
the real packet and simultaneously send a false
packet M. The detailed process is carried out in
two phases., an update phase and an operational
phase.

We assume that each sensor has a list of its
neighbors. In the update phase, the node A ob-
tains all the information of its neighbor nodes
which belongs to SET-Nei A, using one-hop
broadcast message. According to the states infor-
mation of neighbors, the currently active neigh-
bors' information is updated as SET_Active A,
where SET_Active. A=SET_Nei_ ASET _Silent_

(a) Packet delivery in SZ (b) Real relay node

(c) Finding the bait node

Fig.4 Illustration of a packet delivery process

Zone. In the operational phase, B and B are cho-
sen to be the successor of A. The node B is for
the real packet M, and B is for the false packet
M, as shown in Table 1. From the perspective of
an attacker, M has no difference from M. The
node which receives M, will continue to deliver M
to the next hop Next Hop_Real according to the
original routing outside the silent zone. While the
node chosen to forward M will elect the next hop

Next_ Hop_Fals according to Algorithm 1.

Table 1 Two types of packets

Packet Property 1 Property 2 Property 3

Cannot be

Real packet  Deliver to  Include true

) transmitted by
M the sink data

silent nodes

Can be

False packet Deliver to the Include false .
transmitted by

M bait node data .
silent nods

Algorithm 1 The next hop outside the silent zone

Input:O, Current_node, Nei_ Current

Output:Next Hop Real. Next Hop_ False

(1) SET _Active _Nenode <= Info _ Message
(Nei_ Current) ;

(2) Foreach node € SET_ Active_Nenode;

(3) TIF(d (node, sink) < d(Next Hop_Real ,
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sink) )
//deliver real packets on the greedy shortest
path
(4) Next_Hop_Real=node;
//the node closest to node O;
(5)Endforeach
(6)Foreach node’ € SET_Active Nenode;
(7) TF (angle (Next_Hop_Real, O, node")
> angle (Next Hop Real, O, Next Hop _
False))
//The principle for choosing the false
packet relay
(8) Next_Hop_False=node';
//the node which is the closest to Silent
Zone,
but the further from O;
(9)Endforeach
(10)RETURN Next Hop_False;
In the update phase, the node A can identify
the silent nodes by the feedback from its neigh-

However, such abnormal situation is beyond our
scope of discussion, and there are only two states
After
the update, as shown in Fig. 4 (b), the active

are taken into account, silent and active.

node B, which is closest to the sink, is chosen ac-
cording to the greedy shortest path routing proto-
col. As each node knows the location of its own
and the sink according to the neighbor list as
shown in Table 2, where D denotes the distance,
we also can select the node B’ to forward the false
packet, and the selection principle is that the
node should be close to the silent zone but away
from the node O. As shown in Fig. 5, B3 is the
best node because it is further away from O than
B1 and B2 and closer to the silent zone than B4,
Obviously, B’ is the locally optimal relaying
node, if VX,B € SET _Active_ A AN X # B/,
./ BOX<_/BOB'.
angle(B.,0,B) = /BOB’ =

{[dz (0,B) +d*(0.B) —d*(B.B)]

bors. For example, the nodes which are geo- areees 2d(0,B) + d(0,B) }
graphically adjacent in the silent zone, such as O )
and O,, are concluded to be in silent states be-
cause they are unable to send acknowledgements
to A. The nodes which send acknowledgements
are intuitively evaluated to be active, as shown in
Fig. 5. Although there are some nodes that do not
send signals because of other abnormal factors,
such as energy depletion, one of the reasons that
these nodes are not identified to be silent is that Fig.5 Neighbours' state
their geographical locations are not contiguous.
Table 2 List of A's neighbors

Nei(g:?m D to sink Silent Dt A DtoBl D to B2 DtB3  DtoBd D to B5

OCxosy0) d(O,sink) 1 d(O,A) d(O,B1) d(O,yB2) d(0,B3) d(0O,B4) d(0,B5)
Bl(xp syp ) d(Bl,sink) 0 d(B1,A) 0 d(B1.B2) d(B1.B3) d(B1.B4) d(B1,B5)
B2(xpy syp) d(B2,sink) 0 d(B2,A) d(B2,B1) 0 d(B2,B3) d(B2.B4) d(B2,B5)
B3(xps »yps)  d(B3,sink) 0 d(B3,A) d(B3,Bl) d(B3,B2) 0 d(B3,B4) d(B3.B5)
Bd(xpy syp) d(Bd,sink) 0 d(B4,A) d(B4,B1) d(B4,B2) d(B4,B3) 0 d(B4,B5)
B5(Cxps s yps)  d(B5,sink) 0 d(B5,A) d(B5,B1) d(B5,B2) d(B5,B3) d(B5.B4) 0

Algorithm 2 Choosing a bait node intelligent-
ly in silent zone
Input:0, Current node, Real node, Nei_Current
Output:Next_Hop_False, bait_node
(1) SET_Active_Nenode<Info Message (Nei

Current) ;

(2) SET_Silent_Current=SET_Nei_Current —
SET Active Nenode;

(3) Initialization: bait_node=0;

(4) While(bait_node ¢ SET_Silent_Current V d



No. 1 Zhou Qian, et al. Intelligent Silent Zone for Source-Location Privacy Based on Context-Awareness«+* 211

(O, bait_node)<R)
(5) Next Hop_ False (Current node);//choose
the next false hop according to Algorithm 1
(6) Current_node= Next Hop_ False;//initialize
the next node
(7) Endforeach
(8) node'=0; //initializing node’
(9) Foreach node € SET_Silent_Current;
(10) d (node', O) = MAX (d (node, 0));//if
more than one node meet the requirement, choose
the furthest one away from O
(11) IF(d(node',O)> R)
(12) bait_node=node’;
(13) RETURN bait_node;
(14) Else node’ € SET Active Nenode;
(15) Endforeach
(16) Endwhile
Step 1

tained by the current node, and two sets are clas-

First, the neighbors’ states are ob-

sified: the set of silent neighbors SET _ Silent _
Current and active neighbors SET Active_ Nenode.
Step 2

of the current node in SET _Silent Curren, and

If there is one of the silent neighbors
this neighbor node’ meets the requirement,
namely d (node’, O) > R, where R is the attack
radius, node’ is the bait_node we are looking for.
Otherwise, go to step 3.

Step 3

or d(node’ ,O)<<R, the current node will contin-

If the node’ is not in the silent zone

ue to search the next hop Next_ Hop_False(Cur-
rent_node), which is the nearest to the silent zone,
as presented in Algorithm 1. Move to the next hop,
and initialize this node into the Current_node.
Repeat the above steps until the required bait
_node is met, as shown in Fig. 4(c). The false
packet continues to being forwarded prior to being
broadcast by the bait node. The one-hop broad-
cast packet entices the attacker to move away
from the original routing path. The nodes which
receive this fake packet simply discards it. Be-
sides, in order to select the optimal bait node, we

need to ensure our network is deployed densely.
3.4 Privacy analysis

As shown in Fig. 6, the network employing

ISZ mechanism will have the following two states
depending on the location of an attacker. The
first state is cautionary when the attacker is close
to the routing path. For the contextual privacy, a
longer route is chosen to avoid the attacker’ s
eavesdropping. In the meantime, the attacker
will receive false packets from a bait_node, in-
stead of real messages. As a consequence, the at-
tacker will move to the bait_node, which is far a-
way from the original routing., and achieve the
second state, that is, safe state. In the safe state,
the routing bias caused by the SZ mechanism will
gradually disappear and the packet will be deliv-
ered by the original routing.

Definition 3 In order to measure the privacy
performance of the network, for a single attacker
with definite attack model, safety period and cap-
ture likelihood"" are adopted.

(1) safety period § : The number of monito-
ring data sent by the source node, before the at-
tackers capture it.

(2) likelihood L : In a fixed time , the proba-

bility that attackers capture the source node.

Cautionary

Fig. 6 Two state models

Before the source node is captured, the more
packets are sent, the longer the safety period is,
and the higher the privacy level is. Within a fixed
time and distance from the source node to the
sink, sd, the higher the capture likelihood is,
the worse the privacy level is .

As mentioned before there are two states in
Fig. 6. We assume that the probability of the net-
work in the cautionary state is P.. As the area of
the silent zone increases to cover the attacking

range, the attacker can no longer receive any real
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packets. Therefore, the real packet capture likeli-
hood is 0. Meanwhile, the attacker will track the
false packets. Consequently, the network chan-
ges into a safe state, whose probability is as-
sumed to be Ps, as shown in Fig. 6(b), when the
attacker can receive neither real nor false packets.
For a patient attacker, he will stay there all the
time (for a long time), and the privacy of the
network is guaranteed, that is, the source capture
likelihood is 0. For a curious attacker in the safe
state, he will have random walk, so the source
capture likelihood is L=Ps/N (N is the number
of sensor nodes in the network). When he moves
close to the routing path, he will be enticed by
the bait node. As a result, the source capture
likelihood for a curious attacker in the cautionary
state is L = Po X 0 =0, because he will receive
none of real packets and move to a false direction.
So, the probability of capturing the source for a
curious attacker is Ps/N,where P. + Ps =1.

As seen from Fig. 6 intuitively, the attacker
does not interfere with the network in the safe
state, while in the cautionary state, the length of
real-packet path increases and false packets will
generate extra energy. Therefore, we will briefly
estimate the energy consumption theoretically,
and in the next section, the performance of our
proposed mechanism in the network will be veri-

fied experimentally.
3.5 Energy analysis of ISZ

Initially, an attacker starts from the sink,
and the source begins to deliver the data to the
sink. Assuming that the energy caused by bea-
cons is negligible, the delay and the energy cost
in the network is mainly attributed by packet
transmission and reception. Therefore, the rou-
ting path length and the number of packets sent
and received are mainly calculated.

In the best case, the attacker is far away
from the real transmission path, as shown in
Fig. 6(b). Without false packets, the energy is
simply related to the routing protocol. Generally,
since the shortest path costs the least energy, as-

suming the shortest path length is 4, the total en-

ergy consumption of transmission for each event

to the sink is I/::‘jﬂfiwk =h e E,, where E,, is the en-
ergy cost of the transmission and reception of
each packet for a single node. The path bias is af-
fected by the attackering area. In the worst case,
the real routing path and the false path nearly cir-
cle around the attacking range, as shown in Fig. 6
(a). Let the radius of the eavesdropping area be
R hops, and assuming that the real packet length
is h, the total energy consumed for each event to

Cautionary

~
the sink in the worst case is around EL5om =~
(h—2+R)+2+nx+R+E,. The average energy is
~ ~ ~
_ Saf Cautionary
E=Ps « Efionc + Pe » Eiion™.

4 Performance Evaluation

A simulator Castalia based on OMnet+ —+ is
applied to verify the efficiency of our methods.
We deploy a squared field of 100 X100 m, where
all sensors are distributed uniformly. The sink is
arranged randomly in the central. Assuming that
there is only an attacker, we let the monitored
source asset be located in different distance from
the sink. The MAC protocol is based on IEEE
802. 15. 4, including information load part as
mentioned above. Once an attacker is detected,
an alarm beacon is sent. Although ISZ does not
reply on the routing protocol, in this comparative
evaluation, we use ISZ based on shortest-path
routing(SP), which is also applied as a baseline
to reflect the impact of other approaches along
with phantom routing (PR) and CALPM*, The
phantom algorithm has been discussed in the sec-
ond chapter, and the process of attacker-detection
in CALP is also based on the beacon technique.
The main process of CALP is that each node
maintains a routing table containing all its neigh-
bors. When an attacker is found, a beacon is
broadcast to update the routing table, in which
the node closet to the shortest path and furthest
to the attacker is chosen as the next hop node.
Here we will analysis not only the curious but al-
so the patient attacker. The beacon does not cost
additional energy, but dummy packets does. The

simulation is carried out for 50 times, and a total
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of 500 new packets are sent from the source node
for each time.

(1) Delay. Delay means the sending time of
a packet from the source to the sink, which in-
cludes two aspects: one is the delay caused by the
beacons, and the other is packet delay due to rou-
ting policies, such as re-transmission time, rou-
ting path and etc. . Therefore, relying on the bea-
cons to update the routing table, CALP policy
have a great delay, which depends on the beacon
updating frequency and the path length. The path
length in CALP changes when the attack type
changes. Compared with the curious attacker,
the patient attacker causes much more delay in
CALP, as shown in Fig. 7. Because CALP needs
more time for beacons to update the routing, it
causes more delay than other mechanisms.

Similar to CALP, the path bias of SZ is also
affected by attack types. When a curious attacker
does not receive any packets, he would be likely
to walk randomly around the sink. Therefore,
the delivery path to the sink is unstable, and the
latency in this case is slightly higher than that in
PR and SP, as shown in Fig. 6(a). Nevertheless,
for a patient attacker, SZ leads to significantly
higher delay than that of SP, as shown in Fig. 7
(b). Because when the attacker is near the sink,
the path bias is great, leading to more than 97 %
of packets that can not be delivered to the sink.
Suffering from great delay, some packets jump
157 hops before reaching the sink node. The de-
lay in phantom routing is higher than that in SP
for the additional steps by random walk. The
phantom routing method will not be affected by
the attack types, so the packet delay has nothing
to do with the patient or curious attacks.

Delivery time in ISZ, similar to that in SP,
only depends on the path length (i. e. , the source
to the sink distance is s-d )., regardless of beacon
intervals, which have affection on network traf-
fic. In fact, the curious attacker will have random
walk for he can not receive any packets near the
sink. In ISZ, it is less likely to get close to silent
zones in the vicinity of source routing, so it will

not cause much bias to the original path as pure

SZ method does, and the increased traffic is very
limited. An attacker starts from the sink and the
initial data approaches to the sink when ISZ
mechanism plays a role, especially for a patient
attacker who will be enticed away from the origi-

nal path, causing no more additional delay.

Latency/s
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(a) Patient attacker
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Fig. 7 Packets delay comparison using different mecha-

nisms for two kinds of attackers

(2)Privacy. There are two main measures of
privacy: safety period and capture likelihood. We
conducted 50 experiments, and use the capture
times to measure the source privacy in a given
time. The less times to be captured are, the lon-
ger the safety period will be. The smaller the
capture likelihood is, the higher the privacy will
be. As shown in Fig. 8, with the increase of sd,
the privacy of the shortest path do not increase.
On the contrary, it is the worst, because once a
packet is captured, the attacker will follow the
shortest path to find the source. As our experi-
ment shown, the capture likelihood of a curious

attacker is less than that of a patient attacker.
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That is because the curious attacker will walk
away from the sink if he waits awhile without re-
ceiving any packets. Thus, the patient attacker
has a higher capture likelihood. Phantom routing
in the simulation is no better than the shortest
path when a patient attacker, as s-d increases,
the random walk increases, the curious attacker
would receive none of packets due to leaving away
from the real transmission path, and lose some
chances to capture sources. The essence of CALP
is the greedy shortest path routing, but choosing
the most furthest one from the attacker. Obvi-
ously, since CALP is related to the eavesdropping
range of the attacker, in the simulation when the
communication radius is set as the same as the
eavesdropping range, the patient attacker can re-
ceive a few real packets in the vicinity of the sink,
while the curious attacker also can catch the
source after random walk if the attacker does not
receive any information, when s-d is short.

Because he cannot receive any packets in SZ,
the curious attacker will have random walk ac-
cording to the probability distribution of random
walk in Eq. (3). When the source is close to the
sink, the attacker would walk to the source and
capture it, as shown in Fig. 8(a). For the patient
attacker, he will not receive any packets for trac-
ing source and stay where he is. Therefore, SZ
has the better privacy for a patient attacker than
that for a curious attacker. In ISZ, when the dis-
tance between the sink and the source is short,
the attacker has high capture likelihood for & is
small at this time. Because of the interference by
dummy packets, ISZ has more privacy than SZ
when facing a curious attacker, as shown in Fig. 8
(b). With the increase of s-d , the corresponding
routing path A will increase. Both for curious and
patience, ISZ has excellent performance in preser-
ving the privacy of the source location.

(3) Path bias. According to Definition 2, the
path bias shows the impact of security mecha-
nisms on the original routing. The pure SP rou-
ting has almost no bias because the path is deter-
ministic. Four kinds of privacy schemes are ana-

lyzed here, and the shortest path is selected as

Captured sources

10 20 30
Distance to sink/k
(b) Curious attacker

Fig. 8  Privacy performance comparison using different

mechanisms for two kinds of attackers

the original routing path. As shown in Fig. 9, PR
has the biggest path bias, compared with other
three mechanisms. The path bias of PR depends
the number of hops of random walk, irrelevant to
the types of attackers. The bias value for PR is
unstable, because the direction of random walk is
uncertain, If the direction is against the sink, the
bias will increase. While if the some steps are
canceled each other by random walk, the bias
might just remain low.

When a curious attacker moves near the orig-
inal routing path as shown in Fig. 9(b), CALP
always selects the furthest node from the attacker
as long as the attacker is still nearby. Conse-
quently, the original path shifts many times. If
the attacker does not receive any packets, he will
have random walk, and the shift will not disap-
pear until the attacker moves far away from the
original path. In the SZ scheme, when the source
is closer to the sink, that is, s-d is small, the cu-

rious attacker will capture some packets and stay
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on the path, resulting in a great path bias. As s-d
increases, the curious attacker may walk random-
ly to a safe state, so the path bias declines rela-
tively. The ISZ scheme causes the smallest path
bias because every time when an attacker approa-
ches near the original routing, false packets will
entice him far away from the original routing,
and the curious attacker will have random walk.
As s-d increases, the probability of capturing the
source becomes smaller, as well as the path bias.

When facing a patient attacker, as shown in
Fig. 9(a), the bias for SZ is not found. It is be-
cause when the patient attacker is near to the
sink, more than 97% of packets can not reach the
sink, as mentioned before that some packets jump
157 hops before reaching the sink, leading to
enormous bias. In addition, the path bias is relat-
ed to the attacking range, which is set the same
as the area of sensor communication. For CALP,
when a patient attacker can not receive any pack-
et, he will stay near the original path, so the bias
will always exist, slightly larger than that for a
curious one. The path bias of ISZ for a patient at-
tacker is even smaller than that for a curious one.
Once a patient attacker is enticed by false packets
far away from the original routing, and can not
receive any packets, he will no longer move.
Thus the network will maintain a safe state for a
long time and the following packets are delivered
by the shortest path.

(4) Energy. The research has shown that for
wireless sensors, the energy cost by executing 3
million of general program instructions is equiva-
lent to that by transmitting data in the distance of
100 m™,

The parameters used in this simulation are
listed in Table 3.

It can be seen that with fixed number of

packets and routing policies in the network, the

Table 3 Parameters setting

Parameter Value
E.a../(n] « bit™1) 60
Eonp/(pJ = bit™ + m™?) .
! 2

25 30 35 40 45
Distance to sink/hops

(a) Patient attacker

30 35

Distance to sink/hops

(b) Curious attacker

Fig. 9 Path bias comparison using different mechanisms

for two kinds of attackers

energy consumption related to the distance be-
tween nodes is O(d”). The total amount of the
energy is related to the path length squared, so
the routing algorithm itself affects the energy
consumption. In Fig. 10(a), the abnormal case of
SZ occurs when facing a patience attacker, and
the packet is always around the sink but can not
arrive, which consumes much more energy. Ob-
viously, ISZ mechanism is less likely to interfere
with the original routing path. We implement the
shortest path, CALP, SZ and ISZ to compare
with the shortest path routing, showing the effect
on the energy consumption of the whole network.
Beacon scheduling itself does not generate addi-
tional energy consumption, although CALP has
high delay, still maintaining the energy level of
the shortest path. While for ISZ, dummy packets
cause additional energy, as mentioned before,
dummy packets only occur when there is a silent
zone near the real routing path. In the simula-

tion, after the attacker was tempted to leave the
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original path, the situation is not distinct between
SZ and ISZ. Therefore, when the three strategies
in the face of the curious attacker, the actual
difference might not be too much, as shown in
Fig. 10 (b). As sorted by the energy efficiency,

ISZ has the best energy performance.
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Fig. 10 Energy cost comparison using different mecha-

nisms for two kinds of attackers

5 Conclusions

In this article, we propose an improved solu-
tion for source location privacy in WSNs, which
is vulnerable to backtracking attack by a local ad-
versary. The proposed solution of ISZ can be
suitable to many event-driven WSNs applications
by preventing a local attacker from receiving con-
textual information. Compared with SZ, 1SZ
combines an isolated area as a trap for adversary
and entices the adversary far away from the origi-
nal routing path. As shown in the results, the
ISZ method outperforms its counterparts e. g. »

PR and SP in the safety period as well as in ener-

gy consumption. However, cautious local adver-

saries as well as beaconing influence on WSNs are
rarely considered. Further researches are needed

to address these issues.
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